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Resilience, Recovery, Renewal

Resilience, Recovery Renewal recognises the phases of individuals and organisations in response to the effects
of the global pandemic, and the critical role of information and records management in enabling and supporting

business continuity.

In this report, information.and records management professionals share their unique perspectives on the
advances that have been made since the start of the pandemic, including the adoption of news working practices,
processes, and technologies, and consider how sector can build upon the opportunities that have been created

forfuture.

View from the IRMS Chair

The beginning of the Pandemic in early 2020 almost
literally overnight saw the large majority of the
workforce suddenly stop attending the office and start
working from home. One of the “success” stories was
the extent to which many organisations quickly adapted
to new ways of working, leveraging collaboration
platforms such as Microsoft Teams and Zoom.

However, beyond the ability to meet virtually, there
were so many other challenges relating to information
and records management. This included ensuring access
to relevant documents and data; security considerations
for physical and digital records; and facilitating the
capture of newly created records into corporate
systems. Indeed, new types of records were being
created, for example relating to arising occupational
health matters, working from home procedures and
checks, and changes to business processes. Also,

there were considerations for new forms of record,
particularly arising from the increased use of video calls
and chat.

In addressing this, the role of information and records
management professionals was and is of course
strategically important, being involved in business
planning, establishing the governance, providing advice
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and training, as well as liaising with vendors. In this last
area, the Information and Records Management Society
(IRMS) is grateful to the many colleagues who have

been involved in the Customer Advisory Board we have
established with Microsoft to influence the direction and
development of the M365 platform.

A lasting legacy of the pandemic and lockdowns is that
flexible and remote working has gone “mainstream”,
supported by initiatives for people to have options

to work from or nearer to home and reduce commutes.
Indeed, this period of time has also seen the

increasing prominence of ESG (Environmental, Social
and Governance) agendas within organisations. Our
profession therefore also has an ongoing role to play
both developing and supporting new ways of working
and in helping progress sustainability and wellness.

Reynold Leming,
Chair of the IRMS and
MD of Informu Solutions Ltd
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The Beginning of

a New Information

Governance of the 2020s

History has served us with many examples where an
unexpected turn in the order of the world, like a global
pandemic, became the trigger for rapid technological/
scientific change. One of the changes of this last
pandemic was an almost immediate large-scale shift
from office to remote, from face-to-face to virtual, and
from local to anywhere. These changes demanded
quick solutions and tools to secure business continuity:

*  New tools to collaborate and conduct tasks
remotely and in real-time.

+  Applications that offered remote support and
were less burdensome for the existing company
infrastructure: like Software as a Service.

But the new tools and applications soon triggered new
business risks and started to impact daily business
conduct/output:

+ Rapid data access methods increased data security
risks.

+ Aquick jump in own devices used for business
purposes increased data protection risk.

* Hastily implemented collaboration tools have
resulted in increased data quality / data credibility
risk.

«  Staff used to using silos suddenly realised that they
lack a common definition of data.

«  With real time data collaboration, data transfers
across countries, devices and systems became an
everyday business risk.

Because of these risks, the content of information
governance, data governance, data protection and
information security training stepped out of the slides

Now is the Time
to Capitalise on
the Positives

of a LMS and became a business reality. Words like
“metadata” started to make sense as a tool of data
categorization, or “cloud” shifted from some abstract
word to managed servers in remote locations, etc.

Corporations started seeking solutions and help to
mitigate these new risks, and support with managing
their information in a controlled manner, and so a slow
shift from focusing on solely regulatory compliance to
data strategy began.

Today, the ship is still turning slowly but steadily, and
more and more businesses start to think of data as

a business benefit to grow revenue and decrease
margins through e.g., increasing repeatability and
improved data quality. Corporations are more aware
about how Business Intelligence, Data Analytics,
Records Management, and Data Governance are
interrelated and how they can help turn data into
information, and information into value.

People who should be involved in determining what
the requirements of data are, and to address those
requirements, no longer work in silos dedicated to
Records Management, Data Management or Data
Analytics, but they are part of a team at the drawing
board to help drawing the new maps of travel.

It looks like an exciting journey ahead.

Dora Endreffy, Director
Data Privacy and Data
Governance Director
Data Privacy and

Data Governance,
Juvenescence™

Data Protection Officers in local authorities had to respond
quickly and flexibly as the first lockdown was imposed. The
sharing of data by central government and health partners,
for local councils to be able to offer support and food parcels
to the shielding, was implemented quickly. It was possible to
implement data sharing agreements and secure sharing sites
at a somewhat surprising pace through dialogue between
partners, many of whom did not normally correspond
directly with each other. This extended further as councils




were asked to share data with supermarkets for priority
slots, award self-isolation payments and offer business
support grants.

We need to capitalise on this positive experience.
Where central government departments talked to local
authorities and took into account the practicalities of
existing local authority systems and practices, rather
than imposing unworkable central solutions, data
sharing quickly improved. Replicating this model with
post-pandemic projects, such as the Ukrainian refugee
home matching scheme, for example, will lead to more
effective outcomes for all concerned.

It also appeared that many people were content to
have their personal data, including health data, shared
between partners if it meant they would be in receipt
of the services they needed, such as food parcels. The

COPI Regulations helped local authorities to deliver the
necessary support to those in need, whilst only sharing
the necessary health data.

There is a real opportunity here to build on that trust
and explore future policy formation on shared health
and care records and the use of health data by local
authorities where it leads to a positive outcome for the
data subject.

Lynn Wyeth, Head of
Information Governance
& Risk, and Data
Protection Officer,
Leicester City Council

Post-Pandemic:
Problems to Progress

While writing this short piece from my home office, and
you now perhaps reading it from yours, we have likely
long acknowledged that the pandemic brought about a
radical change in people’s perceptions and expectations
around working styles, functions and outputs. Digital-
only working on such a massive scale came almost
overnight, in a way that previous planned initiatives
failed to achieve, and while it presented opportunities,
so too, did it bring risks, many still to be fully mapped,
managed and potentially mitigated.

Public sector governance teams across the country
rapidly grappled with ensuring that the public’'s

right to access remained afloat, that record keeping,
retention and preservation did not sink, and the
accelerated implementation and adaptation of secure
and compliant cloud services (notably Microsoft 365)
received the proper attention and priority. It was all
hands-on deck.

The last two years also presented, undoubtedly the
most critical collaboration many of us in this sector will
have seen, and this chapter of the Covid governance
story is one | view with particular affection. Our

entire sector was required to instantly mobilise our
knowledge, initiative, adaptability and collaboration

in exceptionally challenging circumstances - however
where do we go from here?

Well, as new technical solutions and processes
hopefully retain their priority, and continue through
design and implementation, it is my sincere hope

that as professionals, we are able to, and minded to,
maintain this level of close collaboration, appreciation,
learning and understanding among us, because the
post-pandemic innovation and evolution of this sector
will benefit us all as a result.

The pandemic put our sector into the spotlight, and
centre stage in a very real and critical way. We must
continue to utilise these opportunities to the fullest,
and | hope we will.

Ross McEwen LL.M (Dist),
Information Compliance
Officer, The City of
Edinburgh Council




Workforce Now Savvier to Digital Document Security

Whilst we have lived and worked in an increasingly
digital world for many years, the pandemic has given
many business owners and employees a newfound
appreciation for the role of IT and maintaining a degree
of business as usual in the face of adversity.

It has also changed some long-held perceptions, and
one of the most significant shifts | have noticed is

how digital documents are no longer considered to

be of lesser importance than the printed page, when

it comes to the need for diligent data protection. In
the pre-pandemic office-based environment, it was
well understood that paper records needed to be
protected, but | had often seen a more blasé approach
to electronic documents and emails etc.

However, with so many of us working from home and
now continuing to do so in a more hybrid way, the
responsibility for maintaining the integrity of electronic
documents fell on our shoulders. Consequently,

many people | work with became sawvier to the risks
and consequence of data breaches, and the vitally
important role everyone must play in strengthening

the security and integrity of the organisations and
associations we work for and provide services to.

The pandemic has without question driven a lot of
change, far quicker that most anticipated. The speed
of this transformation has been more comfortable
for some than others, however my advice today is to
not be in a rush to get back to ‘normal’. Those pre-
pandemic days were far from perfect, and we have
come a long way in a very short time.

Now is absolutely the right time for reflection and to
revisit business continuity and resilience strategies, in
the knowledge that the most unforeseen and unlikely
eventualities, as well as those we should anticipate, can
blindside us if we are not prepared and agile enough to
respond.

Clare Paterson,
Director and consultant,
CP Data Protection

Records and Data Need to be Truly Digital and Compliant

It has been a turbulent time for us all, but | honestly
feel we are in a much stronger space. We have proved
that the daily task and often complicated projects we
work with can be done remotely and done well.

From here | feel we need to ensure we take time to
reflect on what has happened over the past two years
and what we can learn from this period. Although
many of us are heading back to the office and now
seeing “real people” again, we can lose focus on the
environmental impact of commuting and the cost-of-
living crisis, it's important to reflect and truly ask the
question, do | need to travel or can this be done just as
well remotely.

We are in a better place as an industry, as the saying
goes “don't let a good crisis go to waste” and we
certainly grasped that thought process with both
hands and made those long-needed changes to our
technology, processes and in some circumstances
our people and how we acknowledge the great work
they do. We have come to appreciate that it's not the
location that you work from that is important, but

rather the work and performance that is delivered
regardless of location that is vital.

We now stand in a new world where the overwhelming
majority of people have “gone digital”, even those
customers that we were convinced never could (I put
my elderly mother in that category and now | marvel at
her use of Zoom and Banking Apps). We need to grasp
this opportunity and ensure that our Data and Records
are similarly match fit; are truly digital, are compliant
and do we have the right safeguards in place so we

can be ready to deliver, for those customers who never
existed prior to the pandemic, and now just expect that
all businesses work like an online marketplace provider
such as Amazon.

Nathan Bent,
Data & Analytics Lead,
Believe Housing
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