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You say “privatsphare’”, we say “privacy”

To this day professionals in the world of information management differ on what they deem to
be “personal information”. Some of the definitions you hear around the room range from the
letter of the law to the absolutely ludicrous. In one European location (which shall remain
nameless for the moment) even considers personal information to apply to livestock. Daisy has
the right privacy... who knew!

Given the varying definitions and applications of Data Protection (DP) throughout Europe there
is now a drive by the European Union (EU) to bring uniformity to all locations and ensure we all
sing from the same hymn sheet. Yes boys and girls, it’s that word... “change”.

Change is a word that all people secretly fear as it means reviewing that perfectly good process
or form that we put our heart and soul into in order to replace it with another process or form
that was perfectly up to task to begin with. However, in the world of Information Management
and privacy is change such a bad thing? Would having an EU wide solid definition of personal
data be such a bad thing?

The proposals include a mix of new and existing legal provisions. Some of the old favorites
include retaining the 8 principles of handling personal data, conditions for processing data, fines
for breaches, security of personal data and conditions for sharing personal data. However there
are some aspects of the proposed regulation that are completely new to us Brits.

1. Theright to be forgotten
Currently in the UK (except Northern Ireland) we have our records management guides
and regulations and to an extent these are followed. The Data Protection Act requires
that controllers do not keep information for longer than necessary but this currently
allows scope for confusion and “subvention”. Controllers will often not understand how
long they need to keep it, keep it for all sorts of random reasons or keep it and not know
that they are keeping it. Policing this aspect is often precarious at best and as a fellow
information management professional | can say quite safely that as a profession we
suffer corporate idiocy when it comes to records management. However, in the continent
the idea of records retention and management is enshrined in the national law and
strictly regulated. Germany, for example, has a very strict DP regime and the regulator
has powers to police records retention.

This “right to be forgotten” is nothing new, however the word is very new. To our
European partners this is nothing new, but to us this is something completely new and
quite rightly has organisations in a panic thinking that they will have to delete hoards of
data. Now is that a good or bad thing for us records managers?

2. Need for explicit consent
UK data controllers only need explicit consent if they intend to process personal
(sensitive) data unless they have a law to back them up. This flexible arrangement
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allows controllers to give nice simple privacy notices and be crystal clear on. The
proposal however, plans to change this to apply the need for explicit consent for
processing any personal data (unless you have a law to back you up). Now, for British
businesses this means those lovely terms and conditions we all love to ignore (sorry |
mean read thoroughly) are going to be even longer and that’s right, won’t be an accurate
consent as no one will actually read them. How is this explicit consent and how is this
fair to the subject? The term “explicit”’ in the OED means “fully and clearly expressed”
therefore “by definition” has the purpose been lost in translation?

Again, to our EU counterparts this is nothing new; both Germany and Austria have the
need for explicit consent not only for collection but also for any sort of sharing with 3™
parties. They believe, the more “transparent” you are at the point of collection the greater
the respect for people’s right to privacy, regardless of if they actually read the details or
even are fully aware of what they have consented to. To us, this sounds similar to the
Mental Capacity Act requirements of running through each stage and being completely
satisfied that the data subject is fully aware of the decision and its implications. | can’t
see a British Social Worker or Salesman doing that somehow...?

Notification of breaches

We in the UK may not like doing it however we have slowly accepted that we need to
report major breaches of DP to the Information Commissioner's Office (ICO). For those
of us that are really proactive we report every breach to the ICO (no, I’'m not one of
them). Most of us now have a framework in place for qualifying what should and
shouldn’t be reported and the process seems to be settling in our way of doing things.
However, the proposed regulation is looking to not only make notification a legal
requirement but also to place a time limit on when you should inform the regulator;
namely “within 24 hours of the controller being informed of the incident”. | can foresee a
conversation from senior management at some point saying “As Data Protection Officer,
you are now required to have a work phone and it is required to be on at all times”. Data
Protection is about to become an emergency service, do we get a uniform?

Luckily, most of the EU would agree that 24 hours is impractical and the general
consensus is that this will be altered before becoming law however our EU counterparts
still accept the principle that breach notification should be quick and should be enshrined
in law. Something which in the UK we have always resisted as we like to be thorough
and determine exactly what the breach is before running off and admitting to something
that could possibly of not ever occurred. (Keep calm and investigate).

The end of notification to the ICO

Personally, I've always liked the idea of a central register of data controllers. The fact
that | can look up any controller registered in the UK and see exactly what they process
and even where it is going.

However this nostalgia isn’t something we share with our EU counterparts as many of
them don’t have such a requirement. The proposed regulation sees the idea of a registry
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as “beaurocratic” and pointless. Personally | see it as open and promoting transparency
(if published and promoted properly). Rather than being told in long and laborious terms
and conditions data subjects can simply search the register and see quite clearly what’s
being collected and why. Like | said, maybe | do need to get out more.

The right to data portability

“‘Name? Address? Data of birth? Telephone number? Single or married? And how would
you like your data?” Traditionally we don't give a second thought to registering for a new
product or service and giving over our details in order to get that service or product. It’s
only if we re-register with the same company or organisation do we ever think “well hang
on a minute; I've already given this over once”. In the proposed regulation each citizen
will have the right to move their data from one provider to another and that provider has
to ensure that it’s in a format that can do this. As an example, | say to Barclays “l don’t
want an account with you anymore; I’'m signing up with Santander so please transfer my
account and details to them”. | can’t see the banks being willing to do this personally, or
rather, | can’t see citizens understanding it which can only lead to trouble.

But then, as a Brit, this is something new and (to be honest) rather strange, but to other
nations it's nothing new. Facebook, for example, have recently declared that they have
that exact facility being offered to customers based on their attempts to comply with the
EU Data Protection Directive. I'd be interested to see how many people actually use that
button...

Right to claim compensation without proving harm

Currently, we work on the assumption that if your information has been corrupted,
disclosed or put at risk the level of compensation you receive should be dependent and
the harm (or reasonable potential harm) this could cause. Which, in my opinion, is fair
enough? If your name is given to the person you are accusing of murder and your family
and life are then under threat from said persons “friends” why shouldn’t you be entitled to
compensation and investigation into why?

The proposal is that any breaches of the regulation, even if there is no proven or risk of
harm, are subject to regulatory fines. Given the lengthy detail of the requirements in the
regulation | can see this being a tick box exercise with customers or organisations out to
highlight faults and bring harm to other businesses or authorities. There is a similar
scheme in the UK currently and | believe its run and maintained by the Financial
Services Authority.

Regulator permission for international transfers

In the UK sending data abroad doesn’t require ICO sign off as he pushes the obligation
to ensure compliance on to the business that is doing the transfer. This approach has its
strengths and weaknesses as it frees him up to do “other things” and means that
businesses can accept full responsibility for their actions and in an ideal world be
proactive around compliance.
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This viewpoint however, is not shared with many of our European neighbours. Italy,
Greece, Portugal and Germany all require any transfers of personal data outside the EU
to be authorised by the local Data Protection Authority. Each authorisation is different
and comes with its own set of rules and requirements of what it wants to see. The
proposed regulation plans to extend this regulator permission to all EU members so that
now we will be required to see ICO permission in order to send information outside of
the EU.

Good idea / bad idea? Good in that it’'s not as bad as it could be, as the ICO will be the
regulator for all EU operations if you are based in more than one country but Head
Quartered in the UK. Bad idea in that the ICO is going to have to do some recruiting to
then deal with the influx of pan European companies registering or registered here using
the ICO as their regulator (apparently he’s well-liked according to the commission).

We are all grown and experienced men and women; surely we can make the decision
for ourselves?

8. EU Commission Powers
Contrary to the tone of my paper so far, | am not a euro-skeptic. To me, the idea of all
member state being bound by the same European Law a good idea. It allows me to
become a Data Protection Officer in the South of France or the Costa del Sol? However,
the proposed regulation plans to make the EU Commission the governing body for all
DP matters with some powers delegated down to a new body called the “EU Data
Protection Board” (ETPB). Need | mention the issues of a non DP or records
management specific body having final say over laws that govern privacy and records
management? If the EDPB is to be the board in which all the regulators sit and agree
standards and policy for the EU then why would final say sit with the Commission? | can
already hear the “hard core” skeptics crying foul.

Privacy and DP are treated differently no matter where you stand in the world. China and India
have very little privacy while the EU has the most robust in the world. We call it DP and the
Americans call it Data Privacy. While | support the idea of a common framework | foresee many
issues in the years to come. Privacy, DP & records management are big topics for the world
today and the debate is only just starting to heat up. Who knows, maybe we will all be calling it
PIl in the new world? (That’s providing the world doesn’t end in 2012 of course).
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