Pupil Records: Guidance

Introduction

All schools, with the exception of independent
schools, are under a duty to maintain a pupil
record for each pupil. Early Years settings will
have their own recordkeeping requirements.

The pupil record, comprising the educational
and curricula record, should be seen as the
core record charting the individual pupil’s
progress through the education system, and
should accompany them throughout their
school career. This record will serve as the
formal record of their academic
achievements, other skills and abilities, and
progress in school.

The aim of this guidance is to provide some
consistency of practice in the way in which pupil
records are managed across all schools. It
includes suggestions on the content of the pupil
record, advice on transferring to the next
Academy, and retention and disposal
arrangements for both paper and electronic
records.

Pupil Record

Recording and disclosure of information
Pupil records may be held in paper form, or
else electronically (for instance: as part of
the Academy management information
system (MIS)). Academies will have their
own systems for maintaining pupil records,
which may be a combination of electronic
and hard copy files.
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All information must be easy to find, accurately
and objectively recorded, and expressed in a
professional manner, as pupils and parents have
a right of access to their educational record via
the Data Protection Act 2018 and the GDPR.
Requests for information by pupils, or their
parents, are to be treated as subject access
requests under Data Protection legislation.

Paper Files

The following information is useful on the front of
a paper file, if one is held:

* Surname and forename

+ Date of birth

* Unique Pupil Number

» Date file was started/opened

It may be useful to have the following information
inside the front cover, so that it is easily
accessible to authorised staff; this is not
necessary if accessible on the school
information management system:

* Emergency contact details

* Preferred name

* Names and contact details of adults who
have parental responsibility/care for the
pupil

» Reference to further information held on
allergies/medical conditions

* Other agency involvement, e.g., Special
Educational Needs (SEN), speech and
language therapist

* Reference to any other linked files
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Contents of the Pupil Record

The table below lists common and potential record types that may form part of the pupil record.

Record of transfer from Early Years setting
Admission form

Data collection/checking form — current

Annual written report to parents

National curriculum and religious education
locally agreed syllabus record sheets

Any information relating to a major incident
involving the child

Statements/plans, reports, etc. for
educational support, e.g., SEN, speech
and language

Medical information relevant to the child’s on-
going education/behaviour

Child protection reports/disclosures and
supporting documentation

Any information relating to
exclusions (fixed or permanent)

Specific correspondence with parents or outside

agencies relating to major issues

Summary details of complaints made by the
parents or the pupil relevant to the child’s on-
going education/behaviour

Examination results — pupil copy

Records Not Forming Part of the Pupil Record

The following record types should be stored
separately from the main pupil record, as they
are usually subject to shorter retention periods
(please see the Retention Schedule section);
they should not be forwarded to the pupil’'s
next Academy:

» Attendance registers and information

» Absence (authorised) notes and
correspondence

» Parental consent forms for trips/outings

» Accident forms (a copy can be placed on the
pupil record if it is a major incident)
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If applicable

This should be checked regularly by parents to
ensure details are accurate

Store in a separate area of the record or keep in a
separate linked file

Store in a separate area of the record or keep in a
separate linked file

Store in a separate area of the record or keep in a
separate linked file, so as to limit access to specific
staff

This may be in e-mail form. Once the matter is closed,
save any correspondence that records sequence of
events, pertinent issues and outcomes to pupil record

This may be in e-mail form, see note above. Most
complaints records are retained by the school and not
as part of the pupil record

Send uncollected certificates back to exam board after
all reasonable efforts to contact the pupil have been
exhausted [this is a recommendation, not a
requirement]

* Medicine consent and administering records
(this is the school’s record)

» Copies of birth certificates, passports, etc.

» Generic correspondence with parents about
minor issues (i.e., ‘Dear Parent’)

* Pupil work, drawings, etc.

* Previous data collection forms which
have been superseded (there is no
need to retain these)

* Photography (image)
consents (this is the
school’s record).
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Information stored electronically

Those principles relevant to paper records will
apply to those pupil records stored
electronically. Academy information
management systems may incorporate features
to enable elements of the electronic pupil
record to be deleted in accordance with
retention schedules, whilst the remainder of the
record remains intact.

Storage and Security

All pupil records and associated information
should be stored securely to maintain
confidentiality, whilst keeping information
accessible to those authorised to see it.
Electronic records should have appropriate
security and access controls in place; equally,
paper records should be kept in lockable
storage areas with restricted access. Not
everyone in an Academy has a need to access
all of the information held about a pupil; this is
particularly relevant to child protection
information [see also the section on Information
Security in this toolkit].

Transferring Pupil Records

It is vital to ensure swift transfers of information
to the new Academy to ensure appropriate
decisions can be made regarding a pupil, using
relevant and accurate information.

Weeding

The pupil record should not be weeded before
transfer, unless any duplicates or records with a
short retention period have been included;
these can be removed and securely destroyed.

Transfer Process
The following should be transferred to the next
Academy within 15 school days of receipt of

confirmation that a pupil is registered at another
Academy:
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+ Common Transfer File (CTF) from the
School Information Management System
via the school2school system, when used

* Any elements of the pupil record, held in
any format, not transferred as part of the
CTF

* SEN or other support service information,
including behaviour, as only limited
information may be included in the CTF

+ Child protection information; this must be
sent as soon as possible by the
Designated Safeguarding Lead (DSL) or a
member of their team to their equivalent
at the new Academy.

Academies must ensure the information is kept
secure and traceable during transfer:

* Records can be delivered or collected in
person, with signed confirmation for
tracking purposes

* Pupil records should not be sent by post.
If the use of post is absolutely necessary,
records should be sent by ‘Special
Delivery Guaranteed’ or via a reputable
and secure courier to a pre-informed
named contact, along with a list of the
enclosed files. The new school should
sign a copy of the list to confirm receipt of
the files and securely return to the
previous school

» If held electronically, records may be sent
to a named contact via secure encrypted
e-mail, or other secure transfer method

If the pupil is transferring to an independent
school or a post-16 establishment, the existing
Academy should transfer copies of relevant
information only and retain the original full
record as the last known Academy.

If a request is received to transfer the pupil
record or other information about a pupil to a
school outside of the European Union (EU),
Academies should contact the Local Authority
or their Data Protection Officer for further
advice
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Retention and Disposal

Retention — Transferring Academy

Responsibility for maintaining the pupil record
passes to the next Academy. Academies may
wish to retain information about the pupil for a
short period to allow for any queries or reports
to be completed or where linked records in the
Academy information management system

have not yet reached the end of their retention
period and deleting would cause problems.

Certain elements of the record may need to be
retained for longer, for example: if litigation is
pending, or for transfer to the Local Record
Office, in accordance with the retention
schedule.

Whilst the Independent Inquiry into Child
Sexual Abuse (IICSA) is ongoing, it is an
offence to destroy any records relating to the
Inquiry. It is likely, at the conclusion of the
inquiry, that an indication will be given
regarding appropriate retention periods for child
protection records. More information can be
found on the IICSA website.

Academies from which a pupil transfers should
consider retaining a copy of the child protection
file.
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Retention — Last known Academy

The last known or final Academy is responsible
for retaining the pupil record. The Academy is
the final or last known Academy if:

* A secondary phase and the pupil left at 16
years old or for post-16 or independent
education, or;

* Itis an Academy at any point and the pupil
left for elective home education, they are
missing from education or have left the
UK.

The pupil record should be retained as a whole
for 25 years from the date of birth of the pupil,
after which time, if no longer required, it can be
deleted or destroyed. SEN and other support
service records can be retained for a longer
period of 31 years to enable defence in a “failure
to provide a sufficient education” case.

If a school wishes to retain data for analysis or
statistical purposes, it should be done in an
anonymised fashion.

Disposal

Pupil records will contain personal and
confidential information and so must be
destroyed securely. Electronic copies must be
securely deleted, and hard copies disposed of
as confidential waste. Please see the section on
Safe Disposal of Records for further information.

Amendments and additions made by the following as part of the 2018 review:

Lizi Bird Solihull Metropolitan Borough Council

Andrea Binding Somerset County Council

Natalie Fear One West, Bath and North East Somerset Council
Association of
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Records Management Programme
Information Audits

1. Whatis an information audit?
An information audit is typically a record of
the following:

*  What information is retained

*  Why information is retained

*  What type of information it is

*  How information is processed and
shared

*  Where information is stored

*  What the relevant retention period is

*  Who the ‘responsible owners’ or day-
to-day users are

Note: you can expand on the audit and
tailor it to your Academy, for example: you
may want to combine this with data
protection impact assessment (DPIA)
records and information sharing
agreements.

An information audit should capture all
information held, regardless of its form.
You should consider:

» Paper documents and records
* Electronic documents and records

» Databases (proprietary or developed
in-house)

* Microfilm/microfiche
* Sound recordings

» Video/photographic records (including
those records taken on traditional
magnetic tape and photographic paper,
but also, increasingly, digital sound,
video and photo files)

* Hybrid files
+ Knowledge

* Apps and portals

The information audit is designed to help
organisations complete an information
asset register. The terminology grows out
of the concept of ‘knowledge management’,
which involves the capture of knowledge in
whatever form it is held, including
encouraging people to document the
information they would previously have
held in their heads.
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It is now generally accepted that information is
an organisation’s greatest asset and that it
should be managed in the same way as the
organisation’s more tangible assets, such as
staff, buildings and money.

Effective information management is about
getting the right information to the right people
at the right time and an information audit is key
to achieving this.

. What are the benefits of the information

audit?

The information audit is designed to allow
organisations to discover the information they
are creating, holding, receiving and using, and
therefore, to manage that information in order
to get the most effective business use from it.
For an Academy, the concept is much more
concerned with accessibility of information. The
information audit allows the Academy to
identify the personal information it creates and
stores to facilitate correct management (e.g.,
Record of Processing Activities) under the Data
Protection Act (DPA) 2018, the General Data
Protection Regulation (GDPR) and the
Freedom of Information (Fol) Act 2000.

The following are all benefits to maintaining
an information audit:

* |t saves time — an information audit can be
used as a quick point of reference for all
staff; it ensures information can be easily
located on a daily basis. This may also be
useful for new starters or in the event of
temporary cover arrangements.

It avoids duplication — duplicating
information is unnecessary, it adds to
workloads and takes up unnecessary
storage space, which can be costly.
Duplicating personal data would be a
breach of the DPA 2018, as personal data
must not be excessive. Identifying where the
principal copy of a piece of information is
held means that individual members of staff
do not need to hold their own copy.
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It helps ensure accuracy of information —
having a detailed record of information
improves how you manage version control,
and therefore, the likelihood that you are
working from the most up-to-date version.

Compliance with the DPA — individuals have
numerous rights under the DPA in relation to
their personal information. Whether you are
dealing with a request to access information
or an erasure request, the first step is
identifying whether the information is held
and where. If you don’t maintain a record of
processing, information may be missed and
you could risk Information Commissioner’s
Office (ICO) enforcement.

The general timescale for dealing with requests
under the DPA is one calendar month. Knowing
where to locate information and identify if it has
been shared with third parties can help save
crucial time.
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Development of a record of processing
activities (RoPA) —the information collected
as part of the information audit can be
included in the RoPA which an Academy
develops.

It assists the Data Protection Officer — the
Data Protection Officer needs an overview of
what personal information is held and how it
is handled.

Compliance with the Fol Act 2000 — under
the Academies Act 2010, Academies are
obligated to provide certain information
within 20 school days or 60 working days,
whichever is shorter. Knowing what is held
and where to locate information is an
essential first step. Wrongly refusing a
request or non-compliance with the statutory
timescales could lead to ICO enforcement
action.

Identification of information which has
passed its retention date — storing
information can be costly, regardless of
whether it is physical or electronic.
Significant savings can be made by ensuring
that the relevant retention periods are
identified and complied with. Applying
retention periods also reduces the risk of not
complying with the DPA 2018, GDPR or the
Fol Act 2000. Finding information and
preparing it in response to a request is much
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more difficult if there is a need to sort through
significant quantities of information which
should have been disposed of.

It improves your ability to make the right
decisions — Academies deal with sensitive
information on a daily basis. When making
any decision in relation to the care of a child,
it is essential you consider all the relevant
details, whether they are medical or
otherwise. You cannot complete any DPIA
without knowing what information you hold or
will hold.

It reduces the possibility of an information
security breach — names change, addresses
change and family relationships change.
Knowing where to locate the correct up-to-
date information is essential. It reduces the
risk of a breach, which helps prevent
unnecessary distress and the likelihood of
your Academy facing ICO enforcement
action and/or legal claims.

It supports accountability and transparency,
which is increasingly important under GDPR
requirements.

. How to complete an information audit

The information audit works on the premise
that all information is created for a purpose
(business need) and the information created
and stored is to support that business need.
The audit works through a workflow
process, identifying which information is
created at which point in the process, what it
is used for, for how long it is needed,
whether or not it should be captured as part
of the core record of the Academy (i.e.,
whether it is a working document or a final
policy or report) and whether it needs to be
protectively marked.

The information audit can be conducted in a
number of ways. There are two sample
templates available to download on the
IRMS web pages with Module 1 of the
Toolkit For Schools.
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It’s important that:

you involve senior management with the audit
at an early stage to ensure that they are
engaged with the process and are prepared to
give staff the support they need; all relevant
staff are involved in the process and that they
are given as much direction as possible about
how to complete the audit.

you let staff know what it is you’re doing and
why, even if you decide to send out templates
for completion. After all, they work with the
information and are best placed to identify it
and any requirements. It also helps senior
management and staff to understand their
information responsibilities and should help
ensure that the templates are completed and
returned on time.

Once this process has been completed, the
information audit should contain a list of
business needs, the kind of information
created to meet that business need, the
format in which it is stored, details on how
long it needs to be kept, core records status,
and any protective marking. The information
audit should also contain where the
information is collected from, who it is shared

with, and if consent is needed and how it is
obtained. Craig Ferguson

he inf . dit has b Suzy Taylor
Once the information audit has bee eith Batchelor

completed, consultation with the sta actuaﬂy
involved in the processes needs to take place,
in order to ensure that the audit is an accurate
reflection of practice. At this point, some
negotiation may need to take place if there are
any anomalies. The purpose of the
information audit is to identify where
processes can be improved, not merely to
document what happens at present.

Once the information audit is felt to be
accurate, then the information asset register
and/or the RoPA can be agreed. This enables
all members of staff to see what information is
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created, by which business process, where
it should be filed, and how it should be
managed. This helps support legal
compliance and business continuity by
identifying any risks and mitigations around
the management of sensitive info.

* The results of the information audit should
be presented to senior managers and the
governing authority for comments and final
approval.

» This will provide the audit with senior
endorsement.

Finally, any information audit is a snapshot in
time and only as good as the information
provided by those taking part. In order for
information systems to be kept up-to-date
(including capturing information created by new
and developing technologies and to take
account of new functions and legislation) the
audit results should be regularly reviewed and
updated
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