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1 Introduction

1.1 History

Noark is a Norwegian abbreviation fdorsk arkivstandardori Nor we gi an Ar chi v
Standar do. Noark was developed as a speci f]
recordkeeping systems used in public administration in 1984 and quickly became established
as the de facto standard. The standard was developed furtheewitieports in 1987 (Noark

2) and 1994 (Noark 3). This further development covered both modernisation in line with
technol ogical advances and expansions to t|

In 1995, a corresponding specification of negonents was developed for the municipal sector,
Koark. Koark was based on the same principles as Noark, but had a number of additions
specifically adapted to the needs of the municipal sector, e.g. political case handling.

Noark 4, which arrived in 199 cluded the specifications in Koark and became a common
standard for public sector administration. Noark 4 took the standard a major step further by
specifying a complete electronic records management system, integrateehveithead

general caskanding systems. Noark 5 further develops the principles from Noark 4.

When the Archives Regulation was introduced on 1 January 1999, it became mandatory for
public bodiesto use a Noarbased system, approved by ihieector General of the National
Archival Services of Norwayfor electronic recordkeeping. Since 1 October 2@pter IX

of the National Archival Services of Norwé&yRegulationon the é&ectronic archiving of case
documentdas stipulatethat the recordkeeping of electronic case documents should generally
be carried out in a system that fulfils the requiremeftie Noark standard and is approved

by theNational Archival Services of Norwayhis applies regardless of whether a simple
recordkeeping and archive system is used or recordke@pirctjonsare integrated in a case
handling system or other similar systaMhen case documents are archieéttronially, the
system must meet the requirements for electronic archiving in the Siaawdard and be
approvedor this purposéy theDirector General of thBlational Archival Services of

Norway.

1.2 Background to the project

SinceNoark 4 arrived in 1993here have beesignificant changes on several fronts:
organisational, workand coopertgon-related and technological.

There are many reasons why waganon Noark 5, but a key factor was strong pressure
from both the publisectorand suppliers to bring about good solutions for integration between
Noarkbased systems and task systems.

Since 1999, national and international standards of relevance to electronic recordkeeping and
archiving have also been formulated. These areas are not covered adequately-th Noark

TheDirector General of thBlational Archival Services of Norwaiereforeconsidered it
necessary to establish a project to draw up a standard which covers these areas up to a level

National Archival Services of Norway, 03.04.2009 Version 2.1



Sectionl Introduction Pagel0of 268

which ensures that all documents and transactionsaaaedn line with the Norwegian
Archives Act. This project was established in Septemb@s.20

1.3 Project organisation

The project consisted of a steering group, a project group and a number of reference groups.
The Project Managewas Anne Mette Dgrum of thiéational Archival Services of Norway

The Steering Grouponsisted of:

Ivar FonnesNational Archival Serviceghairman)

Trond SirevagNational Archival Services

Ingvar Engen, Ministry of Culture and Church Affairs

Katarina de Brisis, Ministry of Modernisation (September 2@8&ptember 2006)

Henrik Linnestad, Ministry of Government Adnistration and Reform (September

2006 March 2007)

e Christer Gundersen, Norwegian Association of Local & Regional Authorities
(September 2005 eptember 2006) and Ministry of Government Administration and
Reform (March 200MVay 2007)

e Kristian Bergem, Ministryof Government Administration and Reform (from May
2007)

¢ Line Richardsen, Norwegian Association of Local & Regional Authorities (from
September 2006)

¢ Anne Mette Dgrumpgrojectmanager angecretaryof the Steering Group)

The Project Grougonsisted of:

e Herbjgrn Andresen, Department of Informatics, University of Oslo (from November
2006)
Martin Bould,National Archival Service@o November 2006)
Tor Anton Gaarder (from January 2007)
Jon Atle Haugen\ational Archival Services
Synngve HellevikNational Archival Servicegto February 2008)
@ivind Kruse (from January 2007)
Anthony LeerdahINational Archival Service@o June 2007)
Birgitte OlafsenNational Archival Servicego December 2006)
Petter Svendsefational Archival Services

The Working Grouphat worked on the chapter concerning meetiagdlingconsisted of:
Kari Remseth, InteMunicipal Archive in Trgndelag (chairman of the group)
Elin Harder, Directorate for Nature Management

Jan Tore Helle, InteMunicipal Archive in Hordaland

Rolf PetteWaage, InteiMunicipal Archive in Mgre og Romsdal.

Astrid @ksenvag, Norwegian Association of Local & Regional Authorities.
Stale Prestgy, Intéviunicipal Archive in Trgndelagsécretary of th@roup).

The reference group consisted of many players frotm thet private and public secsor
Specific problems linked to personal privacy issues were discussed with the Norwegian Data
Inspectorate where necessary. Similarly, specific problems linked to security issues were
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discussed with the National Security Aatity when necessary. The Norwegian Press
Association was also contacted when necessary.

Special thankgo to hired consultant Paul Hoseth of Mesan AS, who with great patience and
inestimable expertise assisted the project to realise the vision of la Noze Thanks must

also go to Heidi Einarsen of tiNational Archival Service®r her considerable writing efforts
on the home straight.

1.4 Requirement types in Noark 5

Noark 5 sets out requirements concerning record structure, metadata and functimrtality,

does not contain any requirements concerning how these requirements should actually be met
in system development. Noarktereforedoes not define a system, but facilitates for different
solutions.

The requirements are stricter fdepaiting, transfer and migratiarObligatory metadata must
be included in the export, and the export must have a defined structure.

The standard does not contain a descriptigoro¢edure®r the way in which different

requirements can be met. Where it is necessary in order to understand the requirements, some
introductory text has nevertheless been included before the tdibkriirementsThetables

of requiremerd set out all applicalkel requirements. The tabletrequirementfiave been set

up in the following way:

Req. |<area covered by requirements> Type [Remarks
no.

Req. no.:Requirement numbering is divided into <chapter no.>. <serial number within
chapter>
(for example4.11 meas chapter 4, requirement no. 11).

<area covered by requirements>This specifies the area for which requirements are imposed
in the table.

Type: Specifies the type of requiremeifitie following are usetere
O (Obligatory)
B (Conditional obligatory)
V (Optional)

Remarks: Remarks concerning the requirement, e.g. conditions for when the requirement
becomes obligatory.

Obligatory and conditional olusb giah or ger &e¢ s i
of the requirement. Optional requiremeats e I ndi cated by fAshoul do
requirement. Conditional obligatory requirements are obligatory under certain conditions.
These conditions are described in more detail in the remarks field.

It will be appropriate to give Noark 5 appedvor three main types of system:

National Archival Services of Norway, 03.04.2009 Version 2.1
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e Case record systems
e Task systems with correspondence documents
e Task systems without correspondence documents

All these systems will be electronic document management systems, although they may also
containreferences tolpysical documents. Task systems without references to documents fall
outside the type of system for which it is appropriate to give Noark 5 approval.

Case record systenase general case handling and records management systems. This is the
only type of system so far to have been given Noark apprbask systems with

correspondence documerigdso known as task systems with recordkeeping functionality) are
specialised cashandling systems which handle incoming and outgoing documents. Task
systems without correspondence documents do not handle such documents and will often be
extremely simple records management systems

The obligatory requirements are obligatory forthtee main types of system. Some
conditional obligatory requirements will only be obligatory for case record systems. Other
conditional obligatory requirements may be obligatory for systems that contain documents
which must be retained for more than 10rgeén other cases, such a requirement may be
obligatory if a previous optional requirement is to be fulfilled.

Noark 5 approval will not cover the optional requirements, but suppliers must state the optional
requirements that they fulfil. Most requirenteisoncerning case handling, security and access,
user administration, etc. are optional. This does not of course mean that these requirements are
less important and can therefore be omitted. In many cases, the way in which the optional
requirements are reiill be decisive for the system that a user chooBes. could therefore

be a competitive advantafm suppliers Users must decide which optional requirements they
need and then require the supplier to fulfil them.

1.5 Relationship to Nordic standardisati on

The projecthas regularlyjkeptin contact with environments that are involved in national
standardisation work, such as the Norwegian Standards Council, the SeRegistsr for
ElectronicCollaboration (SERESAndthe Coordination Body for-Administration
(Koordineringsorganet for eForvaltningoeF), and work relating to open standards,
electronic signatures and identification.

Many Norwegiamrojectswere taken into consideration during the formulation of the
requirements. These include:

e Specificdion of requirements for PKI in the public sector

e ELMER 271 Guidelines for user interfaces in official forms on the internet
e Proposed strategy for the use of elD arsigmatures in the public sector
[ ]

Report to the Storting no. 17 (26@607)Eit informasjaessamfunn for alléAn
InformationSociety forAll)

e SharedCT architecture in the public sector

! Within a case record system, there may also be series without correspondence documents, e.g. a series which
contains meeting documents.
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The projechashad interesting and productive exchanges of views and experiences with the
FESD projectFeelles systemer til elektronisk sagg dokumenthandtering i den offentlige

sektori SharedSystems foiElectronicCase anddocumentVianagement in thieublic Sector)

in Denmark. The FESD project has established a common technical standard for recagdkeepin
and case handling systems, based on Noark 4.

In Sweden, the Lonterm Digital Preservatioprojectwas an important source of input in
formulating the Noark Sransfemrequirements.

The project has drawan experience from the Séhke projecFinland,a projectrelating to the
long-term preservation of electronic documents.

1.6 Relationship to international standardisation

The work relating to Noark 5 was based on international standards where relevant. These
include:
e SO 154891 and 2: 2001 Information and documentatiéGtecords management (Part
1: General, Part 2: Guidelines). This is an international standaredoms
managemendesign.
¢ MoReq- Model Requirements for the management of electronic records (Earopea
Commission 2002). This is an EU standardrémords managemedéesign based on
ISO 15489. MoReg2 was released in February 2008.

e SO 230811: 2004 Information and documentatioRecords management processes
Metadata for Records. This is an interoaél standard for metadata fecords

e SO 14721: 2002 Reference Model for an Open Archival Information System (OAIS).
This is an ISO standard for the preservatioarghival records

e Data Dictionary for Preservation Metadata: Final Report of the PBBMdbrking
Group (OCLC and RLG 2005). PREMIS stand:
| mpl ement ation Strategieso. Thei&®EMI S
of metadatd which can be used for digital preservation, irrespective of the type of
documents ppreservation strategies.

The international standards for archive design and archival repositories are directly linked to
Noark 5 in the sense that where the requirements in the standards have a strong relevance to
Norwegian circumstances, we have usedrequirementalmostdirectly translated. Where the
relevance has been weaker, we have ensured that the requirement formulations in Noark 5 take
the requirements into consideration wherever possible, giving special consideration to
Norwegian administrate practice and law.

During the project period, the project manager was involved in the work relating to the
development of MoReq2 as a participant on the Editorial Board. To ensure that Noark 5 is in
line with MoReq2, the project primarily relatedto Mo 2 6 s requi r ement s,
completed.

Many of the project participants have been involved in an international training scheme, which
is a followrup to the report from the PREMIS Working Group.
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2 Legal framework conditions

2.1 Introduction

A recordkeepingnd archive system must be in line with the requirements set out in laws and
regulations. This chapter considers the general legal requirements with which a Maagd5
system must comply. In this conteRgeneral legislatiomis used in particular tefer to
administrative, confidentiality, recordkeeping and personal privacy legislation, but other
special legislation may also apply.

Noark 5 must enable an individual organisationdmplyflexibly and effectively with general
legislation However, t is also important that the organisation is aware of other special
legislation which could be of significance to the archive. Other regulations may affect archive
related circumstances, and in certain contexts these regulations will have consequences for
archiverelated worlperformed bypublic bodies

The key legal framework conditions for the Noark 5 standard are set out in the following
legislation and regulations:

e Act of 4 December 1992 Nd426 on archivestliie Archives Agt

e Regulation of 1December 1998 No. 1193 on official archiviéee(Archives
Regulation.

e Regulation of 1 December 1999 No. 1566 on supplementary technical and archive
provisions concerning the management of official archittesirector General of the
National Archival Sevicesof Norwa§ s pr ovi si ons con)cerning

e Act of 10 February 196@n the processing methadadministrative caseshie Public
Administration Act

e Regulation of 25 June 2004 No. 988 on electronic communication with and within
public bodies(the eAdministration Regulation

e Actof 19 May 2006 No. 16 onght of access to documents held by the public
administration and public undertakingeedom of Information Atwhich
supersedes the Act of 19 September 1970 No. 6&bnof acess within the public
administration(Freedom of Information At

e Act of 14 April 2000 No. 31 on the processing of personal datgaRersonal Data
Act).

e Regulation of 15 December 2000 No. 1265 on the processing of personahedata (
Personal Data Regulatn).

e Act of 15 June 2001 No. 81 on electronic signatuttese.Signature Agt

e Act of 20 March 1998 No. 10 on preventive security servittes $ecurity Agt

e Decree of 17 March 197%0. 3352 on the processing of documents requiring
protection for reasons other than those referred to in the Security Act and regulations
(the Protection Decree
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2.2 Relationship to public b o d i a&chide function

An archive system is a tool for managing #énehive function of an organisation. For Noark,
thisis particularly a question of the archive function within the public administration, and the
specifications must therefore be adapted to the framework and requirements that apply to this.

The archive dinction within the public administration consists of maintaining an overview of
documents for

handling (case documents), placing the documents in their handling

context (cases), distributing documents to the handling link, following up with respect to the
handling link, archiving documents that have been handled, responding to internal and external
enquiries concerning case handling status and concerning the content of documents, searching
for/retrievingdocuments on request, lending documents or distngutdpies, etc. After a

number of years, the archive material must be set aside and subsequently delivered to an
archival repository as documentation of the activity where it occurred.

The recordkeeping and archive functionality must be a tool for eregyof the archive

function. For the organisation as a whole, the recordkeeping and archive functionality will

often be integrated imaassociatedase handling system or task system. The recordkeeping

and archive functionality will be used to registadarchival documents and other information

and to search for and retrieve this information and distribute it. The solution must of course be
designed to perform the tasks involved in |
collective documentanagement as effectively as possible. Consideration must also be given
to the fundamental framework established through applicable laws and regulations, including
the definition of what kind of documents the archive is to cover. The system must also

facilitate satisfactory quality assurance in the archive function.

2.3 Laws and regulations

The regulations help to ensure the document
decisions, partly for administrative and legal purposes and partly for knovdedgesearch
purposes in the future. Pivotal provisions concern the obligation to mdiotais

organisation of the recordkeeping function, the type of material $tobedin the archive,

what is to be retained for the future and how it is to be dtétewever, relatively detailed

provisions are also set out concerning arcpraeedureslinked to areas such as document
handling, recordkeeping, lending, the setting aside of older material and transfer to an archival
repository.

It is however not justhe archive regulations and the Archives Act Hfégctthe archive

functions. A number of other laws and provisions must also be taken into consideration. This
particularly concerns thiereedom of Information Actvhich is of importance for

recordkeepig, the presentation of official records and the screening of informatienPublic
Administration Ackets out general rules concerning case handling, in addition to specialised
provisions concerning confidentiality obligations and special accessv/fuvéd parties. It is
important to be aware of tleeAdministrationRegulationpursuant to the-8ignature Act and

the Public Administration Act. This regulation sets out more specific rules concerning
electronic communication with and within the public administrafidre Personal Data Act
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and the associated Regulatiding( Personal Data Regulatipregulates the processing of
personal data.

It is also necessary to take into consideration the written and unwrittemnnplesd bythe
termgood administrative practic&his covers keywords such as equality (precedence),
complete decisioimaking basisthe requirement for enquiries made to the public
administration to be answered within a reasonable period of timea.logcontrol), etc.

Special legislation of relevance includes 8exurity Actind theProtection Decreewhich set

out provisiongoncerning information which must be protected for national security or other
reasons. Another law is tieeSignature Agtwhich facilitates the use of electronic signatures in
connection with electronic communication with and within the public adminatrat

Noark 5 must support other archive functions which fall within the framework of the

regulations, and it must avoid building in functionality that is not permitted. Within the various
areas, a series of examples of requirements which the standarifiiustpresented below. It
should be noted that these examples do not exhaustively describe the legal requirements for th
individual areas of legislation, but are intended solely as illustrative examples.

2.4 The Archives Act and associated regulations

The public administrationdés archive functio
specificregulations. The Act of 4 December 1992 No. 126 on archives (the Archives Act)
entered into force on 1 January 1999. The same date saw the entry into fordeeatjfulation

of 11 December 1998 No. 1193 on official archives (the Archives Regulalioa)Regulation

of 1 December 1999 No. 1566 on supplementary technical and archive provisions concerning
the management of official archives (management of offici&liaes) was introduced as a

result of a need for further regulation, partly to regulate the electronic archiving of archive
material. Collectively, the Archives Act, Archives Regulation and Regulation on the
management of official archivésrm the core othe regulations that regulate the management

of official archives.

The Archives Act sets out a number of general and fundamental provisions concerning
archives and, in particular, archives within the public administration. With few exceptions (cf.
Section5 of the Archives Act), these provisions apply to all agasivithin the public
administration.

The purpose of the Archives Act is to secure archives that are of significant cultural or research
value, or which contain legal or important administminformation, so that they can be

managed and made available for use in the future; cf. Section 1 of the Archives Act.
Furthermore, Section 6 of the Archives Act states that public bodies are obliged to have
archives and that these archives must be osgdrand set uip such a wayhat the documents

are secured as sources of information for both the present and the future.

Together with the supplementary regulations,Akerepresents a complete legal framework
relating to all archiveeelated issues ithe public administration, right from the initial creation
of a documenin the course oéveryday operatia) via archive limitation and the transfer of
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important archive material to archival repositories, and duhagtoragand making available
of the material for use in the future.

2.4.1 Records management design

To ensure authentic domentation, it is important thablutionsare establishefbr optimal

document capture, i.thatdocuments that are to be archived are idedtifie Acapt ur edo
archived.This involvesthe documentbeinglinked to metadata (registered) and archived in a

way which ensures that they can be retrieved in unaltered form. The document capture can be
anything from the manual processing of hard copyidwnts to a fully automated process for
electronic documents.

Regardless of the method used, document capture leads to archiving, and thereasthoallg

be no limitations on this captudd/hen establishing botelf-service solutions for industry and
the public and solutions for case handling and cooperation within or between public bodies,
there are major efficiency gains to be had fiogorporatingautomated document capture, i.e.
functions for capturing and freezing documents. Ensuring good dotwaygnre meets the
needs of enterprises to establish solutions for good knowledge management and decision
making support, the legal rights thie partiesinvolved, openness within the public
administration and future cultural and reseanedated needs.

2.4.2 Archiving obligation and archive  weeding

The Archives Act and associated regulations mean that any public body will normally be
subject to an expresschiving obligation i.e. an obligation tarchive all documents that are
created as part of the operatisthat the body enducts regardless of whethéris concerns a
document that is sent to the body or a document that the body itself produces. This follows
from Section 6 of the Archives Act. The definition of document in the Archives Act is
technologyneural and extremely broad; a document is definedadsgically delimited

guantity of information that is stored on a mediumdiabsequenteading, listening,
presentation or transfer

Exempt from the archiving obligation atesedocuments theadre covered bthe provisions
relating toarchive limitationin accordance with Sectionsl® and 319 of the Archives
RegulationiArchive limitationrd means that documents which are created as part of the
operatiors conductedby the body but which ameithersubject to case handlimgr of value as
documentation, will be kept outside or removed from the archive. Each individual body must
continuouslycarry out archie limitation

Section 319 of the Archives Regulation contains five groups of materalahe covered by

archive limitation, i.e. meaningjtherthat the material is not to be archived at all or that it

should subsequently be removed from the archive once it has been archived. Note however tha
there are important exemptions in the firstrfotithese groups.

2.4.3 Recordkeeping obligation

The Archives Regulation also introduceseaordkeeping obligatiofor all public bodies. The
obligation toregisterdocuments has been narrowsvnin relation to the obligation to
archive documents. The docume that are covered by this recordkeeping obligation are set
out in Section 2 first paragraph of the Archives Regulation:
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o Firstly, it is a requirement that the document must be consider@skadocument for
the bodyas defined in the freedom of infoation legislation. A case document for the
body is a document that has been received by or submitted to a body, or which the body
has i1itself created, and which conceAr ns |
document is created when it is disgeed by the body. If this does not take place, the
document is considered to be created wherfinadised

e Secondly, a document mustm part of correspondencee. it has been received or
sent out by the body.

e Thirdly, the document must hagebstatial content,i.e. it must both be subject to case
handling and be of value as documentation.

When all three of these criteria are met, there is therafoabligationto enter the document

into a journal Documentgovered bythe rules concerning archive limitation should not
however be recorded. Beyond this, it is largely up to the body itself to decide what should or
should not bentered into a journal

In other words, the body has anobligation to archive documents that have been received
or dispatched by the bodyA b o chteréas doduments areentered into a journal as and
when the body deems it appropriate.

2.4.4 Disposal and deletion

Disposalmeans that archive material that has been subject to case hamdie®n of value as
documentation is removed from the archive and deleted or destroyed.

Section 9(c) of the Archives Act sets out provisions which state that archive material cannot be
disposed of excegtursuant taegulations or with the specific comgef theDirector General

of theNational Archival ServicesThe ban on disposal in the Archives Act takes precedence
over provisions concerning disposal in or pursuant to other laws. Notwithstanding this, the
Norwegian Data Inspectorate may make densiconcerning the deletion of personal data
pursuant to Section 29 of the Personal Data Act. However, such deletion can only be carried
out after a statement has been obtained frorDitextor General of thilational Archival

Services

Material covered Y provisions concerning preservation cannot be discarded without the
permission of th®irector General of thBlational Archival Services 6 Pr eser vati on
that archive material is retained for the future and transferred to an archival repositoon Sect
3-20 of the Archives Regulation sets out specific obligatory requirements concerning
preservation.

Disposal is an irreversible action. No form of deletion or other disposal may take place without
special thorough case preparation, in order to eliraitia possibility of material that should
have been retained being unintentionally disposed of.

It is stressed that disposal must not be confused with archive limitation.
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2.5 Freedom of Information Act

The new Freedom of Information Act of 19 May 2006. 16 will have aexpandedcope in
relation to the Freedom of Information Act of 1970. Tinisanghat more types of activity
must comply with the new Freedom of Information Act.

The purpose of thAct is to ensure that public bodies are open amgprarent, in order to
enhancdreedom of information and free speech, democratic participabiefegal rights 6
the individual,confidencen the public sector angublic control. TheAct is also intended to
facilitate the reuse of official informatio.

Theprincipalrule in theActis thatt h e  bcasd goéumentindsand other similar

registersare open to inspection unless otherwise follows from a law or a regulation pursuant to
a law. Anyone can request access to case docunmmidsand regsters that are similar to

case documents that are archivedh®ybody concerned

Anyone may also request access to a summary of information that is electronically stored in the
bodybés databases if the summary can be pr e

Pulic bodies that are covered by thAet are obliged to maintaiflondsin accordance with the
rules in the Archives Act and associated regulations. Public bodies that maintain electronic
registers must make the register publicly available on the interttet manner that is set out

in the Regulation pursuant to the Freedom of Information Act.

Documentsnaybe made publicly available on the internet, with the exception of information
that is subject to a confidentiality obligation in a law or pursuant to a law.

2.6 Public Administration Act

The Act of 10 February 1967 on the method of processing in administcatbestie Public
Administration Actregulates certain types of archive material through provisions concerning
the rules that apply to case handling and concerning the rights that the Public Administration
Act accords the individual. The purpose of & is to regulate the rights of citizens when

they come into contact with public bodies. The Public Administration Act is intended to protect
the legal rights of citizens and ensure appropriate case handling.cTiea general law

which applies to cadeandling provided that no other law is applicable under special

legislation.

Most exemptions under the Freedom of Information Act on the basis of a statutory
confidentiality obligation are based on Sections 13 to 13 f of the Public Administration Act.

I nv ol v e dghtpfaccess te mformation in accordance with the Public Administration
Act is regulated in Section 18, which is t
documents that concern themselves. In addition, many special latasndmilar provisions
concerning access to information concernjogrself.

2.6.1 e-Administration Regulation

The Regulation on electronic communication with and within the public administration entered
into force on 1 July 2002. This Regulation has beenedwasd the revised Regulation on

National Archival Services of Norway, 03.04.2009 Version 2.1



Section2 Legal framework coniions Page20 of 268

electronic communication with and within the public administration was adopted on 1 July
2004.

The purpose of the Regulation is to prepare a common set of regulations which set out the
framework for the secure and effe@iuse of electronic communication with and within the
public administration. The Regulation is intended to promote predictability and flexibility and
to facilitate for the coordination of secure and appropriate technical solutions, including e
signatures.

The eAdministration Regulation contains provisions which set out guidelines for routines and
procedures linked to recordkeeping. Chapter 2 includes provisions which state that any
individual who contacts an administrative body can in principle use aécitommunication,

that the administrative body must confirm that the communication has been received and how
requirements concerning access should be handled. The chapter also covers how confidential
information and personal information should be disteld and how parties should be notified

of individual decisions that have been taken. Chapter 6 sets out provisions for the

admi ni strative bodyods handl i nguitharelearerics a g e s
signature. Of particular importance h&e&ection 26, which sets out provisions concerning the
archiving of advanced electronic signatures, etc.

2.7 Personal Data Act

The Act of 14 April 2000 No. 31 on the processing of personal tedPersonal Data Art
entered into force on 1 January 2001. Aoeesupersedes the Personal Data Registers Act from
1978.

The Act covers the processing of personal data using electronic tools and the manual
processing of personal data which involves the creation of a personal register.

The purpose of the Act is tagiect the individual from having personal informataiyout

them misused through the handling of data. The intention of the Act is to help ensure that
personal data is handled in accordance with fundamental considerations relating to personal
privacy, induding the need for personal integrity and personal privacy and to ensure that
personal data is of adequate quality.

The Personal Data Act focuses onthetefore fApr oc
indicates the scope of the Act. The Act does not cover the processing of personal data that an
individual carries out solely for personal or other private purposes.

The processing of personal data covers any and all use of personal data: coltsidn,
collation, storage and distribution or a combination thereof.

2.8 E-Signature ACt

The Act of 15 June 2001 No. 81 on electronic signatihesgSignature Agtentered into

force on 1 July 2001. The Act is intended to ensure that providers of certicaiges and
products on the Norwegian market fulfispecifichigher security level. Thgecurity
requirements must be balanced between commercial, consumer and social considerations.
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An electronic signature can be used to verify that electronicallgrtréied information has not
been altered during sending,gmvideconfirmation of who sent the information and as
verification that the sender will not be able to deny that he sent it. These functions are referred
to asthe securing of integrity, autheotty and nonrepudiation.

Electronic IDs and electronic signatures are necessary preconditions doedbeuse of
electronic services which require the communicating parties to identify themselves and bind
themselves to the content of the communaratn a way which can be traced or which

requires confidentiality protection.

The use of standardised electronic signatures paves the way for the digitalisation of many
public services. Users can reuse a particular ID for many services. This makesglér sind
easier for the individual when they interact with the public sector.

The Act doesiot confera general right to communicate electronically. If a requirerfoerd
signatures imposed, the use of a qualified electronic signature will always fulfil such a
requirement, providing it is possible to perform the action electronically. This means that such
an electronic signature is accorded the same legal effect as a handvgrtgarsi. However,

the Act doesonferthe right to impose additional requirements in connection with
communication with and within the public administration.

The Act implements the EU Directive on a Community framework for electronic signatures
and Noarks establishes a framework for the use of electronic signatures.

2.9 Security Act

The Act of 20 March 1998 No. 10 on a preventive security sertheeSecurity Agtentered
into force on 1 July 2001. The Act supersedes the Security Decree and costpasate
chapter on information security.

The purpose of the Act is to protect national security and vital national security interests
againstespionage, sabotage and terrorism through the use of preventive measures, and applies
to the entire public admistration. The Act also aims to protect the legal rights of the

individual and ensure trust in and simplify control of the service. The measures must be
implemented within the government, municipal authorities and private enterprises covered by
the Act.

Regulations have been prepared concerning information security, personnel security, industrial
security and security administration. The archigkated processing of documents classified
under the Security Act is covered by a special Regulation on inflomegcurity.

2.10 Protection Decree

The Decree of 17 March 1972 No. 3352 on the processing of documents requiring protection
for reasons other than those referred to in the Security Act and associated regtitegtions (
Protection Decrecover documents irresptive of the media on which they are available.
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The protection of a document in accordance with the Protection Decree must only be carried
out when the document can be classified as confidential under the Freedom of Information Act
and harmful effects edd result.
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3 Noark 5: National standard for recordkeeping

3.1 Applications for Noark 5

Noark 5 is to be used for all types of recordkeeping, irrespective of the technological solution
or type of public body. All activities that generate documents which ndeelstored and
retrieved in authentic form should in principle be covered by a recordkeepicigon This is
completely independent of whether the documentsleaé withby traditional case handling,

the number of years that they are to be archivedridrwhether they are to be transferred to an
archival repository.

Noark 5 has therefore been written with regard to both the public and the private sector, as well
as organisations which are planning to procure a new system or which wish to assess the
sygem that they have already introduced. Although the Noark standard is only obligatory

within the public sector, it should also be possible to use the standard in connection with the
procurement of solutions for handling archival documents within the proeadtor.

The standard has been prepared from a hol i
an electronic environment. The principal focus has always been to establish a set of
requirements which can ensure thatftinectiors that are devel@a lead to the appropriate

handling of an electronic archive.

There are many types of case handling that have traditionally not been recorded in an archive,
and within archive terminology, this has been knowhaish case handlind-his could for
examplebe an application for a municipal childcare place, an application for the deferment of a
regular vehicle check or the submissiorvafiousform-based information. As this type of case
often involves large volumes of documents, it has for resource reasensiecided not to

register the case documents in an archive, even though they largely come under the archiving
obligation. Through the use of solutions based on the core requirements in Noark 5, integration
with case handling and form handling systemd automated recordkeeping, archiving and
document distribution, it will also be possible to maintain control over documents in such
cases. A precondition is that archireated requirements and conditions must be included

when systems, processes andirms are planned and specified.

Noark 5 is a technologymdependent standard. Specific requirements concerning technologies,
such as approveatchival formas for electronic documents, have been removed from the
standard and placed in the regulationsagispursuant to the Archives Act. The requirements

are technologyneutral and not based on or formulated with regard to any particular
technological solutions.

3.2 The requirement structure in Noark 5

An archival documentonsists of the elements: contesitucture, context and presentation.

The content is contained in one or more electronic or physical documents which reproduce the
archival document 6s fimessageo. The documen:
future users to understand both the sage itself and the original context of the message. This
implies that, in addition to its content, the archival document contains information (metadata)
concerning content, context and structure.
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The presentation is dependent on a combination ofthearchl document 6s cor
and (for electronicacords documes} the software in which treachivaldocuments being

viewed. The content of an archival document must be unalterable and protected from access by
unauthorised person8nalterablé means that it must be protected from change and deletion
(unauthorised disposal). The archival document and associated metadata must therefore be
Afrozend so that it cannot be altered. 't
documents, €. any changes can Hetected The requirement for readability (presentation)

means that it must be possible to recreate appearance and content over time.

Recordkeeping is the core of all disciplines that consider case documents to be part of the
organimt i onés coll ective information resource:
recordkeeping, the archived documents will demonstrably be genuine, credible, retrievable and
readable. Linking the documents to metadata and storing them in an unalterablesiones en

that any document yoare to usés, in terms of its content, identical in every way to the

document that was originally prepared or received.

The point of view above does not just apply to traditional, correspond@sesl case handling

within govenment ministries for example. It is alableast agmportant to document what an
organisation has received and generated in terms of documents in cases where automated cas
handling is used to some degree in specialised task systems or degfgontsystems.

Document capture, the provision of metadata and the archiving of documents must be possible
in widely varying environments, from organisations which make extensive use of automated
case handling and advanced case handling support, to orgarsishtibneed to manage simple
post routines and archive individual files. One of the very simplest forms of recordkeeping

will for example be the handling of photographs in photoboxes when vehicles pass a road
tollbooth

In order to avoid creating two sedf Noark Soneset offunctionalityrequrementgor an

archive which can be used in any environment and one set of requirements for a complete,
independent systexnNoark 5 specifies three layers or levielequirements for the inner core,
requiremenrd for the outer core and requirements for a complete Noark 5.

Inner corecontains requirements for basic functionality for recordkeeping and archiving. The
principal functions lie within record structure, metadata and requirements for systems which
are seout in the regulations concerning archives. There are also requirements concerning the
modules that the core must contain, i.e. data capture, searching, retrieval and viewing,
administration of the core, preservation and disposal and transfer.

The requiements for the inner core must be met in order for the system to be approved as a
Noark 5 solution.

Outercoredef i nes the corebds requirements concer
order for the core to function in an integrated archive systievironment, the core must

Il mMmpose some requirements concerning the rel
environment. Between the Noark 5 core and
i's Noark 50s requirfkysternst s for external mo d |
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The requirements for the outer core form part of the Noark 5 core and must be fulfilled in order
for the system to be approved as a Noark 5 solution.

Complete Noark Specifies requirements and recommendations for some of the optional task
andadmi ni stration systems that will form par
that is close to the current Noark 4 system. These are specifications which concern certain
given task systems, which form part of a complete Noark 5 solutios.cbhstitutes the outer

layer of functionality in Noark 5. The requirements for the outer task systens fibym part

of the mandatory requirements for the Noark 5 core.

The areas where Noark 5 deviates from Noark 4 are discussed separately aectath

3.3 Transition from Noark 4 to Noark 5

Noark 5 will supersede Noark 4 (which in turn superseded N8)abut be backwards

compatible with Noark 4 in the sense that it will be possible to migrate archives from systems
based on the older standard te titew one. This has been taken into consideration as regards
both the construction of the record structure and the metadata that are defined. An example of
this is that the unitlondsandseriesare still retained in the record structure.

The publicadm i strati onds case documents that are
recordkeeping system or some other electronic system for registering documents. The system
must control all archiving of and access to the case documents.

The recordkeeping of electronic case documents must as a general rule take place in a system
which follows the requirements in Noark and which has been approved byd¢lotor General

of theNational Archival ServicesThis applies regardless of whethgyuae recordkeeping and
archive system is used or functions for archiving are integrated in a case handling system or
similar. In connection with the electronic archiving of case documents, the system must meet
the requirements for electronic archivingNoark and be approvedr this purposéy the

Director General of thdlational Archival Servicedf the system does not satisfy the

requirements in Noark, the administrative body must apply tBtfeetor General of the

National Archival Service®r digpensation. Dispensation must be granted before the system
can be taken into use.

If case documents are to be exchanged-imag in connection with the electronic archive, the
system should also satisfy the basic requirements for integrated.e

If documents are to be signed by electronic signature, the system must also satisfy the basic
requirements for the integrated use of digital signatures in Noark.

In connection with the development of new systems or functionality for recordkeeping and
archiving the development must be based on Noark 5, not Nbd&ar task systems and other
systems where there is a need to establish defined, pure recordkeeping and archive
functionality, the core requirements in Noark 5 must be fulfilled. In cases where adNoark
supplier wishes to Aloosenodo the system in |
new system/version of the system must at least satisfy the core requirements in Noark 5.
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All recordkeeping and archive systems used within the public adraiiis must therefore
satisfy the Noark requirementsprincipleand be approved by tligrector General of the
National Archival ServicesAll Noark 5-based solutions must therefore be approved by the
Director General of thélational Archival Servicebefore they can bleroughtinto use. This
also covers ordinariy o-thds h edol@itions:

e Recordkeeping and archive functionality in task systems, where the public body itself
develops the solution.

e Recordkeeping and archive functionality for task systevhere the recordkeeping
and archive functi onthdsihtey fidos pd evalcdped

e Recordkeeping and archive functionality that is defined as a common component for
one or more public bodies or one or more systems.

e Noar k 4 systmeomd denimdrk Saystes) a§ theeextraction for
transfer format has been altered considerably in Noark 5 compared with Noark 4.

The public administration will not be required to switch from Noalladed to Noark-based
systems from a particular @afTheDirector General of thBlational Archival Services v i e w i
thatpublic bodiesmust choose the tools for recordkeeping and archiving which, within the
framework of the Archives Act, are most appropriate for the body concerned at any time.
Behind ths lies the consideration that for certain administrative or case areas it may still be
appropriate to use papbased records and archives, while others will need to use task systems
with functionality based on the core requirements in Noark 5.

3.4 Maintenance of Noark 5

TheDirector General of thBlational Archival Servicewill ensure the continual updating and
maintenance of Noark 5, in the form of new versions of the standard.

Minor changes in the form of corrections, the harmonisation of requiremenésedhat
contradictory, the clarification of text and the reformulation of text which could be
misunderstood or interpreted incorrectly will be implemented on an ongoing basis. These
intermediate versions will retain the main version number and have conseuutivering

after the main version number. Noark 5 version 1.0 was released on 4 July 2008. Versions
during the autumn of 2008 with corrections, etc. will have the version number 1.1, 1.2, 1.3, etc.

Major changes where additions have been made to theaesunts or texts have been heavily
reworked will be published with new main version numbers. This will for example take place
through the completion of (sections of) requirements that are incomplete in the current version
and the introduction of new laves regulations which must be reflected in Noark 5.

New main versions will be released at fixed times: before the end of the first and third quarters
every year.
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3.5 Noark 5: Applicable for both the private and public
sectors

MoReq2 is a general standard for electronic records management. This is intended to cover
both large and small organisatiotisg public and private sectors, &8lU Member States (and
countries outside the EU). This means that MoReq is extremely gehei@@sinot contain
requirements linked to functions in order to satisfy laws and regulations (not even for the EU),
take account of countrgpecific administratie practices or traditions or other counsyecific
considerations. The standard is also only in English. Within the EU, emphasis is placed on
each country translatingMoReg2 o it s own | anguage and prep
containsthe countrgpec f i ¢ requirements. The requireme
contradict the other requirements in MoReq2.

MoReq2 will not become an EU Directive. It will continue to be a recommendation and each
EU Member State must decide whether, and if so how, MoRdbBenimplemented in the
country concerned.

In Norway, theDirector General of thBlational Archival Servicebas decided that replacing

the Noark standard with MoReq2 would not be appropriate. However, it has been a goal to
bring Noark 5 as close to MoRR& as possible. In a number of areas, MoReq2 is more
advanced than Noark and contains many requirements with no equivalent in Noark 5.
However, the fundamental requirements are largely common, as is the record structure and
many of the metadata. It has bheegoal for th@rojectthat Noark 5 should not contain
requirements that are incompatible with MoReq2.

Noark 5 should be considered the official Norwegian version of MoRdgNoark 5core is

a technical and functional implementation of the genetplirements for appropriate

archiving, as they are formulated in MoReq2, ISO 15489 and elsewhere. This ensures that
authenticity and integrity are maintained over time. Solutions that are based on Moegk 5
will ensure appropriate archiving regardlesshef rules that apply to this archiving. Solutions
based on Noark &oreshould therefore also be ables&rveas electronic records management
solutions for the private sector in Norway.

Solutions that are based only on ISO 15489 and MoReq will natdepted as Noark-

compatible. The archive legislation contains provisions which require an administrative body
that is to introduce solutions for electronic document management (and archiving) to use
Noarkbased systems which have been approved bRitleetor General of thEational

Archival ServicesThis applies regardless of whether a pure recordkeeping and archive system
is used, or whether functions for archiving are integrated in a case handling system or similar.
In connection with the electronicchiving of case documents, the system must meet the
specific requirements for electronic archiving in the Noark standard and be appoo\ibis
purposeby theDirector General of thilational Archival Services

3.6 Recordkeeping as part of added value

Bringing order to document management and recordkeeping within an organisation is
increasingly being seen as a necessity in order to improve efficiency anderatddad value
within the organisation. In an electronic environment, systematic and contraltedse

National Archival Services of Norway, 03.04.2009 Version 2.1



Section3 Noark 5: National standard for recordkeeping

Page28 of 268

management may be even more difficult than in a pppsed system, as it can be impossible

to know whether a document has been altered or which of all the versions that have been

created is the

recreate.

To ensure that the document is authentic and has its integrity maintained, it is a requirement

Aoriginal o.

that authenticated metadata is linked to the document. That a docuethieisticmeans that
the document is what it clainig be, e.gby the fact that the identities of the parties in an
electronic communication are correct. Thatitiiegrity of the document is maintained means
that data has not been altered or destroyed in an unauthorised masmeneouslyit is
therdore a propertyssociatedavith data which makes it possibledetectwhether data has
been altered in an unauthorised mannermneously

Authenticated metadatae a n s

connection with

met adat a
authenticityand credibility, partly by giving the recipient information which can be utilised in
checks

which 1 s i

on the document 6s

It is important to be aware that recordkeeping and document management are organised
differently. MoReq defies the differences as follows:

Solutions for document management

Solutions for recordkeeping

Allows documents to be altered andéboredin
several versions without there being any cor
over which version is the final version.

Preventdondsdocumens from being
altered and has version control.

Can allow the documents to be deleted by t
document owner.

Prevents documents from being deleted
without them being subject to controlled,
authorised disposal.

May contain some control over how pa
document should be retaintm and whether it
can be deleted.

Rigorous retention control, i.e. the solutiof
must have functions to manage the
preservation, migration and disposafarids
documerd in accordance with established
plans.

May containstructured document storage,
which can be userontrolled.

Must contain a rigorous record structure W
a classification system, which is maintaine
by an authorised administrator.

Performs the primary function of supporting
daily production and these of documents in
ongoing case handling.

Supports the daily use of documents in
ongoing case handling, but must also be
secure and credible archive fonds
documers.

Solutions for document management can therefore give no guarantee in the future that a

document can still be retrieved or that it is readable or that the document that you do retrieve

has not been altered. Solutions that have been developed specificadiydrdkeeping, as the

Noark standard facilitates, will ensure that the document can be retrieved, that it is readable

and that it is authentic and haadits integrity maintained.
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Part II: Noark 5Inner and Quter core

In the longer term, the systenthitecture within government bodies will also tend towards a
more serviceoriented architecture. This is a stated goal of the Ministry of Government
Administration and Reform (FAD). The subdivision of Noark 5 into a structure where inner

core functionality s speci fied in order to ensure goo
systems outsidthisi integrated, in order to meet the special teddlated needsf the

individual organisation is a stepwardsthis goal.
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4 Introduction to the Inner and Outer cor es

Documentation of the requirement structure in Noark 5 provides an introduction to this
chapter, Here, the term core is explained and the content of the various layers is defined.

4.1 Noark 5 core and Noark 5 complete

The specification ofequirements in Noark 5 is arranged in three layers or levels. Noark 5
inner and outer core and Noark 5 complete

Noark 5 inner core

The starting point for the definition of
requirements for the inner layer of the core
is the iLldentification and definitio of the
fundamental functions which must be
present in order for the core to act as an

i ndependent Aservic
environment. Within its domainarchiving-
the core must be capable of functioning
independently and without any dependenc
on external functions, programssimilarin
order to perform its defined part of the job.

® QS
fop 0re’s reqi‘emes
)
Re Xternal syste™

. S S
% EAS
A

Noark 5 outer core Uy oM (o eemal .
In order for the inner core to function in an
archive system environment, a number of
requirements must be imposed concerning the functiomality Afext ernal 6 modu
requirements formulated on the basis of th
outer layer of the core itselthe core's requirements with respect to external systems. Both the

i nner and t hequoementsinthé coe ynestbe fulfiléd inrorder for a system to

be approved as a Noarkhased archive system. Certain requirements only need be fulfilled
under certain conditions, e.g. that it contains case documents.

4
0 with the use of ¥

Noark 5 complete

The t hi ofdequirédmentseconsists of requirements that Noark 5 has concerning
freestanding modules or systems which constitute a complete case, recordkeeping and archive
solution in a given user environment. These are task systems asysmms which each
organsation has a need to use and which can be supplied by different suppliers. Together with
Noark 5 core (inner and outer), this const
external systems or modules have been organised into separate (indgE=udiens.

4.1.1 Requirements for modules in Noark 5 inner core
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This section presents an overview of the m
system.

The requirements in the inner careNoark 5
consist of the fundamentaichive functionality,
requirements based on the laws and regulatio
for appropriate archiving, plus a number of
important function areas for operation and s~ B
administration of the core. The outline diagran Noark 5

show the modules in | 20 inner co
% V

-

-S::E;O’ZDL \Piii\s:“‘

N
pisPOS\™

Arehive
funie iiemzLliby

Thearchive area itself, subdivided into record
structure and archive regulations, contains the
basic requirements for archiving. In addition,
the inner core must contain the modules
Document capture, Retrieval, Preservation an
disposal, Periodisation, Traesfand
Administration of the core.

4.1.2 Requirements for modules in Noark 5 outer core

The outer core covers requirements for ext:
dependent on working together with various-pystems implemented according to the
individualorganisatioror supplierdés needs.

In order for Noark 5 to function in a lgtic archive system environment, it must be possible to
integrate Noark 5 with the pigy/stems/task systems which must be implemented in order to
supplement a recordkeeping and archive solution.

The corebds o0 u-takediigreye c t
zon®) contains Noark 5
these external, optional systems and/or modul
based in the laws and regulations relating to ti
archive field.

Noark s

outer core

These are systems or modules which are
considered to be free solutions in relation to tr
core.This means that suppliers and customers
(users) of Noark 5 can freely select system
solutions and integrate them with the Noark 5
core provided that the solutions concerned
satisfy the requirements imposed by the core
such a solution.

Example of undstanding of the figure:

It is not intended that the system for
a separate module in the Noark 5 core, but the Noark 5 core has a number of specific
requirements for security and access control which thereal system solution for this

area must fulfil.
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This section therefore sets out guidelines and requirements for the various task systems or pre
systems which can be freestanding systems in relation to Noark 5. However, these
requirements must be considd to constitute part of the Noark 5 core requirements and must

be fulfilled in order for a system solution to be approved as a Noark 5 solution.

4.1.3 Noark 5 complete

Within the public administration, needs and requirements for task systems can vary widely
from body to body. Noark 5 complete contains requirements for functions, content and the use
of external system solutions which are naturally used integrated with Noark 5 core
functionality. This will concern independent task systems/subject modules wihocty &an

freely choose to introduce from different suppliers. It must be up to the individual body to
decide how strictly it wishes to impose these requirements in relation to the system supplier
concerned.

Requirements described in Noark 5 complete are requirements which are based more on good
practice(compared with recordkeeping and archiving), and routind procesbased

requirements for the task system concerned than on requirements based onaspleisiéc

related laws and regulations.

The following sections contain
requirements for the use of external
optionalfunctiorns which naturally
form part of a complete Noark 5
archive solution.

e
systems

The systems/modules covered by th
requirementsvhich form part of
Noark 5 complete comprise systems
for:

0 case handling

e-mail

meeting and board handling
logging and audit trails

security and access

statistics and reporting

user administration

O O O0OO0OO0OOo

These are expanded requirements in relation to Noarkes and outer core and will act more
as guidelines than requirements which shall/must be fulfilled in order to achieve Noark 5 status
for the system solution.
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The overall picture of Noark 5 complete can be illustrated as shown in this outline diagram.

Archive
fupcilopel iy
N -‘CTURE
Noark 5
innher core

4.2 The record structure

We can call the record structure the inner arrangement of the archive. This structure is largely
hierarchical with several levels from top to bottom. The texoord unitis used as a common
designation of the maiclasses in these levels.

I n a physical archive, the archive struct ul
sorting and physical arrangemenfatders files, archive boxes, cabinets, etc. In an electronic
archive, the documents can also bespnted as if they were in files and a hierarchical archive
structure can be represented through files being placed in other files at several levels.

In an electronic archive, the files do not of course exist as physical units. The archive structure
in an electronic archive is only built up from various metadata. Each unit in the structure has its
own particular metadata, and the various levels are also Imkegttadata. Metadata is
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aggregatedt several levels, so that metadata at the top level wiihked to all documents in
the archive, while metadata at the lowest level will only be linked to an individual document.

Electronic and physical archive

It is becoming increasingly common for archives to consist of electronic documents. However,
many or@nisations stilkeepparts of their archiven paper. Noark 5 focuses on electronic
archiving, but can also be used for physical archiving and for a mixture of electronic and
physical archiving.

Many metadata are relevantboth electronic and physicafchives, but there are also
metadata which only concern one type of archiving.

Different types of archive

Traditionally, archivedrom general case handlirigcase records which came under the
registryodos area of r es potatentibniinlconbegtionawithdthet h e r
formulation of regulations and standards. Noark 4 was only aimed at this type of archive.

An important difference between Noark 4 and Noark 5 is that the standard can now cover most
types of archive. If the inner coreirgegrated with aask systenthiswill in many cases not

be necessary to have full case record functionality. In some cases, it may also make integration
difficult. Typical of many task systems is specialised case handling, where a few activities are
repeated according to fixed routines. The number of documents that are received and generate
in such task systems can often be extremely high. In such cases, there may be a need for a
simpler archive structure and fewer metadata than is approfmiat@serecords.

4.3 Metadata

Metadata is information which describes the documents in the archive, both physical and
electronic documents. The documents is first and foremost assigned metadata during documen
capture. Some of this will take place manually, but much also takes ptaceagically. In

certain task systems, almost all metadata capture will be automated. Some metadata will be
frozen as soon as it is registered, and after the documentfinehebeen archivednost

metadata will only be alterable by specially authoriseet's.

Metadata has a number of important functidvistadata bind the document to the cohtex

which it was created. it adat a ensure the electronic doc
theirvalue as evidence. Without metadata, documents will nfurtessdocumergi or
records.Another important function for metadata is to act as a means of retrieval. Metadata can
also control access to the documents and screen other metadata which are not publicly
available (e.g. national identification numbers). &tkztta can also control preservation and
disposal, i.e. the controlled deletion of all documents that have a limited retention period.

Metadata for archives can be subdivided into different categories. An example of such a
subdivision is presented below:
1. Unique identifiers

2.l nformation on who archived (Acapturedo
metadata, and whehistook place.

A

y
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3. Metadata concerningtructure i . e. i nformation on the d
document 6s | i nk dtothewdribug leveldimticewanthiva strgctura.n

4. Metadata concerningpntext i.e. which function, process and activity created the
document, which people and organisations were involved in this activity, the dates on
which the document was generated tserceived, etc.

Metadata ortontent e.g. titles and descriptions.

Metadata for retrieval, including keywords and index terms.

Place of storage and formaftphysical documents.

Archive responsibility if a system is shared by several organisations.
Access rights and screening of information.

10 Preservation and disposal provisions.

© 0N O

Metadata in Noark 5

In Noark 5, metadata are defined for all levels in the archive structure. These metadata are
specified in more detail in a separafendix as anetadaa directory.Many of the same
metadata will occur at different levels in the archive structure, but will only be specified once
in the directory.

Metadata in Noark 5 cannot be compared with the attribute lists in Noark 4. The basis for the
definition of metadata was the requirement as to what must be included in a transfer export.
However, considerationasalsobeengiven to metadata which can be exchanged electronically
together with documents, metadata which can be shared in connection with integitation

task systems, and metadata which can be migrated to other systems together with associated
documents.

Metadata will be named in an unambiguous way, which is explained in more detail in the
metadata directory. The metadata names are mandatory ircionneith the export and
exchange of data, i.e. in XML format.

All metadata do not need to be stored as attributes (fields) in the database either. In some case:
metadata will only be generated when data is exported or exchanged.

Metadata can bimheritedby a subordinate unftom a superior unit.

There is no requirement for all metadata in the directory to necessarily be stored in the inner
core. In some solutions, it is more appropriate to store some of the metadata in the task system
However, itis a requirement that when exporting or exchanging, all mandatory metadata are
included in a common structure. Such structures will be described in the form of an XML form
in Noark 5.

In the ongoing text, the metadata elements are grouped into objeicts,cah for example
correspond to a record unit (a level in the archive structure). A fixed form is used for this:

No. Name Type Occ. |Tran |Remarks
S.
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No.: Refesto the unique number in the metadata directory (sepapgtendiy.
Name: Nameto beusel in connection with transfer and where applicable other export.
Type: Here, the same code types as in the Noark 5 requirements are used:

O (obligatory), must always contain a value.
B (conditional obligatory), must contain a value when certain conditwa met.
V (optional), desnot need to contain a value.

Occ.: Occurrence, i.e. how many times the metadata element can be repeated within
the same object. Value®ne andMany.
Trans.:  CodeA indicates that the metadata element should be included in a transfer if it

contains a valueBlank field means that, although it does not have to be
transferred, it has still been includégcause it may be appropriate to export it in other
contexts.
Remarks: Specifies any remarks, e.g. conditions when the metadata element must have a
value.

The number of occurrences is therefore dependent on the type, as shown in the following table:

Obligatory | Conditional | Optional

One |1 0..1 0.1

Many | 1..N 0..N 0..N

The metadata elements will also be repeated iappendixi Met adat a grouped
objecto.

4.4 Relationship to Noark 4 and MoReq2

Noark 5 will be backwardsompatible with Noark 4 in the sense that it will be possible to

migrate archives from systems based on the older standard to the new one. This has been take
into consideration as regards both the construction of the archictustrand the metadata

that are defined. An example of this is that the upitslsandseriesare still retained in the

archive structure.

BringingNoark 5 as closas possibléo MoRegzhas also been a godloReq2 is more
advanced than Noark a number of areaand contains many requirements with no equivalent
in Noark 5. However, the fundamental requirements are largely common, as is the archive
structure and many of the metadata.
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5 Noark 5 inner core

The inner corevill handle the organisatio6aschive i.e. thefondsdocumergthat are received
or produced as a result of the activities carried on by the organisation.

Fondsdocumens come into the archive, i.e. they are archived, throlegiument capturelhe
documents must be organised ireaord structurevhich shows the link between the
documents. This means that documents must be placed in the correct place in the archive.
When documents are archived, they must be frozen for all further editing.

Document capture also involves the docatadeing assignedetadatai.e. information on
t he d o ccontad, cdantexdndstructure.An important function of metadata is to
maintain trust in the documengalithenticityover time. There must be no doubt that a
document is genuine and that iasvcreated by the person who claims to have created it.

It must be possible for the archive structure tathainisteredy those who have the
necessary rights. It must for example be possible to move documents that have been incorrectl
archived.

It mug be possible for documents that have been archivedrtievedquickly and securely,
and it must be possible for both the documents and their context to be présersied in a
clear manner

The inner core must also contain functionsdmservation and disposadrganisationsre

neither required ngrermitted to retain all thefondsdocumeng for the same length of time,

and it must therefore be possible to add rules for when such documents must be removed from
the archive.

The archval authorities will also take decisions concerning the retention of partfonids
documend by public bodies without any time restriction. It must be possilitansferthese
documents to an archival repository.

5.1 The archive structure
This section corains a description of an overall model for the archive structure in Noark 5.

The section is subdivided below according to the structure model, i.e. for every level in the
structure, an associated section is created which documents the structure teaedepiarate
submodel and the requirements for this subdel.

In addition, metadata for functionality that applies to all levels in the model will be described
in separate subsections.

Main model for the archive structure

The models in Noark 5 amncetual modelsvhich are intended to show the link between
different metadata, and between metadata and physical or electronic documents. The
conceptual models in NoarksBatesomething about how the information should be organised
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in principle. They will so form the basis for the definition of data structures in connection
with electronic communication, integration with other systems, migration from one system to
another and for transfer.

Overall sketchof the conceptual model for NoaBk

2 Note: Under the description of the conceptual mddekach level (subsection), the main classes in the level
will be indicated by a yellow colour. Key associated classes will be shown in grey. These are documented under
their respective levels (subsections).
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0.1
CLASSIFICATION FONDS SUB
SYSTEM 0.7 | FONDS
- 0..1
1 1
0.* 2. 0.+
0.1
CLASS U SERIES
0.~ |cLass
0.1 1 0.1
0. 0.
FILE 0.1
SUE
0" |FILE
0.1
0.*
0.7
RECORD
1.*
0.
DOCUMENT
DESCRIPTION
0.1
0."
Seilil efers ELECTRONIC
OBJECT | ---—-—=--—==  DOCUMENT

The levels for FILE anRECORDhave been built up with the aid of specialisation of the

classes.

The archive structure outlined through the conceptual model in this section represents the main
structure in Noark 5 and obligatory for case records.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section5 Noark 5 inner core Page40 of 268

Simplified structure

In some task systems, there may be a need for a simplified strunctal&tion to case records.
If there is no need to groupcord into filesin a task system (e.g. a drawing archjibg file
levelcan be omitted. Similarly, the document description level can be omittedabed
always consistenly of a single document and if this document will not occur in atherds.

The sequence of documents in a classification system is also not opligatiask systems. If
the classification system is included, it must nevertheless be possible to omit the file level. This
means therefore thaetcord can be directly linked to a class.

It is stressed that such a simplified structure will only be efvagice to a few task systems. It
must not be interpreted as indicating that classification systems, files and document
descriptions can be omitted frdomctions that are aimed at case records. Many task systems,
I.e. task systems which contaiarrespondence, will also require the same complete record
structure as case records.

If you look at the structure of the record structure in the various conceptual models for each
level in the record structure, you will see that there is a simplifiedtate builtin through the

use of constrai nt givesanapportumity to @stablishhae archivemwibhout T h |
having to use the levels for File and/or Document description.
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A simplified version of the conceptual model could look likethi

FONDS 0.1
SUB
0 - | FONDS
1
0.*
SERIES
0.1
0.*
RECORD
0.1
[I__I-
DOCUMENT ELECTRONIC
OBJECT L _refers o DOCUMENT

<FORENKLET STRUKTUR NOARK 5>

The definitions of the individual levels/archive elements can be found in the respective sections
for the archive level.

Req. General requirements for the archive structure Type |Remarks
no.

5.1.1 |In order for a system to l@aoproved in accordancew O
the Noark 5 standard, it must be possible to implen
the conceptual model of the archive structure and t
functional opportuniti e
(physical) data structures.
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Req. |General requirements for the archive structure Type |Remarks
no.
5.1.2 |Fondsdocumend that belong to a case record must| B |Obligatory for case
form part of an archive structure which must contai records.
the following record unitd=onds Series Classificatior
systemClass File ¥, Record, Document description
andDocument object
Y File is a common term for theecord units Basic file
including the specialisations Case file and Meeting
?)Recordis a collective term for the record units
Simplified record including the specialisations Basic
record Registry entry and Meetimgcord
5.1.3 |[Fondsdocumers that do not belong to a case recorf O |Replaced by
(e.g. a task system) &3 requiremenD for case
archive structure which must at least contain the records. This is a
following record units: mlnliinum solution.
Fonds Series Record’ and Document object Task systems can
consist of the same
Y Recordis a collective term for the record units iggg:gslfmts as case
Simplified record including the specialisations Basic
record Registry entry and Meetingcord
5.1.4 |Noark5 musthave services/functions fetoring, O |This _is a general_
retrieving, altering and dleting data and selectioh®f requirement, which
datain accordance with the metadata descriptions coversa lot of
record units(see requiremertl) and associated class fSU”Ct'O”a“ty in Noark
which are documented in the conceptual models a core.
metadata tables in Noakk
Note: Individual functional requirements in the varig
sections may override this requirement.
USelections of datmeans selections within a from/tc
designation of obligatorgnetadata for the record uni
concerned.
5.1.5 |[It must be possible to identify a record unit (see O |In connection with

requirement® and0) uniquely.

transfer, a unique ID
for all record units
must be called
systemID.

5.2 Fonds and Series

This section concerns requirementsfimrdsandseries It is subdivided into three underlying
sectionsfonds SubfondsandSeries
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Different organisations will have different needs here. MoReq2 does not contain anything
which corresponds to record aseriesin it, the classification system handlesgatbuping of
documend at the uppermost leve@lHowever, in Noark 5 both record aseriesare obligatory.

This is because of the consideration concerning backwards compatibility with Noark 4 and the
fact that important functionality is linked series

Conceptual model for Fonds and Series

0.1
RECORDS . . FONDS e
CREATOR 2 - 0| moos
SCREENING
1
CLASSIFICATION
SYSTEM 0
0.* 2 2 1 | PRESERVATION

AND DISPOSAL
SERIES /

FILE sUB

0.= | FILE

<Corceptual model Record/Series>

In certain cases, there is a need for an additional level between receeriasdt is

particularly important to be able to subdividadsinto a number of (physical) sections for
physicalfondswithin the municipal sector. This is overcome by introducingalted

fisubfonds into the conceptual model. A subrecord is a hierarchical structure withiortie

and can threforebe defined at aumber of levels. In practice, there will normally be one level.

Fonds
Fondsconsist of documents that are created as part of an activity, i.e. documents that are
received or produced by an individdahdsc r eat or and col |l ated as

work. A Noark solution can cover one or méoadsentities.
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Series

An arbitrarily defined section offandsentity in whichall material is subdivided and arranged
according to a single primary classification systenfiodssection will often be defied
identically to a record series, but need not necessarily be defined in this way.

Fonds creator

An organisational unit or person who credtaslsas part of his or her work. fandscreator

may be a public body, a company, an organisation, a foundat®rmr a part of such a unit. A
public agency may be oriendscreator and thus have ofedsentity (central registry), or it
could have sever&bndscreators (departments, services, etc.), each of which create their own
fondsentities (partiafonds.

Screening

Screening is used to screen registered information or individual documents. The screening
takes effect when an access code is applied to the individuakfiterdor individual

document. (See separate sect®B:1Screening

)

Preservation and disposal

Codes which indicate decisions concerning disposal. Disposal decisions determintondsch
are to be removed from the archive and destroyed. (See separate SebtfiRetentiorand
disposal

)

Classification system
(See separate sectidhRemarksRequirementfor.

)
5.2.1 Fonds

Fonds

Fondsform the highest level of the records structure. Most users will only need to create one
fondsentity in their Noark 5 solution. However, it must be possible to create séwedal

entities. This may be appropriate if several bodiesesthe same solution. This may be
appropriate if several bodies share the same solution. Here, a head office and several regional
offices could each be set up with their oflendsentity. However, in the case of electronic
recordkeeping, there is also hitg to prevent the entire service from sharing the Janus

entity.

Fonds creator

Traditionally, afondsentity has been defined accordingotganisation An organisation
creates dondsentity, i.e. the organisation is thendscreator. However, eléonic
information technology has resulted in it becoming increasingly common for storetsl
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creators to create ofendsentity. Thefondsentity will then be defined according fianction
not organisatioh

In a Noark 5 solution, it must therefore possible to link one or mofendscreators to a
fondsentity. Information orfondscreators is obligatory in transfer exports.

Metadata for Fonds

No. Name Type |Occ. |Tra |[Remarks

ns.

M001 \systemlD O |One A

M020 |title O |One A

M021 ‘description V |One A

MO50 |fondsstatus B |One A | Obligatory for case
records.

M300 |documentmedium V |One A

M301 \storagelocation V |Many For physicafonds

M600 \createdDate O |One

M601 | createdBy O |One A

M602 |finalisedDate B |One A | Obligatory when the
fondshave been
finalised.

M603 |finalisedBy B |One A | Obligatory when the
fondshave been
finalised

M200 |referenceParent B |One A | Obligatory for subonds

M201 |referenceChild O |Many | A |Reference tseriesor
possibly sufbnds In
connection with transfe
there will only be a
reference to onfonds
section.

Metadata for Fonds creator
Fondscreator is obligatory, and may occur once or many timed$-onasentity.

No. Name Type |Occ. |Tra |[Remarks
ns.
M006 ‘fondscreatorID O |One A

3 Example:The immigration administration (wth is a function) could constitute a records entity where the
organisation$ the Directorate of Immigration, the Immigration Appeals Board, the Directorate of Integration and
Diversity, the embassies and consulates and the pdieecollectively recorslcreators.
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No. IName Type |Occ. |Tra |Remarks
ns.
M023 \fondscreatorName O One A
M021 |description V |One A
Requirements for Fonds
Req. [Structural requirements for Fonds Type |Remarks

no.

5.2.1 |It must be possible for a Noark 5 solution to consist¢ O
one or more independeRbnds

5.2.2 |It must be possible to create no, one or ntamedsfora | O
Fondscreator (activity) and it must be possible to spe
that severalondscreators together creatd-andsentity.

5.2.3 |A Fondsentitymust consist of one or mofends O
sections and Rondssedion must form part of (only) orn
Fondsentity.
Req. [Functional requirements for Fonds Type |Remarks
no.
524 |faFondsentityi s regi stered as B |Obligatory iffonds
be possible to add more underlyirgndssections. status is used.
5.2.5 |When a service/function deletes an enfiomdsentity O

with all underlying levels, this must be logged.

5.2.6 |It must not be possible to alter the date of creation of O
Fondsentity.

5.2.7 |It must not be possible to delete the date of creation| O
the Fondsentity.

5.2.8 |It must not be possible to delete the date of closure ¢ O
Fondsentity.

5.2.9 |It must be possible to define status valued-fumds B |Obligatory for casg
entities.The following values are recommended: fonds
e Created
¢ Finalised

5.2.2 Subfonds

In the case of physical recordkeeping, an organisation may have placed the documents in
several different places, e.g. linked to the departments that create the documents. This may be
the case for larger organisations with many different functions, emjcipal authorities. In a
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Noark5 solution, it should therefore be possible to subdividéahésinto sulfonds if the
users need such a subdivigion

In the case of electronic recordkeeping, there is little need féorsid
Sulfondsoccur in the conceptual model as a-selation to Record. This means tirands
can be built up in a hierarchy. In most cases, this will cormeetevel which lies between

FondsandSeries Subdondsare not obligatory in theondsstructure.

Metadata for Subfonds
See AMetFodl®at a f or

Requirements for Subfonds

Req. [Structural requirements for Subfonds Type |Remarks
no.

5.2.10 |It should be possible forfondsentityto be subdivided| V
into a hierarchy (outlined in the model by using a-sell
relation) ofSuldonds

Remarks: Using one or more levels undendsentity, it
should be possible to represent physicaf@utbsfor
example. This may be relevant for organisations that
fondsphysically located in several different places.

Reg. [Functional requirements for Subfonds Type |Remarks
no.

5.2.11 [The system should have a service/function for specif V
a Fondsentityas aSubrecordof a Fondsentity.

5.2.12 |A Subrecordnust only be created and altered througl B |Obligatory if
Administration system for Noark 5. sulfondsare used.

5.2.3 Series

It must be possible to subdividdandsentity intoseriesin order to group the records
according to overall criteria. The most important criteria for subdividingset@sare:

Distinguish between activecords entities and closed records periods. Important

functions in connection with periodisation and production of transfer exports are linked

to this.

Distinguish between files (cases if the files are case files) that are to be periodised
according to dferent principles. Many organisations wish for example to retain

personnel files in an active records entity for as long as a person is an employee of the

organisation.

* Traditionally, these have been callbrecordsBecause this term could easily be confused with series, it is not

used in Noark 5.
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Distinguish between cases that are classified according to different principles. This
most relevant in connection with physical recordkeegmghich case files and
personnel files for example are stored in difference places. In the case of electronic
archiving, subdivision into different classification systems will meet this need.

Distinguish between electronic records and physical records. The general rule is that
entire files must be either physical or electronic. However, dispensation from this rule
can be given, so that somexord can be physical and others electronic in the same
file. If a large appendix (e.g. a printed document) is not scanned, physical documents
can also occur together with electronic documents in the ssaoed(registry entry).

Distinguish between the casecords and other types of records, e.g. records linked to
task systems. Some organisations will need to distingilestily between

administrative cases and task cases. There will also be a need to separate out meeting
documents.

Distinguish between documetypes that are to be preserved and documents that are to
be disposed of.

Metadata for Series

No. Name Type Occ. Tra |Remarks

ns.

MO001 |systemiD O |One A

M020 title O |[One A

MO021 | description V |One A

MO51 |recordssectionstatus B |One A | Obligatory for case
records.

M300 | documentmedium B |One A |Obligatory for mixed
physical and electronic
records.

M301 ‘storagelocation V |Many For physical records.

M600 | createdDate O |One A

M601 |createdBy O |One A

M602 | finalisedDate B One A | Obligatory when the
serieshas been finalise(

M603 |finalisedBy B One A | Obligatory when the
serieshas been finalise(

M107 |recordsperiodStartDate B One A | Obligatory for case
records. Must be
assigned a value when
records period starts.

M108 recordsperiodEndDate B One A | Obligatory for case
records. Must be
assigned a value when
records period ends.
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No. Name Type |Occ. |Tra |Remarks
ns.
M200 |referenceParent O |One A | Reference to records.
M202 |referencePrecursor B |One A | Obligatory for case
records.
M203 |referenceSuccessor B One A | Obligatory for case
records.
M204 |referenceClassificationsystem B One A | Obligatory for case

records. Reference to
primary classification
system.

M205 |referenc€ile O 'Many | A |Reference to afilesin
theseries Number of
occurrences can
therefore bénigh.

M206 | referenc&ecord V |Many | A |Seeremarks below.

Remarks: Reference tecordmay be relevant if aeriesis used to control preservation and
disposal decisions for particulaecordtypes (document types). The same appliesdfri@sis

used to separate paper documents and electronic documents within the same file. In principle,
this contradicts th®irector General of thélational Archival Servicds pr ovi si ons,
open up this possibility in exceptional cases. Referenadesdodwill also occur if the file

level is deleted, which could be permissible for certain task systems.

Requirements for Series

Req. [Structural requirements for Series Type |Remarks

no.

5.2.13 |A Seriescan have registered either no or one preferr¢ B | Obligatory for case
Classification systerand aClassification systerman records.

form part of no, one meveralSeriegs).

5.2.14 |A Seriescan have registered no or oBereeningand a O |See remarkbelow.
Screeningcan form part of no, one severalSeriegs).

5.2.15 |A Seriescan have registered no or dpeeservation andl O | See remarks beloy
disposaland aPreservation and disposaln form part ¢
no, one or mor&eriegs).

5.2.16 |A Seriescan be linked to (contain) no, one or mbiles.| O

Remarks: Metadata for Screening are described in se6ti®d Metadata for Preservation
and disposal are described in sectmdQ It is essentially an obligatory requirement that all
records systems have functions for screening and preservation/disposal. However, this
requirement may be omitted for simple systems without such needs.
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Req. [Functional requirements for Series Type |Remarks
no.
5.2.17 When a service/function deleteSariesthis must be O
logged.
5.2.18 [Theremustbe a service/function for updating the prinj O
Classification system for &eries
(referenceClassificationsystem)
5.2.19 |If Seriess registered as finalised (finalisedDate is se{ O
mustnot be possible to add more associdtdds or
Record.
5.2.20 | A seriesmust contain information on the status of the B |Obligatory for case
records period. Authorised users must be able to altt records and for all
status values. Obligatory values are: solutionsin which
1. Active period periodisation is
2. Overlap period performed.
3. Closed period

Other values can be used when necessary.

5.2.21 | A seriesmust contain the date on which the records | B |Obligatory for case

period starts. records and for all
solutionsin which
periodisation is
performed.

5.2.22 | Afinalisedseriesmust contain the date on whichthe | B |Obligatory for cast
period was closed. records and for all

solutionsin which
periodisation is
performed. Must
be assigned a vall
when the period is
closed.

5.2.23 | A seriesnust contain information stating whether the B | Obligatory for
associated documents are physical or electronic. mixed physical an

electronic records

Remarks: Requirements for periodisation are described in segtidiPeriodisation

5.3 Classification system an d Class

Classification system

Modern archive theory places an emphasis on the classification systenfuneinybased.
All organisations perform a certain numbeffurictions.These are often stable over time, but

functions can be transferred from one organisation to another. An example of such a transfer is
when case areas move from one ministry to another, which often happens in connection with a
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change of government. An orgaation will normally only have a few main functions, but
some of these can be subdivided into subfunctions.

Functions are divided intactivities.Unlike a function, an activity has a beginning and an end.
An activity also has participants and leads t@sult. If an activity constantly repeats itself, it
belongs to grocess.

Activities can often be divided into different stages. If these stages involve two or more parties,
we often talk about aansaction.Transactions create archidocuments (reards).

This hierarchy of functions, subfunctions and activities must be reflected in a fubased
classification system. This wil |I-bagseendedr al | vy
classification. However, it is not really correct to talk abopids here. A topiindicates

something abouihat an object containsyhile a functionndicatessomething abouwhy an

object was created.

There are many reasons why a records entity should be organised according to a function
based classification syste
Documents that have been created as a result of the same activities are linked together.
This gives the documents important contextual information.
It simplifies the retrieval of files and documents.
It can control access to documents. Certain classefoc example contain documents
which must be screened.
It can be a starting point for preservation and disposal. It is currently generally accepted
that di sposal deci sions should be based
and not on the cdent of the documents (macrodisposal).

The other main type of classification systeroligectbasedc | assi fi cati on. AT
often be people, but they can also be companies, properties, etc. Unlike finastsoh
classification systems, objelbaised systems are often flat, i.e. they consist of one level only.

Class

A classification consists alasses. In the case of functibased (topibased) classification,
the classes will nonally form part of a hierarchyn whichthree or four levels are the norm. In
the conceptual model, the sublevels are cadibedbclassesand appear as a seélation in

Class.

| SO 15489 recommends that the classes desc!
(business processes). The uppermost level will then typically describe the main functions. The
second level can describaglgunctions, while the third level describes the processes (i.e.

activities that are constantly repeated).

The classes must have a separate identification which is unique within the classification
system. This corresponds to what is cabtleder valueor file codein Noark 4. Identifications

° I n the state administrationds archive key, the

t
subgroupsl n Noar k 5, the common term Osubclassesd i s us.
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from higher classes must be inherited downwards within the hierarchy, so that it is easy to see
which level you are &t

In the case of objediased classification with just one level, the identification could for
example be a national ID number or property or house number.

It must be possible to classify a cdige with more than one class, i.e. with one or more
secondary classification$his will then enable the use of secondary file codes and
multifaceted classiation, e.g. the K codes which are used by many municipal authorities. In
the conceptual model fdiile, this is illustrated by a separate class. However, all inheritance of
metadata can only be routed throughghenary classification.

The classes wilbften be added before a Noark 5 solution is brought into use. However, it must
also be possible for authorised users to create new classes. This is particularly relevant in the
case of objeebased classification. It must also be possible to close class#sat it is no

longer possible to link neWiles to them.

Records without classification

Classification must be obligatory for case records. However, if the inner core is integrated with
certain types of task system, it should be possible to create retcuctures without classes or
classification systems. It will then only be records s&deswhich structure the documents at

the uppermost levels.

Example of identification and title of classes
First level: 2 Positions and personnel

Second level: 2.3 Salafes and pensions

Third level: 236 Empl oyerb6s contributions
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Conceptual model for

KEYWORD

A

Classification system

Keyword

CLASSIFICATION | , SERIES
SYSTEM T 0|
1
SCREENING
0.1
) . 2.7 0.1
0. H PRESERVATION
CLASS AND DISPOSAL
0.1
SUB
0. | cLass
0..1
0.
FILE 0 1
SUB
0.7 | FiLE
0..1
0.
RECORD

A

<Conceptual model for the classification and clstem>

Keyword or topic word for retrieving documents. A keywordicatessomething abouwhat

an object contains.

Preservation and disposal

Codes which indicate decisions concermigposal. Disposal decisions determine which
records material is to be removed from the archive and destroyed. (See separatébsbetion:

Retentiorand disposal

)

Classification system

The classification system describes the structufidesfin one or morseries
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Class

Table of classelelonging to a classification system. A class will normally consist of a
classID which specifies permitted values in the classification system aladatitle, which is
a textual description of the topic.

Screening

Screening is used to screen regigdardormation or individual documentScreening
takes effect when an access code is applied to the individuagtiterdor individual
document(See separate sectidh6.1Screening

)

Metadata for Classification system

No. IName Type |Occ. |Tra |Remarks
ns.
M001 \systemlD O |One A
MO086 | classification type V |One A
M020 |title O |[One A
M021 \description V |One A
M600 | createdDate O |One A
M601 |createdBy O |One A
M602 |finalisedDate B |One A | Obligatory when the

classification system hg
beenfinalised

M603 [fifufinalisedBy B |One A | Obligatory when the
classification system he
been finalised.

M201 |referenceChild O |Many | A |Reference to the
uppermost level with
classes.

Remarks: A classification system can be omitted in certain task systems, and the obligatory
metadata above will then not exist. In case records, a classification system is obligatory,
makingthe use otlassificationappropriatein many task systems.

Metad ata for Class

No. Name Type (Occ. | Tra |Remarks
ns.
MO001 \systemlD O |One A
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No. Name Type |Occ. |Tra |Remarks
ns.

MO002 |classID O |One A | Corresponds to file cod
or order value in Noark
4. classIDs at
subordinate level inheri
classID from the
superior level.

One
One
Many
One
One
One

M020 title

M021 ‘description
M023 \keyword
M600 | createdDate
M601 \createdBy
M602 finalisedDate

@ OO0 < <O
> > > > > >

If it is possible to close
classes in the solution,
value must be assigneq
when the class is
finalised

M603 [ finalisedBy B |One If it is possible to close
classes in the solution,
value must be assigneg
when the class is
finalised.

M200 |referenceParent O |One Reference to
classification system or|
class at a higher level.

M201 |referenceChild O |Many Reference to file or to
class at a lower level. If
the file level is omitted,
the reference can also
to record

Remarks: Class can be omitted in certain task systems, and the obligatory metadata above will
then not exist. In case records, class iBgatory, and it will then also be appropriate to use it
in many task systems.

Requirements for Classification system and Class

Req. [Structural requirements for Classification system Type |Remarks
no. and Class

5.3.1 |A Classification systerman be subdivided into no, ong O
moreClassesand aClasscan belong to just one
Classification system
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Req. [Structural requirements for Classification system Type |Remarks
no. and Class

5.3.2 |A Classification systeroan form a primary systeminn O
one or moreseries

5.3.3 |A Classcan be included in a hierarchy ©fasses O
(outlined inthe model via a selfelation).

5.3.4 |A Classcan have registered no or dereeningand a O |Seeremark 1
Screeningcan be included in no, one or m@kasses. below.

5.3.5 |A Classcan have registered no or dPeeservation and| O |See remark 1
disposaland aPreservation and disposahn be include below.
in no, one or mor€lasses.

5.3.6 |A Classcan have registered no, one or mikeywords Vv
and it should be possible fokKaywordto be included in
no, one or mor€lasses.

5.3.7 |A Classcan be subdivided into no, one or mbitesand, O |See remark 2
a File can belong to just ongélass below.

Remarks:

1. Metadata for screening are described in section 4.3.7.1. Metadata for preservation and
disposal are described in section 4.2.10. kssentially an obligatory requirement that all
records systems have functions for screening and preservation/disposal. However, this
requirement may be omitted for simple systems without such needs.

2. A file can have secondary classifications, i.e. lsersdarily linked to other classes.

Together, these classes can belong to the same classification system as the primary class,
but they can also belong to other classification systems. Note that inheritance only takes
place from the primary class.

Reqg. |Functional requirements for Classification system [Type |Remarks
no.

5.3.8 It should be possible to describ€Rssification system| V |Of relevance wher

using different classification types. there is more than
one classification

Examples of vaadsased, MmMiFan system.

ATofpiacsed, hi er ar ¢fhT ocimded, ¢

one | evel o0, AK codeso,, f

A Objbeacsted, 0 ANati,daRabpkD

house number 0.

5.3.9 It must be possible to establish hierarchicalsifasation| O
systems. The following is standard:
. Common archive key for the state administrat

5.3.10 |It must be possible to establish faceted, hierarchical| B |Obligatory for case
classification systems. The following is standard: records irnthe
« The K code key municipal sector.
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Req. [Functional requirements for Classification system [Type |Remarks

no.

5.3.11 |It must be possible to establish esienensional
classification systems. The following is standard:

e Legal person (private individual or business)
e Property and house number

Req. = . .

no. unctional requirements for Class Type |Remarks

5.3.12 [There must be a service/function for updating a hierg
of Classes.

5.3.13 [There must be a service/funatitor specifying whethea| For case archives
value ofClassmusfmust notbe used in connection wit it must be possible
the classification of cases. to close (end)

classes so that the
can no longer be
used.

5.3.14 |In order for aClassto be assigned Rile, it must be A class cannot
situated at the bottom level in the class hierarchy. therefore contain

both otherclasses
and files.

5.3.15 |If the value inClassis registered as finalised Obligatory if it is
(finalisedDate), it must not be possible to assign new possible to finalise
Filesto theClass. classes.

5.3.16 |A log must be kept of when a class was created and Often, all classes
created it. Only authorised personnel can create clas will be entered
Other users can be given permission to create classe before the system

is taken into use.
However,
permission can be
given for classes tj
be created on an
ongoing basis,
something which i
particularly
relevant in the cas
of objectbased
classification.

5.3.17 |A log must be kept of when a class was finalised ang Obligatory if it is

finalised it. Only authorised personnel can finalise
classes.

possible tdinalise
classes.

Remarks: The structural and functional requirements above are not relevant to task systems

where classification is omitted.
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5.4 File

In relation to the main structure, the file level in the model is built up using specialisation. The
namesf the conceptual classes at this level are therefore defined more according to their area
of use.

A file groups documents which belong together in some way. The documents in a file should
preferably constitute an instance (i.e. an execution) of antgctvth a defined beginning and
end. An example of this individual cases$n case records. Such a case could for example
concern an issue that is currently under consideration, and the documents in the tase will
constitute the handling sequeroethis issue. Such cases can typically start with an
application or enquiry from an external source and end with a decision.

However, it is occasionally more logical to group documents in a file according to other
criteria. In some cases, all documents that concern an object will be placed in one file, e.g.
personnel files. Such files are also calliedsier filesIn other casg, it may be appropriate to
place all the documents that belong to the same process (i.e. repetition of the same type of
activity) in the same file. This will often concern very routine activities, where each activity
might create just a single documemt.chse records, this is knownfiés foldersor file cases.

The way in which the content of a file is grouped will depend on the classification system. You
may not need separate personnel files if the classification system islmdgeck If the fileare
grouped on the basis of objects or processes, the classification system will often be at an
overall level. The documents that are created in a particular project can be collated together in
a project file (with subfiles). However, it will probably better to define the project in the
classification system and group the files according to instances of activities.

Files must havéheir own identification which isniquewithin a particular archive. Noark 5

does not set out any requirements concerningtuhis code should look like. As regards case

files, it is recommended that the same template as used in previous versions of the Noark
standard be used, i.e. a combination of the year in which the file was created and a consecutive
section number withithe year, e.g. 2008/12345.

File types

Noark 5 facilitates the flexible use of files. This is because it must be possible to adapt
documents that are received and created in most types of task system in the inner core. In som
cases, this must be done isimpler way than was possible in Noark 4.

A casein Noark 4 constitutes a particular file type in Noark 5. If a system based on Noark 5 is
only to be used for case records, there is
all interfaces wih respect to the users, in the same way as is common in Noark 4. However, in
this standardifiledis the general term for the records unit at this level.

(Mappeis also an appropriate Norwegian translation of the corresponding term in NoReg2,
which is caled File).

Basic file

The starting point for all files in Noark 5 igasic file.This contains the minimum
fundamental metadata that must be included. However, not all metadata in a basic file are

National Archival Services of Norway, 03.04.2009 Version 2.1



Section5 Noark 5 inner core Pageb9 of 268

obligatory. Metadata concerning preservation/disposakaretning belong in the basic file,

but will not be obligatory if no decision concerning preservation and disposal has been made,
or metadata are not to be screened. A basic file can form the starting point for a file in a task
system. Many task systemdivprobably need extra metadata in addition to the basic file.
However, in this version of Noark 5, only the basic file and case file will be specified.

Subfile

It must be possible to create a file hierarchy of subfiles (specified asralaétin in tle Basic
file). In most cases, one level of subfiles will be sufficient, but Noark 5 also opens up the
possibility of several levels of such files. This will first and foremost be relevant for task
systems. The content of subfiles will normally be groug@zbrding to content, not according
to activities. Many task systems group documents according to type, e.g. invoices, orders,
correspondence, etc. In a file with meeting documents, they could for example be grouped
according to delegated cases, refermses, interpellations, etc.

Inheritance from &lasswill always go to the file at the highest level.

Records without files

For case records, the case file is obligatory In certain task systems, the file level can be
omitted. Arecordwill then be linkeddirectly to aseriesand possibly to a class.
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Conceptual model for File structure

SUB CLASS SERIES
CLASS | g. =

SECONDARY
CLASSIFICATION

SCREENING

REGISTRY
MANAGEMENT UNIT

PRESERVATION
AND DISPOSAL

KEYWORD

21} ApmmisTRATIVE SUB 0=
o - UNIT 0.1 FILE 0.1
- LT 1 / 0.1
EReslilE MEETING FILE
1
CASE PARTY /n;—// 0.-
0.1
RECORD
0.*
PRECEDENT -
<Conceptual model for the file level>
Case file
In this version of Noark 5, in addition to Basic file, a specialisation calesk fileis defined,
which corresponds to a ficased in Noark 4.

file in addition to its own metadata. A case file is backwaaapatible with a case in Noark
4, butmanynew metadatareoptional. For case recordsjs obligatory to use a case file.

It is possible to create many other specialised file types based on the case file. Many of these
are also familiar from systems based on Noawkppointment case, building case,

meeting/board cases, division cas@rpling case agricultural caseic.

Some of these case types will typically need additional metadata and will be specified in future
versions of Noark 5 as specialisations of Basic file.

Meeting file
The module for meeting handling covers many functiameeli to case handling in collegial

organisations such as boards, committees, etc.. Meeting handling requires a certain amount of
extra functionality and metadata (specialisation of Basic file) and this is documented in a

National Archival Services of Norway, 03.04.2009 Version 2.1



Section5 Noark 5 inner core Page61 of 268

separate section: Meeting and bolaathdling. (See separate sectiért Meetingand board
handling

).

Administrative unit

Organisational unit, e.g. agency, department, section, secretariat, sector administration or
office. All Case files in the records module should be linked to an adratiustunit. (See
separate sectiol®.7 Administrativestructure

).

Series
(See separate sectioh.2 Fondsand Series

).

Basic file (File)

In this detailed outline of the conceptualdaeofor the file level, we deviate from the general
Afile termd and use specific names/ speci al]
files in Noark 5 is dasic file.A File constitutes a Case in Noark 4 and a File in MoReg2. The
basic file contains the minimum fundamental metadata required in order to manage the
structure.

Preservation and disposal
(See separate sectidhl0Retentiorand disposal

)-

Simplified record
(See separate sectidn5Record

).

Registry management unit

Regstry management unit is the name of the organisational unit that is responsible for the
organi sationds recordkeeping. Another name
records become more widespread, the need to register registry managetsenaymeduce.

This will therefore no longer be obligatory in Noark 5. However, it will still be possible to set
registry management unit on a filerecord and this will be included as metadata in

connection with transfer.

Class
(See separate sectio® RemarksRequirementsor.

).

Keyword

Keyword or topic word for retrieving documents. A keywordicatessomething abouwhat
an object containgdSee separate sectidn7.1 Keyword

).

Precedence

(See separate sectidh2.6Precedent

).
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Case part
(See separate sectidgh2.5Partiesto a @ase

)-

Secondary classification

Contains one or more appropriate archive codes or order values from the classification system
(the archive key) for a case document.

Screening

(See separate sectidh6.1Screening

)

Metadata for Basic file

No. Name Type |Occ. |Tra |Remarks

ns.

MO001 |systemiD O |One A

MO003 [filelD O |One A | Corresponds to case
number in Noark 4. It is
recommended that the
format (yy/nnnnnn)
should continue to be
used in case records.

MO080 filetype O |One A

M020 |title O One | A

MO025 |officialTitle B |One A | Obligatory in connectio
with transfer if words in
the title are to be
screened.

MO021 | description V |One A

M022 ‘keyword V Many | A

M300 |documentmedium B |One A |Obligatory for mixed
physical and electronic
records.

M301 \storagelocation V |One For physical records.

M600 ‘createdDate O |One A

M601 | createdBy O |One A

M602 | finalisedDate B One A | Must be assigned a val
when the file is
finalised

M603 |finalisedBy B |One A | Must be assigned a val
when the file is
finalised.
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No. Name Type |Occ. |Tra |Remarks
ns.

M200 |referenceParent O |One A | Reference to folder or
file at a superior level.

M201 |referenceChild O |Many | A |Reference toecordor
file at a subordinate
level.

M208 |referenceRecordssection O |One A

Remarks: Files can be omitted in certain task systems, and the obligatory metadata above will
then not exist.
Metadata for Case file

Case file is an expansion of Basic file, so the metadata for basic file are included in case file.
The followingmetadata are additional:

No. Name Type |Occ. |Tra |[Remarks
ns.
M100 |casedate B |One A | Obligatory for case
records.
M305 |administrativeUnit B |One A | Obligatory for case
records.
M306 |caseresponsible B |One A | Obligatory for case
records.
M308 \registrymanagementunit V |One A
MO052 |casestatus B |One A | Obligatory for case
records.
M106 \IoanedDate V |One For physical records.
M309 \IoanedTo V |One For physical records.

M209 \referenceSecondaryCIassification B |Many | A |Seeremarks below.

RemarksThe reference to the primary class can be found in the basic file: referenceParent. A
case file can also have one or many secondary classifications. This facilitates multifaceted
classification (as in the K codes).

Metadata for Meeting file

Meeting file is defined in a separate section: (See separate sédlidteetingand board
handling

).
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Requirements for File

Remar ks : When nAFiled is written, t he

file.

Req. [Structural requirements for File Type |Remarks

no.

5.4.1 |It must be possible forfde to be of different types. O
In the conceptual model, this is resolved through
specialisation.

5.4.2 |A Basic filemust belong to &eriesand aSeriesmay O
contain no, one weveraBasic files.

5.4.3 |A Basic filemust be classified with @lassand aClass O [Classification is
can classify no, one severaBasic files. obligatory in all

case records and
will also occur in
most task systems

5.4.4 |A Basic filecan belong to no or or@@assand a Class B |Classification can
can be includeth no, one oseveraBasic files. be omitted in

certain types of
This only applies to task systems. task system.

5.4.5 It should be possible forBasic fileto be included in Vv
otherBasic filesin a hierarchy. These are called subfil
and are outlined in the model using a-selétion.

5.4.6 |It must be possible forBasic fileto consist of no, one( O
severalRecord and aRecordcan be included in (only)
oneBasic file.

5.4.7 |If aBasic fileis registered as finalised (finalisedDate)] O
must not be possible to add métecorddo theFile.

5.4.8 |It must be possible to expandasic fileto aCase file. B |Obligatory for casg

records.
-{} -For case records, it must be possible to use a
specialised file typeCase file A specialised classan be
characterised as axpansiorof the main class.

5.4.9 (It must be possible to identify@ase fileuniquely withinf B | Other ways of
the records. It is recommended that this identification identifying case
combination of the casgear and a consecutive seque files may be
number for the case files within the year. accepted.

5.4.10 |It must be possible for @ase fileto have registered noj B |Obligatory for casg

one orseveralSecondary classificatiorend aSecondary
classificationbelongs to on€ase fileonly and oneClass
only.

files.
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Req. [Structural requirements for File Type |Remarks

no.

5.4.11 |It should be possible for@ase fileto have registered ni V |Registry
or oneRegistry management undad aRegistry management unit |
management undan be included in no, one several no longer
Case files. obligatory for case

records.

5.4.12 |It must be possible for @ase fileto have registered no| B |Obligatory for case
oneAdministrative unit@nd anAdministrative unitan records.
be included in no, one severalCase files.

5.4.13 |It must be possible for @ase fileto contain no, one or | B | Obligatory for casg
severalCase partand aCase parimust always belong records. See also
a Case file. the remarks below

Remarks: Metadata for Case part atescribed in section 4.3.3.2.

qu' Functional requirements for File Type |Remarks
5.4.14 |If a primary classification system is specified 8eries | B |Obligatory if
all Files in theseriesmust have values from this primary
classification system as the primary class. classification
system is specifiec
for series
5.4.15 [There must be a service/function for updating secon¢ B |Obligatory for casg
classification systems agains€Case file records.
(referenceSecondaryClassification).
5.4.16 [There should be a service/function for updafRegistry | V
management undn aCase file
5.4.17 [There must be a service/function for updafegistry B |Obligatory for casg
Administrative unibn aCase file records.
5.4.18 [There must be a service/function for updaf@ase part| B |Obligatory for case
in connection with &ase file records.
5.4.19 [There should be a service/function for setting up and V
updating subfiles for Basic file(file hierarchy).
5.5 Record

An activity can be divided into a number of stages which weraaisactionsStrictly

speaking, a transaction involves at least two people or units, but this need not always be the

case. Nevertheless, we use the term transaction generally to refetaged into which an
activity canbe divided. Tansactions generaéechival documentsand the archival document
is documentation that the transaction has been completed.
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It is not the case that all stages in a sequence of activities necessarily need to be documented.
In official correspondenebased case handlingypical transactions will be: an application is
received, the executive offices assesses the applicationepalgs a proposed decision, the
decision is approved by the manager and a letter of reply is dispatched. In such cases, at least
the first and last transactions must be documented. It may be necessary to document the
executive of fi ciaguptethaldedisiober ati ons | ead

In connection with the development of task systems for standardised case handling, it is
important that the various transactions are identified and that the central transactions generate
documents which can be captured and archivelde inner core.

Records must have a unique identification within a particular archive. Noark 5 does not set out
any requirements concerning what this code should look like. As regards registry entries, it is
recommended that the same template thatusead in previous versions of the Noark standard
continuesto be used. The identification from the file level is inherited andaberd are

numbered consecutively within the file, e.g. 2008/12845

Record types

In the same way as Noark 5 is flexible as regards the file level, the standard is also flexible as
regards theecordlevel. Not all task systems need as much metadata at this level.

Simplified record

In physical case records, it has been commonplacade plocuments which are subject to an
archive obligation (not subject to archive restriction), but not a recordkeeping obligation, in the
case cover without this being registered in the records. Corresponding functionality should also
be possible in an a&onic records system. Here, the documents must necessarily be

registered, but this will take place automatically and with the least possible metadata. It must
not be possible to search for and bring up this type of document according to content, and it
must also not be included in the ordinary identification (numbering) of registry entries. These
documents will also not be included in official records. However, it must be possible for them

to be included in a transfer export if they are important arahaterial, and it must be
possible to screen them internally. Il n Noa
this is specified as a separateordtype calledsimplifiedrecord A simplified recordcontains

all metadata which are necessarypider to link therecordto the rest of the records structure.
These are metadata which must also be included in all therettwedtypes. Metadata for

simplified recordare therefore obligatory, even if the solution itself does not implement any
functon f or fAarchiving without recordkeepingo.

Basic record

In the same way as there is a file type called basic file, there is also a sepayaitype
calledbasicrecord This contains the minimum fundamental metadata that must be included in
all task systms. A basic file can form a starting point for other file types for specialised task
systems.

Registry entry
A registry entryfrom Noark 4 constitutes a separegeordtype in Noark 5. Aegistry entry

represents an fAent ry eiachronoogicallis af imcordirgand T h e |
outgoing documents and, where applicable, internal documents that form part of case handling.
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By way of comparison, basicrecordr e pr esent s

a gener al
systems, including those that dot contain correspondenbased documents.

nentry

Therecordtype registry entry is obligatory for case records. All documents that are subject to a
recordkeeping obligatiom the public administration must be registered as registry entries and

be included ircase records.
If a system based on Noark 5 is to be used for case records only, there is nothing to prevent the
entryo
with Noark 4. In this standardecordis usedas a general designation for record units which
document transactiongRé€gistrering
translation of the corresponding term in MoReq2, which is c&kszbrd.

term
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No. Name Type |Occ. |Tra |Remarks

ns.

M001 \systemID O |One A

M081 \recordype O |One A

M600 | createdDate O |One A

M601 | createdBy O |One A

M604 |archivedDate B |One A |Must be assigned a val
when the document is
archived.

M605 |archivedBy B |One A | Must be assigned a val
when the document is
archived.

M200 |referenceParent O |One A |Reference to file, where
appropriate to class.

M208 \referenceRecordssection V |One A |See remark 1 below.

M207 |referenceDocumentdescription B |Many | A |Obligatory for electronic
records (electronic
documents)

M216 \referenceDocumentobject V |Many | A |Seeremark 2 below.

Remarks:

1. Reference teeriesmay be relevant if aeriesis used to control preservation and disposal
decisions for particularecordtypes (document types).i§lalsoapplies if aseriesis used to
separate paper documents and electronic documents within the same folder. Ingrincipl
this contradicts th®irector General of thélational Archival Servicds pr ovi si ons,
does open up this possibility in exceptional cases. Referensesdswill also occur if the
folder level is deleted, which could be permissible for certmsh systems.

2. Direct reference to document object could be used for certain task systems with automatic
document capture. The preconditions then are that each registry entry only contains an
individual document and that this document is not linkeathier registry entries.

Metadata for Basic record
In addition to the metadata froBimplifiedrecord, a basiadecordmust contain the following:

National Archival Services of Norway, 03.04.2009 Version 2.1



Sections Noark 5 inner core

Page69 of 268

No.

MO004

M020

Name

recordD

title

Type

Occ.

One

One

Tra
ns.

>

Remarks

Corresponds to the
combinationof case
number andlocument
number in Noark 4 in
connection with case
records. It is
recommended that the
format (yy/nnnnnn
nnnn) continue to be
used in case records.

MO025

officialTitle

o

One

Obligatory for transfer i
words in the title are to
be screened.

MO021
M022

\ description
\ keyword

< <

One
Many

> >

M024

author

Many

Obligatory in basic
record but can be
replaced by executive
officer in registry entry.

M300

documentmedium

One

Obligatory for mixed
physical and electronic
records.

M301

‘ storagelocation

One

For physical records.

Metadata for Registry entry

In addition to the metadata frosimplifiedrecordandbasicrecord, a registry entry must
contain the following:

No. Name Type |Occ. |Tra |[Remarks

ns.

MO0Q9 |serialnumber B |One A | Obligatory for case
records. Itis
recommended that the
format in Noark 4
(nnnnnnn/yy) continue
to be used.

MO082 |registryentrytype B |One A |Obligatory for case

records and task syster
with correspondence
documents.
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No. Name Type |Occ. |Tra |Remarks

ns.

MO053 |recordsstatus B |One A | Obligatory for case
records.

M101 |registrydate B |One A |Obligatory for case
records.

M103 |documentDate V |One A

M104 |receivedDate B |One A | Obligatory for case
records and task syster
with correspondence
documents if the
communication is
electronic.

M105 |sentDate B |One A | Obligatory for case
records and task syster
with correspondence
documents if the
communication is
electronic.

M109 |duedate V |One

M110 \confidentialityassessedDate V |One

M305 ‘numberoprpendices V |One A | For physical records.

M106 \IoanedDate V |One For physical records.

M309 \IoanedTo V |One For physical records.

Metadata for Clients

Metadata for clients must be grouped into metadata for registrgy €tint isobligatory and
may occur one or more times in a registry entry.

No. Name Type Occ. | Tra |Remarks

ns.

MO087 | clienttype B |One A |Obligatory for case
records and task syster
with correspondence
documents.

M400 |clientName B |One A | Obligatory for case
records andask system
with correspondence
documents.

M406 |postaladdress V |One A

M407 | postcode V |One A
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No. ‘Name Type |Occ. |Tra |Remarks
ns.

M408 | postaltown V |One A

M409 \foreignaddress V |One A

M410 \emailaddress V |One A

M411 |telephonenumber V |One A

M412 \contactperson V |One A

Metadata for Case responsibility

Metadata for case responsibility must be grouped into metadata for registry entry. In the case
of internal documents which must be followed up, there is a need to group information
concerning case responsibility because it may occgewveral occasions (on both the sender

and the receiver side). Case responsibility is obligatory and may occur one or more times in a

registry entry.
No. Name Type |Occ. |Tra |[Remarks
ns.

M305 |administrativeUnit B |One A | Obligatory for case
records.

M307 |executiveofficer B |One A | Obligatory for case
records.

M308 ‘registrymanagementunit V |One A

Metadata for Meeting file
Meeting file is defined in a separate section: See Meeting and board handling.

Requirements for Record

Req. [Structural requirements for Record Type |Remarks
no.
5.5.1 [Ilt must be possible for &implifiedrecordto be divided | O
into different types.
Remarks: In the conceptual model, this is resolved
through specialisation, i.e. expansions for each type.
5.5.2 |If the File level is used, &implifiedrecordmust belong| O
to (only) oneBasic fileand aBasic filecan contain no,
one or severdbimplifiedrecords.
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Req. [Structural requirements for Record Type |Remarks
no.
5.5.3 |If the File level is not used,@implifiedrecord must B |Only relevant for
belong to (only) on&eriesand aSeriescan contain no, certain task
one or severdbimplifiedrecords. systems.
Remarks: This is outlined in the model via an
EITHER/OR constraint.
5.5.4 |If the File level is not used,@implifiedrecord must B |Only relevant for
belong to only on€lassand aClasscan be included in certain task
no, one or sever&@implifiedrecords. systems.
Remarks: This is outlined in the model via an
EITHER/OR constraint.
5.5.5 |It must be possible for @implifiedrecordto contain no,f O |See remarks.
one or severddbocument descriptiorsnd aDocument
descriptionmust be included in one or mdsanplified
records.
5.5.6 |It must be possible to expand&anplifiedrecordto a O |As a minimum
Basicrecord requirement, all
task systems musi
contain metadata
for Simplified
recorcs +Basic
record.
5.5.7 |It must be possible to expandasicrecordto aRegistry B |Obligatory for case
entry. records.
5.5.8 |It must be possible to definaegistry entryas being of | B | Obligatory for case
di fferent types (ANoark records.
5.5.9
5.5.10 |A Registry entrynust have registered@ase Obligatory for casg
responsibility (i.e. administrative unit, Executive offic¢ B |records.
and where appropriateragistry management unignd it
must be possible for@ase responsibilityo be included
in no, one or several Registry entries.
5.5.11 |A Registry entrynust have registeredGientand a B |Obligatory for casg

Clientmust be included in (only) oriRegistry entry.

records.

Remarks: There may also be some task systems where the document description level can be

omitted. This will typically concern task systems with automatic document captwrech
only one document is linked to tteeordandin whichthe document is not included in other

fonds
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Req. |Functional requirements for Record Type |Remarks
no.

5.5.12 [There must be a service/function for updatiriRegistry | V
management undn aRecord(Registry entry).

5.5.13 [There must be a service/function for updating an O
Administrative uniendExecutive officeon aRecord
(Registry entry).

5.5.14 [There must be a service/function for updatir@ianton| O
a Registry entry

5.6 Document description and Document object

Document description

A document is an object that can be handled as a unit, regardless of what it contains. In order tc
underline this, we can use the tamdividual documentA recordthat documents a transaction

will normally consist of just one individual document. The document description contains
metadata for individual documents.

However, in some cases, ttezordmayconsist of several documents. The most common
situation is a rmin document with appendices, where the main document and each of the
appendices each constitutes an individual document.

In the user interface, it should be possible to hide the document description level. Task systems
that will never contaimecord with more than one individual document do not need this level

at all. In the model, this is resolved by adding a direct reference beResendand

Document object.

Disposal
It must also be possible to carry out preservation and disposal at this levedsedon

document types. It must also be possible to screen individual documents, e.g. the main
document may be unclassified, while the appendix is screened.

Noark 4

In Noark 4, it was not permitted for a document to be linked to several registry estaies a
main document (although there could be a main document in one registry entry and an
appendix in another one). This restriction has been lifted in Noark 5.

Document object

Document object is the lowest metadata level if@helsstructure. A documentopect must

refer to one and only one file. This file containsyée sequencevhich represents an electronic
document. If the document is archived in seveeasions we must have a document object for
each version. Each version of the document canb@sochived in several differefurmats

and separate document objects must then also be created for each format. In some cases, it m:
also be appropriate to creat&riantsof individual documents. The most common variant will

be a publicly available vsion of the document from which confidential information has been
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removed, so that the variant can be made publicly available. The document object will contain
more technical metadata than the other record units.

What appears to be a document (a defimgt) to users can be stored as several files in the
system. A common example is an HTML document with associated graphidsich each
graphic element is saved aseparate file. Saving documents in this way in an active solution
based on Noark 5 is erely permissible. However, in the case of export for transfer, the
individual document (i.e. versions and variants of documents) must be represented as an
individual file. Requirements are imposed concerning the transfer format that can be used.

Conceptu al model for Document description and Document object

RECORD

- SCREENING
DOCUMERNT LINK
el 0..1
o - PRESERVATICHN
a. 0..1 AND DI 5P SAL
DOCUMENT /
DESCRIPTICN 0.~

[
gither / or

0.~
a.=

! DOCUMENT
OBJECT

<Conceptual model for Document description and Document object>

Metadata for Document description

A document description can be linked to more thanrenerd and in the case of transfer,
metadata will be duplicated for each link.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section5 Noark 5 inner core Page75of 268

No. Name Type |Occ. |Tra |Remarks
ns.

M001 \systemID O |One A

MO083 ‘documenttype B |One A

MO054 |documentstatus B |One A | Obligatory for case
records.

MO020 |title B |One A | Obligatory for case
records.

M021 ‘description V |One A

M024 \author V |One A

M600 \createdDate O |One A

M601 | createdBy O |One A

M300 |documentmedium B |One A | Obligatory for mixed
physical and electronic
fonds

M301 \storagelocation V |One

M216 \referenceDocumentobject O |Many

Remarks: In certain task systems with automatic document capture, document description can
be omitted and none of the metadata above will then be obligatory. The reference will then go
directly fromrecordto document object. The preconditions for thisthed therecordis only

linked to one document and that this document is not linked to rettencs.

Metadata for Document link

Metadata for linkingRecordand Document object. Because it must be possible to link a
document to more than onecord thefollowing extra metadata are required. In the case of
transfer exports, these metadata must be merged with metadata for the document description.
In the transfer export, metadata for document description will be duplicated for each occasion
that the docunm@ description occurs in the export.

No. Name Type (Occ. | Tra |Remarks
ns.
M206 |referenc®ecord O |One
M217 |linkedRecordAs O |One Speci fies

the document in relatiol
to therecord(main
document, appendix,
etc.).

MOO7 |documentnumber O |One Numbering of the
documents within a
record
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No. Name Type |Occ. |Tra |Remarks
ns.

M620 |linkedDate O |One

M621 |linkedBy O |One

Remarks: Documentlink has no reference to the document description. In connection with
transfer, metadata for document link will be included in metadata for document description.
(However, in a database model, a table for document link must of coursa hefeeence to
bothrecordand document description).

Metadata for Document object

No. Name Type |Occ. |Tra |Remarks

ns.

MO001 \systemID O |One A

MOO5 |versionnumber O One A | ldentification of version
within the same
document. See also
remark 1 below.

M700 |variantformat O |One A | Specification of whethe
it concerns production
format,archival format
screened document, et
See also remark 2 belo

M701 \format O |One A

M702 ‘formatDetaiIs V |One A

M600 ‘createdDate O One A

M601 | createdBy O |One A

M207 ‘referenceDocumentdescription O One A

M206 |referenc®ecord B |One A | Only applies to task
systemsn whichthe
document description
level is omitted.

M218 |referenceDocumentfile O One A | The reference to the
document fi
I.e. file directory
structure + file name.

M705 |checksum O One A | Generated when the
transfer export is
produced.
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No. Name Type |Occ. |Tra |Remarks

ns.

M706 |checksumAlgorithm O |One A | Generated when the
transfer export is
produced.

M707 |filesize O |One A | Generated when the
transfer export is
produced.

Remarks

1. This concerns archived versions of the same document. All the archived

2.

variants must be included upon transfer.

In connection with transfer, only documents in transfer format must be
included. If documents occur amchival formatand do not needtbe
converted, 1t is 1| mpArchivadformadt last stoloe
the document is created. If sections of the document are to be removed, both
the original document and the screened document must follow.

Requirements for Document descri ption and Document object

Req.
no.

Structural requirements for Document description Type |Remarks
and Document object

5.6.1

It must be possible for @implifiedrecordto consistof ng O
one or severddbocument descriptionsnd aDocument
descriptionmust be included in one or masemplified
records.

Theserecords can be linked tdiles which belong to
differentseriesandfonds

5.6.2

It must be possible to divideocument descriptiomto O
different types.

5.6.3

A Document descriptiomust have one or more O
Document objectand aDocument objeatan be includeg
in no or oneDocument description.

5.6.4

If Document descriptiors not usedDocument object B |Only applies to
must belong to (only) on8implifiedrecordand a certain task
Simplifiedrecordcan contain no, anor severaDocumen systems.
objects.

Remarks: This is outlined in the model via an EITHER
constraint.

5.6.5

It must be possible for document descriptiofor a V  |For physicafonds
physical document (e.g. paper) to have a reference to
storage location for the document.
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Req. Structural requirements for Document description Type |Remarks
no. and Document object

5.6.6 |It must be possible forRocument objedhat is linked to| O
the samealocument descriptioto refer to different
versionsof the document.

5.6.7 |It must be possible forRocument objedhat is linked to| O
the samealocument descriptioto refer to different
variantsof a document.

5.6.8 |It must be possible for @Bocument objedhat is linked to| O
the samealocument descriptioto refer to the same
document stored in differefdrmats.

Req. Functional requirements for Document description Type |Remarks
no. and Document object

5.6.9 |There must be functions which, on creation of a new O
document, link the new document tdacument
description.

5.6.10 |It must be possible to creat®acument description O
without an electronic document.

5.6.11 |There must be a function/service for archivingoneor| O
more versions/variants/formats of a document.

5.6.12 |It must not be possible to delete an archived documer; O
However, it must be possible delete older versions of
the document.

5.7 Common functionality for the  fonds structure

5.7.1 Keyword

It should be possible to add one or more keywords to a class, a basic filasacracord

Keyword must not be confused with faceted classification basespanwords. While the
classifications hou!l d gi ve i nf or ncanteki(thefunotion thatceated the u me
document), th&&eywordsshouldindicates o met hi ng ab o wanteritihe d o c u me
purpose of keywords is to improve the search opjpdres for a class, file aecord

Keywords can be linked to a controlled glossary (thesaurus). It is not obligatory to implement
keywords.
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Conceptual model for Keyword
0..1
CLASS SUB
o 0.- CLASS
0.1
0.1
g.r 0.~
KEYWORD BASIC FILE 01
a.= 0.+ suB
a.- FILE
0.1
T
0.~ gither / or
SIMPLIFIED
RECORD 0.+
!
BASIC RECORD ﬁl
<Conseptual model for Keyword>
Metadata for Keyword
No. Name Type (Occ. | Tra |Remarks
ns.
M022 ‘keyword V Many | A
Requirements for Keyword
Req. Structural requirements for Keyword Type |Remarks
no.
5.7.1 |It must be possible for @lassto have registered no, on¢ V
or severaKeywordsand it must be possible for a
Keywordto form part of no, one @everalClasses.
5.7.2 |lIt must be possible for Rasic fileto have registered no,| V
one orseveraKeywordsand it must be possible for a
Keywordto form part of no, one aeveraBasic files.
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Req. Structural requirements for Keyword Type |Remarks
no.

5.7.3 |It must be possible for Basicrecordto have registered | V
no, one oseveraKeywordsand it must be possible for i
Keywordto form part of no, one aeveraBasicrecords.

Req. Functional requirements for Keyword Type |Remarks
no.

5.7.4 |There must be a service/function for linking one or mg V
keywords to classes, files aretord (exceptsimplified
records).

5.7.2 Cross -reference

This is a reference across the hierarchy ifdhesstructure. The reference can go from one
file to another file, from oneecordto anotherecord from a file to aecordor from arecordto
a file. Reference can also be made from one class to another class.

The crosgeference will also cover expandeldsses (specialisations). As Crosterences are
linked to Basic file an®asicrecord this means that References are also linked to all the
expansions (specialisations) under these (Case file, Meeting file and Registry entry, Meeting
recorg.
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Conceptu al model for Cross -reference

0.1 CLASS 0.1 REFERRED BY
EI..I—
SUB 0.7 REFERRED TO
CLASS
0..1
0.* 0. o~
o1 BASIC FILE 0.1 REFERREDBY  0.- -
SUB REFERENCE
FILE | 0. 0.1 REFERREDTC g -

/<7 0.1 0. 0.
CASE FILE MEETING FILE

.=

REFERRED BY

SIMPLIFIED RECORD

REFERRED TO

BASIC RECORD

A AN

RECCORD ENTRY MEETING
RECORD

< References in the Record structure>

Metadata for Cross -reference

Metadata for crosseference must be grouped into metadata for class, basic fiss@record
Crossreference is optional and may occur on one or more occasions.

The reference can go from one class to another class, from one file to another file, from one
recordto anotherecord from a file to arecordand from aecordto a file. The crosseference

will also cover specialisations. A cressference can there®igo from a meeting file to a case

file. References between classes are optional.

No. Name Type |Occ. |Tra |[Remarks

ns.
M219 \referenceToCIass V |One A | Grouped into class.
M220 \referenceFromCIass V |One A | Grouped into class.
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No. Name Type |Occ. |Tra |Remarks
ns.

M210 |referenceToFolder V |One A | Grouped into file or
record

M211 |referenceFromFile V |One A | Grouped into file or
record

M212 |referenceT®ecord V |One A | Grouped into file or
record

M213 |referenceFroiRecord V |One A | Grouped into file or
record

Requirements for Cross -reference

Req. Structural requirements for Cross-reference Type |Remarks
no.

5.7.5 |From oneClass it should be possible to refer to one ¢ V
severabtherClasses.

5.7.6 |It should be possible to refer taCéassfrom one or \
severabtherClasses.

5.7.7 |From oneBasic file it should be possible to referto o B |Obligatory for
or severalotherBasic files. case records,
relevant to many
task systems.

5.7.8 |It should be possible to refer tdasic filefrom one or | B |Obligatory for
severalbtherBasic files. case records,
relevant to many
task systems.

5.7.9 |From oneBasic file it should be possible to referto o B |Obligatory for
or moreBasicrecords. case records,
relevant to many
task systems.

5.7.10 [It should be possible to refer td3asic filefrom one or | B |Obligatory for
severaltherBasicrecords. case records,
relevant to many
task systems.

5.7.11 |From oneBasicrecord, it should be possible to refertyf B |Obligatory for
one orseverabtherBasicrecords. case records,
relevant to many
task systems.

5.7.12 |It should be possible to refer t@asicrecordfrom one| B |Obligatory for
or severalbtherBasicrecords. case records,
relevant to many
task systems.
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Req. Functional requirements for Cross-reference Type |Remarks
no.
5.7.13 |There must be a service/function that store, retrieve] O
alter and deletex Crossreference between:
e Basic files
e Basicrecords
or to references between them.
5.7.14 |There should be a service/function that store, V

e Classes

retrieve, alter and deleta Crossreference between:

5.7.3 Remarks

It must be possible to link one severakemarks to a basic fildasicrecordor document
description. Remarks must be used to document special circumstancesninghe case
handling and archiving of documents and this information must be included in transfer exports.

As regards the approval of documents in flow, there is a separate metadata element for remark:

I see section 6.6 Document flow.
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Conceptual model for Remarks

BASIC FILE

suB

0.1
FILE L 0.4

ﬁ Q.1 ‘;\
CASE FILE MEETING FILE REMARK

a.- a.-
gither [ or

SIMPLIFIED
RECORD

BASIC RECORD

[ A

RECORD ENTRY MEETING
RECORD

o..*

DOCUMENT
DE SCRIPTION

<Remarks in the record structure>

Metadata for Remarks

Metadata for remarks must be grouped into metadata for basigafierecordand document
description. Remarks are optional and may occur on one or more occasions.

No. ‘Name Type |Occ. |Tra |[Remarks
ns.

M310 ‘remarktext V |One A

MO084 |remarktype V |One A

M611 | remarkdate V |One A
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No. Name Type |Occ. |Tra |Remarks
ns.
M612 \remarkRegisteredBy V |One A

Requirements for Remarks

Reg. Structural requirements for Remarks Type |Remarks
no.

5.7.15 |A Remarkmust be included in (belong to) eitheBasic| B |Obligatory for cast
file, Basicrecordor Document description. records, relevant t
many task system

Remarks: This is modell
constraint in the conceptual model.

5.7.16 |It must be possible for Rasic fileto be linked to no, B |Obligatory for cast
one or mordRemarks. records, relevant t

many task system

5.7.17 |It must be possible for BRasicrecordto be linkedto no,| B |Obligatory for cast
one or mordRemarks. records, relevant t
many task system

Req. Functional requirements for Remarks Type |Remarks
no.

5.7.18 |There must be a service/function that can register a| B |Obligatory for cast
Remarkio aBasic fileor Basicrecord records, relevant t
many task system

5.7.19 |If more than one remark is linked tdasic fileor a B |Obligatory for cast
Basicrecord the metadata must be grouped togethe records, relevant t
upon export and exchange. many tasksystems|

5.7.20 |It should be possible to freely define types of remark V

5.8 Document capture

Electronic documents that are created or received as part of the case handling may have their
origins in both internal and external sources. The electronic documdrtiave many

different formats and be produced by different authors, and may be either simple files or
complex documents.

Some documents are produced internally within an organisation as part of case handling.
Others are received through various commoation channels, e.g-mealil, fax, post, SMS and
self-service solutions on the internet.

A functionfor flexible document capture is essential for handling this. It must also be possible
to capture documents completely independent
be appropriate to establifimctions for document capture from office suppequipment
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(word processors, spreadsheets, etam)ad, video, websites, scanned documents and audio
recordings.

In some contexts, it will also be appropriate to capture other types of document, such as blogs,
compressed files, electronic calendaegadrom geographic information systems, multimedia
documents, documents that contain links to other documents, instant messaging services, text
messages to mobile telephones (SMS), pictures to mobile telephones (MMS) and wikis.

Structure and content spication (XML form) for general document capture will follow in a
later version of Noark 5.

Req. Functional requirements for document capture Type |Remarks
no.

5.8.1 |There must be functionality for capturing electronic | O
documents independently of file format, methods for
technical coding, sources or other technical
characteristics.

5.8.2 |Data capture must take place in such a way that the] O
documends appearance (layourttegrity) is maintained.

5.8.3 |Data capture must take place in such a way that the] V
documents content integrity is maintained.

5.8.4 | There should be functionality for fully automatic Vv
document capture.

5.8.5 |In connection with fully automatic documesdpture, it| B
must be possible to link all obligatory metadata to th
document.

5.8.6 |In connection with fully automatic document capture| B
must be possible to link documents to a classificatio
system.

5.8.7 |In connection with fully automatic document capture| V
should be possible to link documents to onsexeral
files or classes in the record structure.

5.8.8 |There must be no restrictions on the number of O
documents that can be linked to a class or file.

5.8.9 |There must be no restrictions on the number of O
documents that can be archived in the solution.

5.8.10 |There must be functions for ensuring that all O
components in a composite document are captured.

5.8.11 |There must be functions for ensuring that a composi O
electronic document is handled as an enitityyhichthe
relationship between the components and the

d o ¢ u metarnafsteucturens maintained.
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Requirements for batch import, electronic forms for completion via the internet, electronic
document exchange and migration between Noark solutions are described in section
6.3 Electroniccommunication

5.9 Retrieval

fiRetrievabi s defi ned as the inner coreb6s scope t
outer core and Noark 5 complete request, e.g. when a search is initiated frorargptask
system.

In order for the outer core and complete solutions to be able to produce statutory and optional
reports and statistics, it is essential that the core is provided with services or functions for
retrieval and logical combinations of metadd@ablic registries are an example of such a
statutory report.

Searching in metadata is carried out through searching individual metadata elements or a
combination of metadata elements, or with the aid of a free text search, e.g. searching
according to @iven text string in a set of metadata elements.

Document retrieval is typically carried ou
document description metadata. If the format permits, free text searches can be performed in
documents.

Seach results must take into consideration access to documents in the core and to the
screening of information.

Req. Functional requirements for retrieval Type |Remarks
no.
5.9.1 |There must be services/functions for O

retrieving/searching for metadata.

5.9.2 |Whensearching, it must be possible to create logical O
combinations of metadata.

5.9.3 |When searching in metadata, it must be possibleto| O
left- and righttruncation, as well athe marking of one
or more characters in the search criteria.

5.9.4 |In metadatalements which represent dates, it must| O
possible to search for date intervals.

5.9.5 |In metadata elements that represent dates, it musty O
possible to search for periods that fall before or after
given date.

5.9.6 |It must be possible to perform freext searches in O
metadata.
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Req. Functional requirements for retrieval Type |Remarks
no.

5.9.7 |When performing free text searches in metadata, ity O
be possible to search for several search terms comk
using Boolean operators.

5.9.8 |There must be services/functions for O
retrieving/searching for documents.

5.9.9 |It must be possible to retrieve documents on the bag O
document metadata.

5.9.10 |It must be possible to perform free text searchesing O
document if the format permits.

5.9.11 |Search results must reflect current access. O

5.9.12 |Search results must be necessaiyeened. O

5.9.13 |It must be possible for uppeaand lowercase lettersto | O
be handled as equivalents when searching.

5.9.14 |There should be a service/function to cancel a seardq V
that has been initiated.

5.9.15 |The search functions should be organised so that w| V
searching for a term in Norwegian bokmal form, the
user also gets hits for the corresponding Nynorsk fo
and vice versa.

5.10 Retention and disposal

Disposal means that electronic documents are removed froioniiestructure. If the

document is not linked to othexcords, a disposal will also result in the document being
deleted entirely from the Noark 5 soluti@isposal of physical documents means that they are
picked from the place where they are stored angldsted or destroyed appropriately.

The number of files and associated archive documents in an archive will increase gradually. As
time passes, older files will become more and more irrelevant fortlscreator. In purely

general terms, it is assumedyttttze public bodies will have no administrative need to retain
archive material that is more than 30 years old. However, there will be material that must be
preserved for longer, and there will also be material that can be disposed of after a shorter
periad of time. In many cases, the preservation time will be set out in laws and regulations. In
accordance with accounting legislation, accounting documents can be disposed of after just 10
years. Patierfondson the other hand must be retained for much Igrfgeup to 10 years

after a patient has died. Some types of health information will therefore have an administrative
lifetime of over 100 years.

TheDirector General of thBlational Archival Servicebas authority to take preservation and
disposal decisns concerning official archives. This means that offimaldscreators cannot
freely dispose of their documents as they wish. A preservation decision means that the archive
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material concerned must be preserved without any time restriction and thist iben
transferredto an archive repository. Transfer is described in section 4.2.12.

Disposal of electronic documents

Disposal is just as relevant to electrofundsas it is to physicdlonds Longterm preservation

and administration (e.g. conversianrtew formats) of large numbers of electronic documents

IS as expensive as the letegm storage of physical documents. Howefiagnceis not the

only reason why all documents thetveno preservation valuiefor either thefondscreator or

the archive authoritieis should be disposed of on an ongoing basis. The flow of information is
overwhel ming in todayds society, and the m
more difficult it can be to search for and find theommfationyou really need.

Disposal does not mean that you have to go in and assess the preservation value of every singl
document. In order for the disposal of electronic documents to be practicable, preservation and
disposal criteria must be establistsdn overall level, i.e. at a madevel. International

archive theory argues fdunctionbased macralisposal.This means that the archive
document sé preservation value dependsion t|
and not on the agal content of the document. There is also agreement in Norway that
function-based disposal at macro level can be an important method, although some people
claim that consideration must also be givel

" Methods for preservation and disposal are described in the report from the Preservation Committee
(Bevaringsutvalgt(2002).
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Conceptual model for

SUB
CLASS

CLASS

Preserv ation and disposal

5UB

FILE 0.*

BASIC FILE

0.1

a.=

SIMPLIFIED
RECORD

1.

o.=

DOCUMENT
DESCRIPTION

S5ERIES

< Disposal in the record structure>

Metadata for Preservation and disposal

Metadata for preservation and disposal must be grouped into metadsgadeiclass, file,
recordand document description. Metadata for preservation and disposal are optional and can

OCcur once.

0.1 0.1
N

PRESERVATION
AND MSPOSAL

In Noark 4, these attributes have different names depending on the levelandbstructure
to which they are linked. Referencesattributes at case level are shown below.

Metadata for disposal

No. Name Type |Occ. Tran |Remarks
S.

M450 | disposaldecision B One A

M453 |disposalauthority V |One A

M451 | preservationtime B One A
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No. Name Type | Occ. Tran |Remarks

M452 |disposaldate B One A

A preservation and disposal decisioricates what is to happen to the documents when the
preservationtiméhas el apsed. Obligatory values are
and ATo be assessed | atero. Tha0yparseTheer vat i
disposal dates calculated automatically based on the preservation time. The preservation time
begins to elapse the moment a case file is finalised. However, it must also be possible to
establish other rules for calculating the disposas.dat

Functonbased di sposal assumes that the cl assiHf
functions and activities. In Noark 5, it must be possible to set preservation and disposal
decisions in the individual classes in a classification system c@hishen be automatically

passed on to all files that are assigned to the class.

It must also be possible to set preservation and disposal decisiorsefagsarl his will then

mean that all files in theerieswill inherit the same decision. If inhentee takes place from
theseries it will not simultaneously be possible to inherit from the classes. Preservation and
disposal decisions for masgriesare first and foremost of relevance in connection with
certain task systems that producecsa | | a@ldt yige nser i eso.

It must be possible for inheritance to take place further dowectwrdand document
description level. Although disposal often involves entire files, it must be possible to preserve
one or more of theecords in the file and dispose tfe resf

It is expected that all requirements linked to preservation and disposal will be met in a standard
case records system. If it is established through a decision approvedbsettier General of
theNational Archival Servicethat disposal is not to take place from the solutiba,

requirements other than 5.10.1 need not be fulfilled.

Req. Structural requirements for Preservation and Type |Remarks
no. disposal

5.10.1 |It must be possible for &eriesto have registered no of O
oneDisposal decisiomnd aDisposal decisioran be
included in no, one weveralSeries

5.10.2 |It must be possible for @lassto have registered no or] B |Obligatory for

oneDisposal decisiomnd aDisposal decisioran be disposal beyond
included in no, one weveralClasses. series

5.10.3 [It must be possible for Basic fileto have registered n¢ B |Obligatory for
or oneDisposal decisiorand aDisposal decisioran be disposal beyond
included in no, one weveraBasic files. class.

8 An example of this could be an appointment case, where ydutavidispose of all applications from the
unsuccessful applicants.
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Reg. Structural requirements for Preservation and Type |Remarks

no. disposal

5.10.4 |It must be possible for @implifiedrecordto have B |Obligatory for
registered no or on@isposal decisiorand aDisposal disposal beyond
decisioncan be included in no, one severalSimplified basic file.
recoras.

5.10.5 |It must be possible for Rocument dscriptionto have B |Obligatory for
registered no or oneisposal decisiomnd aDisposal disposal decisions
decisioncan be included in no, one severaDocument beyondsimplified
descriptions. record

Req. Functional requirements for Preservation and Type [Remarks

no. disposal

5.10.6 | There must be a service/function for updating dispos B |Obligatory if
decisions, disposal authority and preservation time f requirements
Class. 5.10.2i 5.10.5 are

met.

5.10.7 | It must be possible for metadata concerning preserv. B | Obligatory if
and disposal for €lassto be passed on felle, requirements
Document descriptioandDocument object. 5.10.2i 5.10.5 are

met.

5.10.8 | There must be a service/function for updating dispos B |Obligatory if
decisions, disposal authority and preservation time f requirements
Series 5.10.2i 5.10.5 are

met.

5.10.9 | It must be possible for metadata concerning preserv. B | Obligatory if
and disposal for &eriesto be passed on tele, requirements
Document descriptioandDocument object. 5.10.2i 5.10.5 are

met.

5.10.10| If the inheritance of metadata concerning preservatic B |Obligatory for
and disposal is to take place fra@ries this must function for
override the inheritance of metadata from the classe inheritance of

disposal code.

5.10.11 There must be a service/function for registering a B |Obligatory for

disposal decision for &ile, Recordor Document
description.

The disposatlecision must consist of the following
obligatory values:

1. To be preserved

2. To be disposed of

3. To be assessed later

Other values can be added.

application of
disposal decisions
beyondseriesand
class.
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backto preservation, all overlying archive objects in |
hierarchy (in an immediately ascending line) must be

altered accordingly.

Req. Functional requirements for Preservation and Type |Remarks

no. disposal

5.10.12 It must be possible to manually register disposal B |Obligatory if
decisions, disposal authority and preservation time f 5.10.11 is fulfilled.
File, Recordor Document description.

5.10.13| It must be possible for the preservation date feile B | Obligatory if
Recordor Document descriptioto be calculated 5.10.11 is fulfilled.
automatically on the basis of preservation time and t
date on which the file was finalised.

5.10.14| Other rules for calculating preservation date should | V
possible.

5.10.15| It must also be possible to register the preservation( B |Obligatory if
for aFile, Recordor Document descriptiomanually. 5.10.11 is fulfilled.
Preservation time will then not be obligatory.

5.10.16/ It must be possible to deactivate the function for B | Obligatory for
inhentance from classes aséries so that metadata function for
concerning preservation and disposal is not passed inheritance of
underlying files. disposal code.

5.10.17| It must be possible to specify that the inheritance of B |Obligatory for
metadata concerning preservation and disposal mus function for
extend down t@ecordand document description. inheritance of

disposal code.

5.10.18 It must be possible for metadatancerning preservatiq B | Obligatory for
and disposal that are inherited from an archive objec function for
all underlying archive objects to be overwritten. inheritance of

disposal code.
5.10.19|If an archive object is set to disposal and then chang B |Obligatory for

function for
inheritance of
disposal code.

Disposal of document types

Preservation and disposal are therefsgentially linked to metadata that are inherited from
the class, or possibly tiseries to all underlying files. In addition, it must also be possible to
perform a general disposal of certain types of document. It should therefore also be possible to

link preservation and disposalrcordtypes, document types or other sadffined types.

Disposal of document types can be implemented through cestardtypes or document

types automatically being linked tesarieshat contains the preservatiordagisposal decision

for that particular type. This decision must then be passed on ttectbrelor document

decision. However, there may also be other ways of implementing this functionality without

usingseries

° An example of this could be advertising enclosures that are enclosed with bids.
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Req. Functional requirements for Preservation and Type [Remarks
no. disposal

5.10.20| There should be a service/function that automatically V
links a particular type afecordor document
descriptions to a preservation and disposal decision

5.10.21 Metadata concerning preservation and disposal will| B | Obligatory if
be passed on to all createstords or document 5.10.20 is fulfilled.
descriptions of the same type.

Overview of documents that are to be disposed of or reassessed

Before disposal isarried out, it must be possible to bring up an overview of documents that

are to be disposed of. Such an overview must include the most important metadata, including
all metadata for preservation and disposal. From this overview, it must also be gossiida

the document itself, so that you can have the document content checked. If the overview
contains documents that are not to be disposed of on this occasion, it must be possible to alter
metadata directly from the overview. It must be possiblama the overview so that it covers
selected documents, e.g. documents linked to a particular class.

In the same way, it must be possible to bring up an overview of documents that are to be
considered for preservation and disposal at a later date. Fhimarily of relevance for

archive material that documents the rights of individuals or organisations, or where there is
uncertainty as to whether or not the documentation need is permanent. For other types of
material, it is not desirable that the optmimassessment in the future is used. From this
overview, it must also be possible to alter metadata directly.

Such functionality will only be necessary in cases wBeregscontain both information which

is to be disposed of and information which is éopbeserved. It is obligatory for ordinary case
records systems to have such functionality. There may be solutions where such advanced
functionality will not be necessary, where a function to open documents from the presentation
of disposable documents Wilot be necessary or where an option to create a special overview
of disposable documents will not be necessary.

All general case records solutions must fulfil the requirements below.

Req. Functional requirements for Preservation and Type |Remarks
no. disposal
5.10.22 It must be possible to bring up an overview of @]

documents that are to be disposed of aftgegific
time. It must be possible to limit such an overview tg
small selection of documents.

5.10.23 It must be possible to bring up an overview of @]
documents that are to be reassessed for preservatiq
disposal after apecifictime. It must be possible to lim
such an overview to a small selection of documents.
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Req. Functional requirements for Preservation and Type |Remarks
no. disposal

5.10.24| The overview must contain the masitportant metadati O
for the documents, including metadata for preservati
and disposal.

5.10.25| It should be possible to open a document for the V
presentation of content directly from this overview.

5.10.26| Authorised users should be able to alter metadata f¢  V
preservation and disposal for the individual documer
directly from the overview.

Deletion of documents and metadata

The criterion for a document being disposable is that the metadata for the disposal decision has
the value ATo beadi spodsegds od@dat anldas passed
solution should check that precedence cases are never permitted.

The disposal of electronic documents invasldeletion of the reference between the metadata

and the documents, so that the documents can no longer be retrieved using metadata. This tak
place through all metadata concerning the document object being removed. All versions,
variants or formats of thdocument must be covered by the disposal. If the same document
(document description) is linked to seveedord, the document must not be deleted from the

file system. If there is no such link, the document must also be deleted.

The disposal of documés is therefore a critical function that mgmgopleshy away from

performing It should therefore be possible to undo a disposal and restore the link to the
documents that have been disposed of; cf. the option in operating systems to retrieve
documentsh at have been fAthrown into the Recycl

It must be possible to limit the actual function for performing disposal to cover selected
documents, e.g. all documents that belong to a particular class. It must be possible to perform
the disposal as an amtatic process, but it must also be possible to ask to be asked whether
disposal is relevant to every single document.

The disposal of documents does not mean that metadata must be deleted. As regards case
records within the public administration, the Aikgs Regulation contains a preservation order
for fAirecord databaseso. This means that me:
generally be preserved and transferred to a repository. It must nevertheless be possible to
specify that disposal also invas the deletion of associated metadata. This will be particularly
relevant for certain types of task system
metadata nor the documents will be preserved.

Metadata for completed disposal
Metadata for compted disposal must be grouped into metadata for document description.
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No. Name Type |Occ. |Tra |Remarks

ns.

M630 |disposedofDate B |One A | Obligatory when
disposal has been carri
out.

M631 |disposedofBy B |One A | Obligatory when
disposal has been carri
out.

Req. Functional requirements for Preservation and Type |Remarks

no. disposal

5.10.27| There must be a function for disposing of all docume B |Obligatory in

that have t he v aobsuhe dispdsal solutions where

decision and where the preservation date is older th disposal is to take

today's date. It must be possible to limit such a funct place and when

to a small selection of documents. necessary to
distinguish
between

disposable and
nondisposable
documents.

5.10.28/'t must not be possible| O
be disposed ofodo for a f
precedence decision.

5.10.29| It must be possible for the disposal to be carried outt B |Obligatory when
automatically for all selected documents, but it must 5.10.27 is met.

be possible to ask to be asked whether disposal is t(
carried out for every single document.

5.10.30 Only authorised users can start a function for the O
disposal of documents.

5.10.31 All versions, variants and formats of the documentn; B
be covered by the disposal.

5.10.32 Disposal must involve all metadata concerning the O
document object being deleted. The document itself
must be deleted from the file system if the documen
(the document description) is not linked to othesrords.

5.10.33| The function for disposal should beeeuted in two \%
stages, so that during the first stage it is possible to
restore the documents that have been disposed of. |
must be possible for the final deletion of document

objects and documents to take place at a later time.

5.10.34| Metadata concerning the document down to docume O
description should as a general rule not be deleted €
if the document is disposed of.
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Req. Functional requirements for Preservation and Type |Remarks
no. disposal

5.10.35| For every document that is disposed of, the date of | O
disposal and the name of the person who performed
dispcsal must be logged at document description leyv,

5.10.36/ It must be possible to specify that both the documen O
and the associated metadata up to file level areto b
deleted when the disposal is effected.

5.11 Periodisation

In the case of physical archiving, it has often been desirable to separate out the oldest and mos
obsolete material from material that is in active use. This material was often placed somewhere
where the storage costs were lower than where the activieeaveis stored. The traditional

term for this isemote storagdg-ondsthat have been put into remote storage will still be kept

by thefondscreator. Sucliondsare in an intermediate stage. The organisation still has a need

to retrieve documents from themote storage archiviebut this need will not arise very often.

It is recommended that remote storage be linked to fixed;detimited periods callefbnds
periods.A fondsperiod can typically be five years, but both shorter and longer periods are
entirely possible. In the case of physical archivpgrjodisationmeans both that documents
are moved from one storage place to another and that this movement is indicagsibhgsth
structure and the metadata that are linked to the documents.

In many cases, periodisation will also be appropriate in electfomits Here, it is not the
consideratiorof the physical storage location that is decisive ratiterthe need for an

overview and rapid retrieval during searches. As the number of files increases, it will become
increasingly impractical to have older finalised files stored together with those which are still
open or which have just been finalised. In connection witttreleicfonds it can therefore

also beof benefitto organise théondsinto anactiveperiod and one or morosedperiods.

This subdivision will then also cover both the electronic documents and the associated
metadata.

The principles for periodisatiothat were introduced in Noark 4 will be continued in Noark 5.
Here, a distinction is made between two main types of periodisation: sharp period division and
division through overlap period.

Sharp period divisiomeans that all open files (ongoing cases) closed period must be

closed and then recreated in a new period (the successor) in connection with teeardxt

This means therefore that documents that belong together will be placed in two different files,
and these will each belong to their own period. These files must therefore be linked together
by a reference. Sharp period division is not recommendedecir@hicfonds

Periodisation wittoverlap periodf al so known as fAsofto period
not finalised at the end of the period, the entireifieith all previousrecordsi must be
moved to a new, active period in connectiorhviite nextrecord This transfer must take place
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automatically for as long as the overlap period lasts. At the end of the overlap period, most
active cases will be transferred to a new period.

The routines for periodisation of different types of file Wil discussed in more detail in the
guidelines. In this standard, only the requirements for metadata and for essential functionality
for implementing different forms of periodisation will be described.

Fonds period and series

Seriesplay a pivotal role irconnection with periodisation. Tiseriesrepresent different

periods and it is the affinity of the files seriesthat determines the period they are placed in.
Theserie®record statugprovidesinformation on whether the period concerned is an active,
overlap or closed period. Tiseriesnust also have a reference between them, so that the
predecessor and successor can be linked together. The successor must be linked to the same
classification system as the predecessor.

Documents that must be periodisgccording to different principles, e.g. functibased case

files that are periodised through an overlap period and personnel files that are periodised on an
ongoing basis as they become obsolete, must each belong to theerwaSeverakeries
canthereforebe active at once and the roarrent periodsnayconstitute several

Afgener at forusperiods.wi t h

Req. Structural requirements for periodisation Type |Remarks
no.
5.11.1 |It must be possible for seriesto contain a texbased 0]

description of the principles to be used in the
periodisation.

5.11.2 | A seriesmust contain references to any predecessor! O
SuUCCessors.

Functionality in connection with periodisation

A serieghat contains aactive periods open for alrecord It must be possible for new files to
be linked to theseriesas they are created.

A serieghat contains alosed periods closed to new files, and the files that already exist must
be finalised. A finalisederies s t heref ore Afrozeno as regar
documents and essentially also for the alteration of metadata.

A serieghat contains anverlap periods in an intermediate position. New files cannot be

linked, but existing filesnaystill be open. A newecordmaybe added to a file during the

overlap period. However, the solution must thetomaticallytransfer the entire file to the
serieshat is the successor. This means therefore that the entire file aecbats and

associated documents change affinity from sergesto another automatically. Before the

status of the overlap period is set to closed, a check must be made to ensure that there are no
more open files left. If there are, the files must either kaifead or transferred manually to the
successor. It must be possible to transfer all open files in a single automated process.
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Although it is not permitted to link new files to a finalisseties it must be possible to move
finalised files to such series If an overlap period is not used (e.g. in connection with the
periodisation of personal files), it may be appropriate to create an serpgwith the status

of a closed period. The personal files can then be moved there on an ongoing basis as they
become norcturrent.

Files can be moved to a finalisedriesmanually, i.e. the link to theerieds altered for each
file. However, there should also be a function for moving a group of files to a finaéised
as a single entity. This could for exape carried out for all files that have been found
through a search based on certain criteria.

The use of periodisation, particularly with overlap periods, is not relevant for all types of
solution. For ordinary case records systems, it is howeverabiiigto have such functionality.
For some, only sharp period divides will be relevant. In such cases, all requirements
concerning overlap periods will cease to apply.

Req. Functional requirements for periodisation Type |Remarks
no.

5.11.3 | It must be possible to link newly created files teesies| O
that contains an actiiendsperiod.

5.11.4 | A serieghat contains an overlap period must be bloc O
for the addition of newly created files. However,
existing files in an overlap period must be open to ne
record.

5.11.5 |If a newrecordis added to a file that belongs teeries| O
in an overlap period, thide must automatically be
transferred to theerie® s successor.

5.11.6 | A serieghat contains a closddndsperiod must be O
blocked for the addition of new files. All files must be
finalised, so that noecords or documents can be adde
either.

5.11.7 It should be possible to finalisesariesn an overlap Vv
period if it still contains open files.

5.11.8 It must be possible to obtain an overview of files thal O
still open in an overlap period.

5.11.9 |It must be possible to transfer open files frosedesn | O
an overlap periodto theerie® s successo

5.11.10 It should be possible to transfer in a single, automat¢ V
process.

5.11.11| It must be possible to move finalised files teegiesthat| B Obligatory for
contains a closed period. function for
periodisation
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Req. Functional requirements for periodisation Type |Remarks

no.

5.11.12| It must be possible to move a group of finalised files| B Obligatory for
seriegthat contains a closed period in an automated general case
process. records.

5.11.13|If the documents in seriesare not electronic (physical O
it must also be possible to record the storage locatio

5.12 Transfer to repository

Transfermeans the transfer of archival material frofo@dscreator to an archive repository.
Publicbodiesmust transfer archival material for which a preservation decision has been taken.
The main rule is that the material must be transferred 25 years after it was created, because it i
then considered to no longer be in normal administrative use. Transjbres the right of

disposal over the material being transferred fronfahedscreator to the archive repository.

The archive repository will be responsible for maintaining the material in future and for

making it available to users.

The transfer of physal fondsinvolves mowng themfrom one storage location to another. The
transfer of electronic archive material means theamsfer exports produced which consists

of metadata and documents and that a copy of this export is sent to the archiveryeposi

most cases, electronic archive material will first be transferredlapasit.lts status will later
change automatically to transfer when it is 25 years old. Upon deposition, the right of disposal
concerning the material will remain with tf@ndscreator. In the case of transfer, the archive
repository will take over the right of disposal. The distinction between transfer and deposition
is entirely based on this right of disposal, and therefore also on the responsibility for all use of
the soluton. The technical and documentation requirements that are imposed on transfer
exports are however identical for both deposition and transfer.

The arrangement with deposition before transfer has been established to ensure that transfer
exports are prepared while the solutions are still in operational use. The reason why such early
transfers of material are not also formalised as transfers igh#fandscreator must remain
responsible for serving both himself and his own users. The archive repository cannot normally
take over responsibility for the management of active solutionstofldscreator can therefore

not delete deposited material ilitthas been given the statiisansferred.

The change in status from deposition to transfer will in normal cases take place when the
youngest part of the material is 25 years old. If the transfer export consists-bagedrfiles,
this change can ka place gradually as each individual year reaches 25 years of age, where
practicable.

Upon transition from deposition to transfer, it may be necessary to produce and transfer a new
transfer export. This will be relevant if the information in the expastlteen corrected in the
production system concerned during the deposition period, e.g. through disposals being carried
out or through changes being made in the screening of metadata or documents. It is however
assumed that the preparation of a data exXpo#rchiving will be organised so that it only

covers closed parts or periods from the solution concerned.
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It is the responsibility of theondscreator concerned to respond to enquiries concerning the
material while it is being stored by the archivpr@s i t or y wDé fho ¢ ihtee &dd.at u

No distinction is made between deposition and transfer in this section. References to transfer here
also cover deposition.

Metadata for transfer

In connection with the production of a transfer export, metadatabawugtnerated concerning

the transfer. These metadata must be transferred in a separate file.

The requirements below are obligatory for all Noark solutions which contain documents that
must be preserved for more than 10 years.

No. IName Type Occ. | Tra |Remarks
ns.

M606 | responsibleExport B |One A

M607 |exportedDate B |One A

M608 ‘numberofFiIesExported B |One A

M609 \numberoRecord;Exported B |One A

M610 ‘numberofDocumentsExported B |One A

M708 |checksumMetadata B |One A

M709 ‘checksumTransfer B |One A

M706 \checksumAIgorithm B |One A

General requirements for transfer exports

General requirements concerning the metadata that transfer exports must consist of and how
metadata and documents must be organised in such exports are defined in ISO 14571 OAIS
(Open Archival System). These requirements will also form the basis foretraxgforts from
Noark 5. This means that transfer exports must constitatémission Information Package
accordance with OAIS. The Norwegian expression for thifseemasjonspakke for

avlevering.

The metadata elements that must be included in porewill be specified in the conceptual

model for Noark 5 and the metadata directory. The structure of the transfer is defined in the
Nati onal Archi val Services of Norwaybés XML
valid formats for the documentar¢hival formas) are defined in thRegulation pursuant to

the Archives Act of 1 December 1999 No. 1566 concerning supplementary technical and
archival provisions regarding the handling of puldiimds Chapter VIII.This Regulation also
contains other guirements concerning transfer exports, e.g. concerning the organisation of
files in the export.

The requirements below are obligatory for all Noark solutions which contain documents that
must be preserved for more than 10 years.
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Req. General requirements for transfer exports Type |Remarks
no.
5.12.1 |It must be possible to produce transfer exports B |Obligatory where
consisting of metadata and documents. transfer to an
archive repository
may be relevant.
5.12.2 |The transfer export must constitute a Submission B |Obligatory where
Information Package, as defined in ISO 14571 OAIS transfer to an
archive repository
may be relevant.
5.12.3 |The format of the metadata component of the transf{ B |Obligatory where
export must be XML (XML 1.0). transfer to an
archive repositcy
may be relevant.
5.12.4 |The character set for the metadata element of the B |Obligatory where
transfer export must be UT&: transfer to an
archive repository
may be relevant.
5.12.5 |Metadata elements that do not have a value mustbq B |Obligatory where
omitted from the transfer export. In other words, the transfer to an
export must not contain empty elements with only st archive repository
and end tags. may be relevant.
5.12.6 |The structure and content of the metadata compone| B |Obligatory where
the transfer export must follow the National Archival transfer to an
Services of Norwayob6s XM archive repository
Noark 5 cores (separate appendix). may be réevant.
5.12.7 |Alphanumeric values in the transfer export must be | B |Obligatory where
representedsingan XML Formi data type string. transfer to an
archive repository
may be relevant.
5.12.8 |Dates without a time in the transfer export must be B |Obligatory where
representedsingan XML Form i data type date. transfer to an
archive repository
may be relevant.
5.12.9 |Dates with a time in the transfer export must be B |Obligatory where

representedsingan XML Formi data type dateTime.

transfer to an
archive repository
maybe relevant.
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Req. General requirements for transfer exports Type |Remarks

no.

5.12.10| The format of documents in the transfer export mustf B |Obligatory where
one of thearchival formas defined in th&kegulation transfer to an
pursuant to the Archives Act of 1 December 1999 N archive repository
1566 concerning supplementary technical and archi may be relevant.
provisions regarding the handling of pubfands
Chapter VIII.

5.12.11| Theorganisation of the files in the transfer export my B |Obligatory where
follow the Regulation pursuant to the Archives Act of transfer to an
December 1999 Nd.566 concerning supplementary archive repository
technical and archival provisions regarding the hand may be relevant.
of publicfonds Chapter VIII.

The scope of a transfer export

The scope of a transfer export from case records must be determined by the content of a
finalisedseries All documents and metadata that are linked ts#r@smust be included in

the export. If the documents are physical, the export will only consist of metadata. All

met adata marked with ATo be transferredo i
if they have a value, i.e. they are not empRecord units that do not have documents linked to
them must also be included in the export. This applies for example to classes that do not
contain files (unsedarchive codes) and also to files that are removed due to incarcect

or the transferforecord to other files.

The export must only contain documentsinhival format If the document has been archived
in several versions, all the document versions must be included. The same applies if the
document has been archived in several variants.

Documents that have been disposed of before the export is produced must not be included.
However, the metadata concerning these documents down to the document description level
must be included.

As an alternative to an export of entseries it shouldalso be possible to produce exports

based on a start date and end date, e.g. createdDate for a file. Exports with a scope based on ¢
records during a given period are most relevant to certain task systems. Such exports will then
be dependent on the affiy to series

The requirements below are obligatory for all Noark solutions which contain documents that
must be preserved for more than 10 years.

Req. Requirements for the scope of a transfer export Type |Remarks
no.
5.12.12| A transfer export from electronic case records must| B |Obligatory where

transfer to an
archive repository
may be relevant.

consi st of al | met adat a
all documents imrchival formain a finalisedseries
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Req. Requirements for the scope of a transfer export Type |Remarks

no.

5.12.13| A transfer export from physical case records must B |Obligatory where
consist of all metadat a transfer to an
finalisedseries archive repository

may be relevant.

5.12.14| All archived document versions in the finalisssties B |Obligatory where

must be included in the export. transfer to an

archive repository
may be relevant.

5.12.15| All archived document variants in the finalisgefies B |Obligatory where
must be included in the export. transfer to an
archive repository
may berelevant.

5.12.16|Documents that have been disposed of when the exy B |Obligatory where

is produced must not be included. However, metada transfer to an
concerning discarded documents down to document archive repository
description level must be included. may be relevant.

5.12.17|1t should be possible to produce a transfer export ba V
on a start date and end date.

Requirements concerning the contents of an information package
for transfer

OAIS groups the contents of an information package into four paais:

e Content InformationThe content or messagé of the documents themselves. It is the
documents that are subject to preservation and they must be preserved with their integrity
and authenticity maintained. Content information will usually coditxt, but it could
also consist of drawings, pictures, sound or video.

e Preservation Description Informatioifhe most important group with metadata.

Subdivided into the following subgroups:

¢ Reference Informatiornique identification of the documerdad metadata. Afbonds
units must be identified with a systemID.

e Provenance InformatiarDocumentation concerning the origin of the archive
documents, e.g. tHendscreator who created them. Metadata linked tdahesunits
ffondd a sede® A ¢ o suthanformation.

e ContextInformaton Documentation of the archive
surroundings. Examples of such information are the link to the activity (the process)
that created the document, when the document was created and who created it.
Relations between differefdndsunits, e.g. the archive documents that belong under a
single common file, also constitute context information. Metadata concerning context
can be found in mosbndsunits, but especially in class, file aretord

e Fixity Information:Metadata which guarantteh at t he document 6s &
integrity has been maintained, i.e. that the document is genuine and has not been alterec
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since it was archived. All documents must be given a checksum and a checksum must
also be generated for the metadata.

e Packaginginformation This is general information that links together all digital objects in
the package. The most important aspect here is the reference between the metadata and the
documents.

e Descriptive InformationThese are metadata that are included incbeand retrieval tools
used by théondscreator (e.g. in Asta systems), which the archive repository itself adds
after transfer. It will often be possible to extract these metadata from the preservation
description information, e.g. name of classificavoa | ue or fi |l e descri gy
Two reports also form part of a transfer: ongoing report and public registry. The archive
repository can publish these as retrieval aids.

In order for it to be possible to interpret digital objects (both docusreend metadata),
representation informatiors also needed. This is also caltedhnical metadatalechnical

i nformation can be |linked to the document
Many technical metadata are not included in Noars5t is considered that much of the data

will be widely known and documented elsewhere (Knowledge Base). This concerns the
detailed documentation of the various document formats for example. As regards the metadata,
the structure of these is documented@aXML form which follows as a separate appendix.

The requirements below are obligatory for all Noark solutions which contain documents that
must be preserved for more than 10 years.

Req. Requirements concerning the content of an Type |Remarks

no. information package

5.12.18|Each document in archival format must be exported| B |Obligatory where
file in the transfer export. Different document versior transfer to an
and document variants are exported as separate file archive repository

may be relevant.

5.12.19|For each document, there must be a document obje| B |Obligatory where
that contains a unique reference to the document filg transfer to an
archive repository
may be relevant.

5.12.20| The document object must contain a checksum that] B |Obligatory where

generated on the basistbe content of the associated transfer to an
document. The algorithm that was used to generate archive repository
checksum must also be documented. may be relevant.

5.12.21|A checksum must also be generated for all metadaty B |Obligatory where
the transfer export. transfer to an
archive repository
may be relevant.
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Reg. Requirements concerning the content of an Type |Remarks

no. information package

5.12.22|Metadata for the entif®ndsstructure must be export§ B |Obligatory where
as a file. If this file becomes very large, the XKtirm transfer to an
for export will open as several files. archive repository

may be relevant.

5.12.23| The change log must be exported as a separate file| B |Obligatory where
transfer to an
archive repository
may be relevant.

5.12.24|Public registries (section 4.3.6.2) and ongoing registf B |Obligatorywhere

(ap. 4.3.6.3) must be included in the transfer. These transfer to an
reports must be selected within the same time perio archive repository
fondgeriodStartDate anbndgeriodEndDate in the may be relevant.

finalisedseries

Comparison with the transfer format in Noark 4

In Noark 4, structured data were to be transferredtalsla exporin XML format. Each tablé as
specified in the technical part of the specification of requireniewtss to be exported to its own

file. The table exports were to contain most attributes in Noark 4. No distinction was made between
metadata and system datde number of table exports would vary from solution to solution

and the way in which the solution was implementég: specification of requirements in Noark

4 consisted of 95 tables, of which 39 contained obligatory attributes. A separate file called
NOARKIH. XML would document the tables and attributes that were included in the exports. The
documentsvere to be exported as individual files, and the references between the table exports and
the documents were to be included as an attribute in the DOC\IRR@ble.

The general idea behind this transfer format was that data could be imported into a distribution
solution that was built around a similar data model to that of the original production solution.
However, in practice, this proved to be difficudtimplement, because the table exports often
contained inconsistent data which rendered importing impossible. Table exports are therefore not
used in Noark 5.

The transfer also contained another type of export, knowneg#a exportReport extracts we

to cover the same cases and registry entries as table exports, but they were to be structured as
hierarchical (nested) XML files. Data was to be sorted and collated in the same way as can be done
in a report (extrreapotr)t, néxapnd red such les weaenebe A

included in any transfer to a repositoGhronological (ongoing) registrgndCase and document
summaryThe same information was therefore to be transferred to a repository in two main

formats: table export and repestport. The new transfer format in Noark 5 is based partly on the
structure in Case and document summary.

5.13 Administration of the core

This section contains Noark 5 coreds requi |
core. The requirements are intended to enable registry administrators to administer and
maintain control over thionds thefondsstructure and the metadata that belong to the record
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units in the structure, i.e. to enter master data such as types of filecardl and the
metadata over and above the obligatory metadata that can be added to these data.

It will also provideopporunities for troubleshooting over and above that which would
otherwise be permitted under the rules for alteration and freezing of metadata and documents

in the solution.

The solution must also enable administrators to maintain control over the arcloivaletds
and the formats in which these documents are stored, i.e. it must enable them to implement

established rules for when conversion is to take place.

Req.
no.

Requirements for administration of the core

Type

Remarks

5.13.1

There must be a service/functifor administration of
the core.

O

5.13.2

At least one user must be defined as a registry
administrator, who can explicitly log on to the Noark
core in order to alter the configuration and global
parameters.

O

5.13.3

There must be a service/function for creating, editing
and deletingondsunits fonds series classification
system, class, fileecord document description and
document object) and associated metadata.
Suchrecord must be logged.

5.13.4

Fondsand thefond®d met adat a must
through the Administrator function for Noark 5 core.

5.13.5

A Subrecordmnust only be defined and altered throug
the Administrator function for Noark 5 core.

5.13.6

A seriesand theserie® s met adat a mu
through the Administrator function for Noark 5 core.

5.13.7

A Classificationsystemand t he cl assi
metadata must only be created and altered through
Administrator function for Noark 5 core.

5.13.8

There must be a service/function which enables the
registry administrator to go beyond the rblesed
access restrictions that are defined in the solution.

5.13.9

It should be possible to use parameters to specify th
the status ADocument ha
automatically set tbocument descriptiom connection
with other statuses &file or Record

5.13.10

It must be possible to specify parameters to enthat
only authorised units, roles or people have the right
archive a new version of a document dRexordwith

the statusiDispatched, fiRegistered or fiFinalised 0
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Reg. Requirements for administration of the core Type |Remarks
no.

5.13.11| It must be possible to specify parameters to ensure|{ O
only authorised rolesinits and people can delete
inactive versions, variants and formats of a documel

5.13.1 Conversion to archival format

Metadata for conversion to archival format
Metadata for conversion to archival format are grouped into metadata for document object.

No. Name Type |Occ. |Tra |Remarks

ns.

M615 |convertedDate B |One A | Obligatory when
conversion has been
performed.

M616 |convertedBy B |One A |Obligatory when
conversion has been
performed.

M703 |previousFormat B |One A | Obligatory when
conversion has been
performed.

M704 ‘previousFormatDetaiIs V |One A

Requirements for conversion to archival format

Req. Requirements for conversion to archival format Type |Remarks
no.

5.13.12| There must be a service/function which enables regi O
administrators to specify which documémtmats are
defined as archival formats.

5.13.13| There must be a service/function which enables regi O
administrators to set up rules for when (which status
archival documents must be converted to archival
format.

5.13.14|It must be possible to speciparameters to determine| O
whether documents should be converted to archival
format when the status of document description is s¢
fiDocument has been finalised

5.13.15|It must be possible to specify parameters to determi| O
whether all or specifically markegersions should be
converted to archival format.
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Req. Requirements for conversion to archival format Type |Remarks
no.

5.13.16| There must be a service/function and reporting for fif O
format testing of the documents that are stored in th
core. The report should give an overview of the files
records and/or documerttescriptions that do not contg
documents stored in an approved archival format.

Metadata for change log

Metadata for change log must be transferred as a separate file. These metadata must therefore
not be grouped together with the other metadata.chlange log must therefore have a
reference to the record unit to which it belongs and the metadata that have been altered.

No. Name Type |Occ. |Trans | Remarks
M680 |referenceRecordunit B One A
M681 referenceMetadata B |One A
M682 changedDate B One A
M683 | changedBy B |One A
M684 | previousValue B One A
M685 | newValue B |One A

5.13.2 Deleting versions, variants and formats

An important requirement in Noark 5 is that it must not be possible to delete archived
electronic documents. Controlled deletion mardy be performed by authorised users in
connection with disposal; see section 4.2.10 Preservation and disposal.

Documents can also be deleted by authorised users if they have been formally transferred to ar
archive repository; see section 4.2Transfer. It is stressed that this latter rule only applies to
transferred documents, not to documents that have only been deposited in the archive
repository.

If a document is archived in more than one version, it must be possible to delete the older
versions. Normally only the most recent, finalised version will be archived. However, it may
also be appropriate to archive previous versions if they have documentation value. This could
for example be the case if a manager has made significant changeaftqpeepared by an
executive officer. The executive officeros
the finalised document. This will provide additional documentation concerning the case
handling sequencé. previous versions have been axgd unnecessarily, it must be possible

to tidy up the archive effectively. Sutdying up must always be carried out before a transfer
export is produced.
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Metadata for deletion of documents
Metadata for deletion of documents must be grouped into mefadaacument description.

No. Name Type |Occ. |Tra |Remarks

ns.

MO089 |deletiontype B |One A | Obligatory when
deletion has been carri
out.

M613 |deletedDate B |One A | Obligatory when
deletion has been carri
out.

M614 | deletedBy B |One A |Obligatory when
deletion has been carri
out.

Req. Requirements for the deletion of documents Type |Remarks

no.

5.13.17|Authorised users must be able to delete an archived O
inactive document version. It must not be possible tc
delete the most recent, final version.

5.13.18| It must be possible to search for and retrieve docum O
that have been archived in several versions.

5.13.19| It should be possible to carry out the deletion of man VvV
inactive document versions simultaneously, e.g. all
inactive document versions that have beeméb
following a search.

5.13.20| Deletion of archived inactive document versions mus O
be logged.

If the original document has content which must be screened, a variant can be created from
which information which is to be screened has been removéusiway, the document can

still be made publicly available.

Such variants can be deleted if they are no longer needed. It may be appropriate to transfer
document variants, so deletion must be assessed in each individual case. Variants that have nc
been @leted when the transfer export is produced must be transferred.

Req. Requirements for deletion of documents Type |Remarks
no.

5.13.21 | Authorised users must be able to delete an archived O
document variant. It must not be possible to delete t
original document.

5.13.22| It must be possible to search for and retrieve archive O
document variants.
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Reg. Requirements for deletion of documents Type |Remarks
no.
5.13.23| It should be possible to delete many document varia V
simultaneously, e.g. all document variants that have
been found following a search.
5.13.24|Deletion of archived document variants must be logg¢ O

All documents that are to be transferred must be converted to archival format. The original
production format can then be routinely deleted. Some users will probably wish to retain the
productionformat for the time being, e.g. because they needusedext in an office support

tool. How long this will be appropriate for will be up to each individual user to decide. There is
no requirement for the production formats to be deleted before tisdaraxport is generated,
because this will only include documents in archival format. However, many users will still
have a need to go through and delete older production formats efficiently.

Req. Requirements for deletion of documents Type |Remarks

no.

5.13.25| It must be possible to delete an archived documenti O
production format if the document has been convertt
archival format. It must not be possible to delete the
document in archival format.

5.13.26/ It must be possible to search for and retridgoeuments| O
archived in production format.

5.13.27| 1t should be possible to delete many production forn; V
simultaneously, e.g. all production formats variants t
have been found following a search.

5.13.28| Deletion of archived production formats must be log¢ O
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6 Noark 5 outer core

Noark 5 core requirements for external (optional) solutions

Noark 56s core i s depend-systemsonplememdad accoadtgto n g
the needs of the indidual organisation or supplier. In order for Noark 5 to function in an
integrated archive system environment, it must be possible to integrate Noark 5 with a number
of presystems/task systems which must be implemented in order to supplement a
recordkeepin@nd archive solution. This section therefore sets out guidelines and requirements
for the various task systems or {@gstems which can be freestanding solutions in relation to
Noark 5. These requirements must be considered as part of the Noark 5 cwesrrexcts and

must be fulfilled in order for a system solution to be approved as a Noark 5 solution.

It is important to note that a subdivision into Noark 5 inner core, outer core and complete will
not necessarily mean that solutions have thesechsically defined layers. This is a logical
subdivision, not a technical one. The inner core is archived, regardless of where metadata are
stored. The outer core consists of the requirements that the archive, the recordkeeping, impose
on any system thad to interact with the archive (to the degree that is appropriate). The
functionality need not be contained within a technical layer between a technically defined core
and an outer environment.

Noark 5
ouler core

Noark 5 core does not have its own defined user interfdlcease handling, including all
tasks linked to recordkeeping that are performed by users of the solution, must therefore be
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carried out from a prgystem. In order for recordkeeping to take place appropriately, the core
must therefore impose certain vagments concerning how this should take place from the
pre-systems.

In Chapter 5 on the inner core, requirements were set out which enable recordkeeping to take
place. These are general requirements which enableréites s, document descriptionscet

to be created and assigned metadata. This section clarifies and delimits the general
requirements, so that controlled recordkeeping can take place from asystem.

The requirements for case handling with respect to Noark 5 core are thereforeminimu
requirements. Suppliers and users are free to define and develop functions which extend
beyond the obligatory requirements.

6.1 Integrity r equirements for the freezing of metadata and
documents

Basic requirements for archival documents are that they mymseberved with their

authenticity, reliability, integrity andsabilitymaintained. Metadata whigirovide

information on each archival document, which link it to the action that created it (as required in
accordance with Chapter 5), are a basic requiretoesnsure this. A further basic requirement

is that metadata and documents are protected from changes where necessary.

The requirements in this section set out the minimum requirements as regards which metadata
must be frozen in connection with whidatsises ofile, recordanddocument descriptigrand

the preconditions for users being permitted to finalise these. Freezing of the document itself is
an important part of this. This section therefore focuses on what must be frozen and when.

Nevertheless, these requirements alone cannot be governing for what all users should be
permitted to do in a Noark solution. They must be seeommectiorwith the requirements for
authorisations and the structure of roles and role profiles in Chapter 12

Req. Requirements for the freezing of metadata for File |Type |Remarks
no.

6.1.1 |There must be a service/function for finalisinBasic O
file i.e. settingfinalisedDate.

6.1.2 |For aBasic filethat has been finalised, it must not be| O
possible to alter the following metadata:
o title

e documentmedium

o referenceParent

¢ referenceChild

o referencéondsection

6.1.3 |There must be a service/function for setting the Statf B |Obligatory for cast
aCase file. records.
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Req. Requirements for the freezing of metadata for File |Type |Remarks

no.

6.1.4 |The following status values are obligatory @ase file | B |Obligatory for cast
e Being processed records.
e Finalised
e Dismissed

6.1.5 |The following status values are recommendedClase | V
file:
e Created by executive officer
e Finalised by executivefficer
e Exempt from process management

6.1.6 |When the status @@ase fileis set to Finalised, B |Obligatory for cast
finalisedDate must be set automatically. records.

6.1.7 |It must not be possible to finaliseCase fileunless a B |Obligatory for cast
primary classification¢las9 has been specified. records.

6.1.8 |It must not be possible to finaliseCase filethat B |Obligatory for cast
containsRecord that have not been finalised. records.

6.1.9 |It must not be possible to finaliseCase filethat B |Obligatory for cast
containsRecord that have not been depreciated. records.

6.1.10 |It must not be possible to finaliseCase filein aseries B |Obligatory for cast
for electronic documents if it contaiRecord that are records.
not linked to electronic documents.

6.1.11 |It must not be possible to finaliseCase fileunless all B |Obligatory for cast
main documents for theecord in the file are stored in records.
archival format.

6.1.12 |It must not be possible to finaliseCase fileunless all B |Obligatory for cast
back login Record have beenebreciated. records.

6.1.13 |When the status of@ase fileis set to finalised, it mus{ B |Obligatory for cast
not be possible to alter the following metadata at file records.
level:
e casedate
e administrativeUnit
e caseresponsible

6.1.14 |When the status of @ase fileis set to finalised, it mus{ B |Obligatory for cast
still be possible to alter the other metadatafase file. records.
Changes must be logged.

6.1.15 |It must be possible for authorised roles and persons| B |Obligatory for casf

open a finaliseasefile. It must be possible to specif
parameters to determine who is authorised to open
The opening of files must be logged.

records.
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Req.
no.

Requirements for the freezing of metadata for File

Type

Remarks

6.1.16

When the status of @ase fileis set to finalised, the
status of alDocument descriptions the file must be
set t o Docuenens Hasibean finalided

Obligatory for cas
records.

6.1.17

It must not be possible to delet®asic filethat has
been finalised.

Obligatory for cas
records.

6.1.18

It must not be possible to delet€ase filewhich
currently contains or which has contairfeegistry
entrieswi t h t he status #fADiI s
AArchi vedo.

Obligatory for cas
records.

Req.
no.

Requirements for the freezing of metadata for
Record

Type

Remarks

6.1.19

There must be a service/function for archivingecord
(i.e. settingarchivedDatg.

6.1.20

For aSimplifiedrecordthat has been archived, it mus
not be possible to alter the following metadata:
e referenceParent

¢ referenc&ondsection
e referenceDocumentdescription
e referenceDocumentobject

6.1.21

For aBasicrecordthat has been archived, it must not
possible to alter the following metadata:
o title

e documentmedium

6.1.22

When aBasicrecordhas been archived, it must still b
possible to alter the other metadata urgksicrecord
Changes must be logged.

6.1.23

There must be a service/function for setting the Stat
aRecord(Registry entry).

Obligatory for cas
records.
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Req. Requirements for the freezing of metadata for Type |Remarks
no. Record
6.1.24 |The following status values are obligatory Reqgistry B |Obligatory for cast
entry:. records.
e Dispatched
¢ Registered (Document has been registered and {
recordhas been qualitpssured)
e Archived (processing has been finalised, a papet
document has been placed in the case file/electr
document finalised)
e Dismissed (the document has been incorrectly
registered and is being dismissed)
¢ Finalised by executivefficer
e Approved by manager
6.1.25 |The following status values fétegistry entryare \
recommended:
e Temporaryrecordof incoming document
e Executive officer has registered incoming docum
¢ Reserved document, i.e. erhouseproduced
document is being worked on.
6.1.26 |When the status d®egistry entrys set to Archived, B |Obligatory for cast
archivedDate must be set automatically. records.
6.1.27 |It must not be possible to delet®acordwith the statug B | Obligatory for cast
AArchiiRedgo st eredo or aD records.
6.1.28 |It should not be possible to delet®acordwith the \%
status AFinalised by ex
manager 0.
6.1.29 |It must be possible to speciRegistry entrywith B |Obligatory for cast
different value®f registry entry type. records.
6.1.30 |Obligatory registry entry types must be: B |Obligatory for cast
e incoming document records.
¢ -{} -outgoing document
o -{} --{} --{} -internal memo for followup
¢ internal memo without followup
e case draft
6.1.31 |ForRegistry entryf incoming documents with the B |Obligatory for cast

statusi Rgestered, alteration of the following metada
must not be permitted:
e serialnumber

e receiveddate

records.
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ATemporarily registered
of ficero, It must be po
record

Req. Requirements for the freezing of metadata for Type |Remarks

no. Record

6.1.32 |ForRegistry entryof incoming documents with the B |Obligatory for cast
status archived, alteration of the following metadata records.
Registry entrymust not be permitted:

e registryentrytype

e registrydate

e documentDate

e client

It must be possible for authorised personnel to alter
other metadata. It ust be possible to specify parame
to set roles, units, groups or people who are to be
authorised. Changes must be logged.

6.1.33 |ForRegistry entryf inhouseproduced documents B |Obligatory for cast
(outgoing documents, internal documents for foHapy records.
internal documents without followp) with the status
ADIi spatchedod, fARegister
be possible to alter the following metadataRegistry
entry.

e serialnumber

e registryentrytype

e documentDate

e sentDate

e executiveofficer

e administrativeUnit

o title

e client

It must be possible for authorised personnel to alter
other metadata. It must be possible to specify paran
to set roles, units, groups or peopleo are to be
authorised. Changes must be logged.

6.1.34 |It must be possible to alter (reverse) the status of a| B |Obligatory for cas
Registry entnafter the status has been set to records.
ADIi spatchedod, fARegister
when the status i®versed, alteration of the following
metadata only is permitted:

o title
Changes must be logged.
6.1.35 |For theRecordof incoming documents with the statug V
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Req.
no.

Requirements for the freezing of metadata for
Record

Type

Remarks

6.1.36

For theRecordof inhouseproduced documents (regis
entry type douitigiaierrgnr ado
folow-upo, Ainternal daeuomnm
with the status fiRegi st
AFinalised by executive
for authorised personnel to alter all metadata. It sho
be possible tgpecify parameters to set roles, units,
groups or people who are to be authorised. Change
must be logged.

6.1.37

If a Recordis marked as finalised, it must not be
possible to add mof@ocument descriptions.

6.1.38

It must be possible to archive a new version of a
document on &ecordwith the statugiDispatched,
fiRegistered or AArchivedd without having to reverse
the status.

Obligatory for cas
records.

6.1.39

When archiving a new version of a document on a
Recordwi t h t he status ADiI s
A Ar c hi Reendrionust be linked to theecordwith
a statement of the reason.

Obligatory for cas
records.

Req.
no.

Requirements for the freezing of documents and
metadata for Document description

Type

Remarks

6.1.40

It must be possible to enter metadatallocument
descriptionautomatically based on metadata from
Recordin connection with ieation

6.1.41

It must be possible to register that a document is in
paper form and where it is located.

6.1.42

Thefollowing statuses for document description and
document object are obligatory:

e N Do c u meingediteds

e iDocument has been f

6.1.43

The status fADocument ha
document description must be set automatically whe
File is finalised oiRecordis set to the status

ADIi spatchedod, fARegister

6.1.44

It must not be possible to make changes in a docum
for Document descriptiowi t h t he st at
been finalised?o.

6.1.45

It must not be possible to altgeverse) the status

fiDocument has been fina

National Archival Services of Norway, 03.04.2009 Version 2.1



Section6 Noark 5 outer core Pagel190f 268

Reg. Requirements for the freezing of documents and

no. metadata for Document description Type |Remarks

6.1.46 |ForDocumentdescriptiowi t h t he st atf O
has been finalisedo, it
of the main document and appendices.

6.1.47 |In connection with the linking of a document to a O
Record it must be possible to specify whether it is a
main document or an appendix.

6.2 Handling of c ase files

This section sets out requirements for a number of specialised functions that can be grouped
under the collective term ficase handlingo.
updating of defined metadata or groups of metadata in the core. Thagrafere

requirements for case handling functions which affect metadata in the core and must be
transferred where they exist. This concerns requirements for case distribution, the splitting and
merging of files, depreciation, handling of case parties eqdirements for theecordand use

of precedents.

6.2.1 General requirements for handling  of case files

Req. General requirements for case handling Type |Remarks

no.

6.2.1 |There must be a service/function for updating the B |Obligatory for
lendingof aCase file physicalfonds

6.2.2 |It must be possible to link a handling log t€ase file. | B |Obligatory for cast

records.
6.2.2 Case distribution
Req. |Requirements concerning case distribution Type |Remarks

no.

6.2.3 | There must be functions for obtaining information on B |Obligatory for cast
undistributedRecord (i.e. there is n@xecutive officefor records.
the registry entry).

6.2.4 | There must be a service/function for distributing B |Obligatoryfor case
undistributedRecord. records.

Metadata for case distribution
Metadata for case distribution are grouped into case file or registry entry.
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No. Name Type |Occ. |Tra |Remarks

ns.

M666 |distributedTo B |One A | Obligatory when
cases/registry entries a
distributed.

M667 |distributedBy B |One A | Obligatory when
cases/registry entries a
distributed.

M668 |distributedDate B |One A | Obligatory when
cases/registry entries a
distributed.

6.2.3 Splitting and merging of files and moving of record s

Noark 5 provides for the splitting or merging of files. In practice, this will involve moving one
or severakecord in one file to another file. The need to do this may arise as a result of
erroneousecord or a case handling process that develops erakdirections, or as a result

of a different picture of the case handling process emerging over time than was originally
anticipated. This is functionality which requires resources, accuracy and control. Strict
requirements are therefore imposed on vehim ihave permission to carry out these actions.

Req. Requirements concerning the splitting and merging | Type |Remarks
no. of files and moving of records
6.2.5 |There must be a service/function for movingecord O

from oneFile to anotheiFile. Moving involves
alteration of the metadata elemesferenceParenfor
theRecord The change must be logged.

6.2.6 |If recordD underBasicrecordin case records usesth V
recommended format yy/nnnrammnn (i.e. the
combination of case numbdil€ID) and document
number in the casejgcordD should be altered
automatically. Theecordshould be automatically
assigned the first available document number irFilee
to which it is being moved.

6.2.7 |Recordthat are not being moved inFde from which
Record are being moved should not have their
recordD altered.

6.2.8 |It should be possible to move seveRaicord that are \%
linked to the samEile in a single operation.

6.2.9 |It must not be possible to movdracordif this Record B |Obligatory for cast
depreciates or is depreciated by otRecord that are records.

not being moved. If an attempt is made to do this, th
user must receive a messadputthe links that block
movement.
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Req. Requirements concerning the splitting and merging | Type |Remarks
no. of files and moving of records
6.2.10 |Movement of archive®Record must only be carried oy O
by the role of Administrator.
6.2.11 |It should be possible to use parameters to enable otf V
particularly authorised users, to also have permissio
moveRecorda.
6.2.12 |It should be possible to use parameters to enable al| V
users to mov&ecord for which they themselves are
the executive officer |
regi steredo or fARegi ste
6.2.13 |In connection with moving and renumberitige user B |Obligatory for

must be given reminders to alter the necessary
references under physical documents in the archive

physicalfonds

6.2.4 The sign off of records

A Registry entry of the type fAincompagwidbkbk
be ina back log lisuntil it is marked as finalised or depreciated. This section sets out the
requirements fosign off of records

Metadata for the sign off of re cords

Metadata fothe sign off of recordmust be grouped into metadata for registry entfigs.
sign off of recordss obligatory for incoming documents and internal documents that are to be
followed up and may occur on onesaveraloccasions in a régfry entry.

No. Name Type |Occ. |Tra |[Remarks

ns.

M617 |signoffdate B |One A | Obligatory wherthe
sign offis carried out.

M618 |signedofBy B |One A |Obligatory whersign off
Is carried out.

M619 | signoffMethod B |One A |Obligatory whersign off
Is carried out.

M214 | referencS&ignoffRegistryentry B |Many | A |Obligatory when a
documensigns off
another document.

M215 |referenc&ignoffedByRegistryentry | B |Many | A | Obligatory when a
documensigns off
another document.
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Reqg. [Requirements for the Sign off of records Type |Remarks

no.

6.2.14 | There must be functions for obtaining information B |Obligatory for cast
concerningback log records.

6.2.15 | There must be a service/function ggning offaRecord B |Obligatory for cast
(Registry entry). records.

6.2.16 |It must be possible teignoff a registry entry with one | B | Obligatory for casg
or severalother) registry entries. records.

6.2.17 |It must be possible for a registry entry tosigned off B |Obligatory for cast
by several (other) registry entries. records.

6.2.18 |When the status of a file is set to finalisedratlords not B |Obligatory for cast
signedoffRegi stry entries of records.
document o or Aintewuwupalt
linked to the file, arsigned offwith case finalised.

6.2.19 | There must be functionality to enable gigningoff of B |Obligatory for cast
internal documents that are to be followed up to be records.

performedseparatelyor each individual recipient. Thig
means that an internal document that has been rece
can besigned offfor some recigents but not for others.

6.2.20 | There must be a reference between an incoming B |Obligatory for cast
document that isigned offby an outgoing document. records.

6.2.21 | There must be a referenceilseen a memo that is signf B | Obligatory for cast
off by another memo. records.

6.2.22 |Sign offmust not be registered under CC addresseey B |Obligatory for cast
records.

6.2.5 Partiesto ac ase

One or more organisations or people can be linked to a casefjidetas to a casedse

parties). A party is the party at which a decision is aimed or which the case otherwise directly
concerns. Case party in Noark 5 consists of information (name, address, etc.) which describes
the parties in a case.

Information concerning Case parties is abligatory in Noark 5 core. The requirements for
Case parties are obligatory for solutions that involve parties. Information on Case parties is
obligatory for transfer.

Metadata for Case party (parties to a case)

One or more organisations or people cafirded to a case file asase parties.

Metadata for case party must be grouped into metadata for case file. Case party is optional and
may occur one or more times in connection with a case file. If there is more than one case
party, the metadata must bevgped together on export and exchange.

Metadata for case party are included in the metadata structure for case file.
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No. Name Type |Occ. |Tra |[Remarks
ns.
MO010 |casepartylD V |One A
M302 |casepartyName B |One A | Obligatory if case party
is used.
M303 |casepartyRole B |One A | Obligatory if case party
is used.
M406 | postaladdress V |One A
M407 | postcode V |One A
M408 ‘postaltown V |One A
M409 | foreignaddress V |One A
M410 \emailaddress V |One A
M411 |telephonenumber V |One A
M412 \contactperson V |One A
Functional requirements for Case party
Reqg. [Requirements for Case party Type |Remarks
no.
6.2.23 |It must be possible for a Case party to contain an B |Obligatory for
arbitrary number o€ase patrties. solutions which

include parties.

6.2.24 | There must be a service/function for updatase party B |Obligatory for
for aCase file solutions which
include parties.

6.2.25 |It must be possible to scre@ase partyentirely or B |Obligatory for
partially. solutions which
include parties.

6.2.6 Precedent

APrecedent o means a (l egal) decision which
situations or cases. A precedent can also be a case that is governing for the processing of othe
similar casesThis usuallyinvolvesadministrative resolutions, i.e.dividual resolutions

passed in accordance with the administrative area of the body concerned which contain a legal
opinion that is subsequently used as a basis in other similar cases. It must therefore be possible
for fundamental decisions linked to diféeit case areas to be established in an appropriate
manner and made available to executive officers.

We normally talk about precederdses but thereareusually one or more documents in the
case that form a precedent. In addition to registering theeeratse, it must therefore be
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possible to identify the document or documents that contain precedent decisions. If information
concerning precedent has been registered, precedence is obligatory for transfer.

Conceptual model for Precedent

BASIC FILE

T

CASE FILE

a.*

PRECEDENT

SIMPLIFIED RECORD

BASIC RECORD

./

RECCORD ENTRY

< Precedent>

Metadata for Precedent

Metadata for precedent must be grouped into metadata for case file or registry entry. Precedent
is optional and may occur on one or more occasions.
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No. Name Type |Occ. |Tra |Remarks
ns.

M111 |precedentDate B |One A |Obligatory when
precedenis included.

M600 |createdDate B |One A |Obligatory when
precedenis included.

M601 |createdBy B |One A |Obligatory when
precedenis included.

M020 |title B |One A |Obligatory when
precedenis included.

M021 ‘description V |One

M311 |precedentAuthority V |One A

M312 |legalsourcefactor B |One A | Obligatory when
precedent is included.

M628 ‘precedentApprovedDate V |One A

M629 | precedentApprovedBy V |One A

M602 \finalisedDate V |One A

M603 | finalisedBy V |One A

M056 ‘precedentStatus V |One A

Requirements for Precedent

Noark 5 facilitates the creation of a precedent register with references to Case files and
Registry entries that form a precedent. The register is built up through the precedent metadata
being linked to théondsunits (cases or registry entries) that teemprecedent.

Req. [Requirements for Precedence Type |Remarks
no.

6.2.26 |It should be possible to create a precedent linkedto| V
case or a registry entry.

6.2.27 |It should be possible to create a register of the value| V
from which precedentAuthority can Belected.

6.2.28 |It must be possible to register previous precedent, i.§ B |Obligatory for

decisions that were taken before K8ased solutions fo solutions which

recordkeeping and archiving were introduced. include precedent
6.2.29 |It must be possible talentify the registry entry or B |Obligatory for

entries in a case file that contain the precedent decig solutions which

include precedent

6.2.30 |Record alteration and access to precedents must be| B |Obligatory for
controlled by access rights. solutionswhich
include precedent
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Req. [Requirements for Precedence Type |Remarks
no.
6.2.31 | The following statuses fdPrecedentrre obligatory: B |Obligatory for
e ACurrento solutions which
e "Obsol et ed include precedent

6.2.32 |It must not be possible to delete obsolete precedenty B |Obligatory for
solutions which
includeprecedents

6.2.33 |It must not be possible to delete a precedent. B |Obligatory for
solutions which
include precedent

6.2.34 |It must be possible to establish a collective precederr B |Obligatory for
overview in connection with thiendsstructure. solutions which
include precedent

6.2.35 | There must be a service/function which makes it pos| B |Obligatory for
to obtain a complete overview of all precedents. solutions which
include precedent

6.2.36 |It must be possible to present the precedent decisior; B |Obligatory for
an official document or official variant. solutions which
include precedent

6.3 Electronic communication

6.3.1 E-mall

There is an increasing need for organisations to be able to senecaiv remail, files and
documents that are automatically registered by the recipient, as this is botartiriabour
saving. In order to achieve this, an exchange format must be defined with requirements
concerning the metadata that must be received fre sender in order for the recipient to
automatically import it.

Electronic message exchange/exchange format

Exchange format is a set of metadata that is used to sead and documents for automatic
recordby the recipient. The general requiremeptségmail and exchange format will be set
out in this subsection.

General security requirements have been set up, but the requirements in Ch&seurity
and functiors

also apply to exchange format. The rules in secdod3 herecord structure

andO An of archive. If the inner core iategrated with dask systenthis will in many cases
not benecessargystems is specialised case handling, whéegvactivitiesare rpeated
according to fixed routines. The number of documents that are reegidgeheratedhigh. In
such cases, there may be a need simpleralso apply to exchange format.
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A preconditionfor the secure use of an exchange format is that the organisations that are to
communicate with each other have entered into an agreement concerning this communication.
Recipients and senders must be predefined before dispatch. Where necessary, the
communcation must be sent via secure lines. It must not be possible for unauthorised persons
to have email or documents registered automatically.

The organisations concerned must have special instructions with routines for how they decide
to use the functionsased on the exchange format.

The exchange format for this service/functionality is not yet in place. This will be set up in
future versions of Noark 5, and requirements established for electronic message exchange via
e-mail and fixed exchange format wié included in Noark 5.

6.3.2 Encryption and electronic signature

In the case of electronic communication, it is necessary to specify requirements for security.
This involves requirements for encryption and electronic signatures, in addition to
documentation othe security of documents that have been sent or received in electronic form.
It must also be possible to specify requirements for security at different leveldomdse
structure.

Metadata for the verification of electronic signatures

Metadata for theerification of electronic signatures must be grouped into metadata for
registry entry.

No. Name Type |Occ. |Tra |Remarks
ns.
M507 |electronicSignature B |One A | Obligatory when the
Securitylevel verification of electronic

signatures is performed.

M508 | electronicSignature Verified B |One A |Obligatory when the
verification of electronic
signatures is performed.

M622 | verifiedDate B |One A | Obligatory when the
verification of electronic
signatures is performed.

M623 | verifiedBy B |One A | Obligatory when the
verification of electronic
signatures is performed.
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Req.
no.

Requirements for metadata for documents received
or sent with an electronic signature

Type |Remarks

6.3.1

Electronic documents that are received in encrypted f

must be decrypted upon receipt. The following metad;

must be stored upaecord

e Security level. Specified using text or codes, coveri
at least the following variants

1. Symmetrically encrypted, use of common
password or key which sharedbetween the
sender and receiver.

2. Sent with PKl/organisation certificate, third
party whichapprovegshe organisation that is
the sender.

3. Sent with PKI/fApersaqg
third party which accepts the person that is t
sender.

4. Sent with PKI/fipersaqg
authentication of sender.

e Electronic signature, verification of irrefutability/non
deniability (that the content has not been
altered/manipulated). Speeifl using text or codes
which cover these variants:

1. Signature not added, nothing to verify
2. Signature has been added, but verification 1
performed

3. Signature has been added and verified

6.3.2

When an electronic document is dispatched by an
organisation in encrypted form, the following metadats
must be stored with thecord
e Security level. Specified using text or codes, coveri
at least the following variants:
1. Symmetrically encrypted
2. Sent wih PKIl/organisation certificate
3. Sent with PKI/fAper s
4. Sent with PKI/ Aper s
¢ Indication as to whether an electronic signature has
been added to an outgoing dispatch in order to be

to claimirrefutability/nondeniability.

Yvariants 2, 3 and 4 in this and
requirements for PKI in the public sector.

subsequenbf

referen
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Req. |Requirements for metadata for documents received |Type |Remarks
no. or sent with an electronic signature

6.3.3 | At the following levels in théondsstructure, théonds \%
administrator should be able to specify the security le
that is to be required and whether an electronic signat
is to be required for incoming documents:
e Fonds

Series

Classification system

File

6.3.4 |At the following levels in théondsstructure, théonds \
administrator should be able to specify the security le
that is to be used and whether an electronic signature
be used in connection with the electronic sending of
documents:

e Fonds

Series

Classification system

File

6.3.5 |It must be possible to configure the Noark 5 solutions O
that all documents that are sent or received encrypteq
stored in norencrypted form in théonds (This is the
main principle which most administrative bodies shou
be able to choose).

6.3.6 |It should be possible to configure the Noark 5 solution V
that all documents that are sent or received encrypteq
alsostored in encrypted form in thends

6.3.7 |If the solution allows documents to be stored in encry] B
form, sufficient metadata mulse stored to enable an
authorised user to decrypt the document when requireg

6.3.3 Batch import

Case handling, document handling and document exchange are making use of an ever
increasing number of new channels. Toredssystems should not be a barrier to efficiency
improvements in these areas, and it is also particularly important that the authenticity and
integrity of documents is ensurdgatch importwill enable several documents to be imported
into the Noark Solution in a single sequence.

Documents can come in batches to the core in many ways, e.g.:
e a batch import from another Noark solution.

a batch import from a document store.

a batch import from a scanning system for example.

a batch import from the filesf an operating system.

a batch import from a website.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section Noark 5 outer core Pagel300f 268

Noark 5 must have the option of accepting these and must include solutions for handling the
capture and maintenance of the content and structure of the imported documents.

In a batch import, theore must capture the same information as in a normal import, i.e. the
document and its metadata.

Batch import must handle exceptions and errors. This could be relevant in connection with
electronic consultation procedures, e.g. via web servers on éneatjtdocument production in
cooperation r ooms, -falaystan alanexHanga channehor ib dthert h
cases where relatively comprehensive document handling has taken place without the
concurrent creation of an archive. For example,Nlbark 5 solution could offer functionality

where the user can select/highlight files that are located on one or more file servers, ftp servers
or similar, in order to import them. The user must be able to link the files to a foldezcmrd

in a partcular folder. Alternatively, batch imports ctor examplebe handled through a search
engine, where the documents are linked to metadata and imported to a fiefdseahit in an
automated process.

The following requirements for batch import are genanal independent of tools and
technology.

Batch import triggered from a pre  -system

In the case of batch import triggered from agystem, it is the responsibility of the pre
system to organise the data and documents that are to be imported and tofdacetoymality
that reads the underlying data and sends them as integration messages to Noark 5.

Requir |Requirements for batch import triggered from a pre- | Type |Remarks
ement [system
no.

6.3.8 |Batch imports triggered from a psystem must deliverV
integration messages to Noark 5 based on the struc
and content specification for document capture in N
5 once this is in place in a future version.

Batch import triggered from Noark 5 core

Requir Type
ement

no.

Requirements for batch import triggered from Noark

Remarks
5 core

6.3.9 |The Noark 5 solution should contain batch import Vv
functionality that retrieves documents from a specifi¢
location and links them to classes, files;ords or
document descriptions.
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Requir
ement
no.

Requirements for batch import triggered from Noark
5 core

Type

Remarks

6.3.10

In connection with batch imports, it should be possib
to decide whether all imported documents should be
linked to a single record unit at the same level in the,
fondsstructure or whether each individual document
should be linked to a different record unit in tbads
structure.

6.3.11

In connection with batch imports, it should be possih
to link imported documents to a pegisting class, file,
recordor document desiption.

6.3.12

In connection with batch imports, it should be possih
to define and complete the metadata set for the
documents that are to be imported, once only.

6.3.13

The Noark 5 core should have automatic provision f
capturing documents that haveen generated and
transferred from other systems.

6.3.14

The Noark 5 core should have provision for handling
input queues in connection with batch import.

Remarks: For the handling of input queues, it could
example be desirable to view the queues, pause ong¢
more queues, restart one or all the queues or delete
queue.

6.3.15

The Noark 5 core should be ableatstomatically
capture metadata linked to all the documents that ar|
being transferred. It should be possible to override tk
in the event of missing or erroneous metadata.

6.3.16

In the case of automated batch imports, there must
functionality for validating metadatnd associated
documents automatically, in order to ensure that dat
integrity is maintained.

Obligatory for
function for
automated batch
import.

6.3.17

In connection with batch imports, it must be possible
import log information concerning the imported
documents, and the log information must be include
the import as a separate document or documents.

Obligatory for
function for
automated batch
import.

6.3.18

The Noark 5 solution must not import the log
information in such a way that it becomes part ef th
Noark 5 solutionds own
information must be archived separately, independe
of the Noark 5 solution
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Requir
ement
no.

Requirements for batch import triggered from Noark Type

Remarks
5 core

6.3.19 |An administrator role must be defined in the Noark § O
solution which will be able to specify that imported
records, series classes, files angcord are to be
automatically set as finalised after importing.

Remarks: In the event of the merger of two oram
organisations, it may be appropriate to finalise all or
parts of th®nd®rgani sat.

6.3.4 Electronic form for completion via the internet

The public sector is in the process of establishing electroniseelicefunctiors, where
businesses and members of the publicgenformand receive electronic services 24 hours a
day, in what we calfi24-hour electronic administrationA key tool in a selservicefunction

is electronic forms for completion via the internet.

Theresponse datirom an electronic form should be considered as a docuassamiderstood

in the Archives Act and must therefore be handled in the same way as other types of document
that are received by the organisation, i.e. they should normatbgistered and archived. Both
parties and the public have the right to request access to information or documents concerning
a case that has been received by the administrative body via electronic forms. In principle,
people should therefore be able to keth the response data and the environment that the user
saw when he or she completed the form. In order to protect legal rights and ensure traceability
for the person who completed the electronic form, it must be possible to retrospectively

retrieve an athentic representation of the data that were entered in the version of the form that
was used during completion of the form.

An electronic form for completion via the internet carstagic, so that all users completing the
form are shown header textsjideline information and response fields in the same way, in a
fixed layout. In order to present a completed form of this type retrospectively, a PDF file for
example could give a complete picture of the user interface in the data entry situation.
However electronic forms will increasingly be created al/aamicscreen dialogue.

Electronic forms with a dynamic screen dialogue are characterised by havihglpekxts

which can beetrievedfor each question, path options and gregatquestions, wheitthe

person completing the form is guided past pages or questions that are irrelevant given his or
her previous answers. These are recommendations in the ELMER2 guidelines for public sector
web forms. Presenting a completed form of this type retrospectiegliires the file and

response data to be imported back into the original user environment.

Relevant archive data in connection with electronic fiunctions can be of one of three types
in a Noark context:
A The actual response data
The us e rdfree textfields and seleations from single multiple-choice lists.
Of importance in a Noark 5 context for example are fields for identifying the sender,
applicant and parties.
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A Transaction information
Information on the actual transfer of data fromthuser 6 s PC t o t he

importance in a Noark 5 context is the time of transfer to the task importer, which

corresponds to the date of receipt of the form.
A Fixed information for the individual form

This is information which has not been queted as response data and which is not

naturally logged for transactions. In a Noark 5 context, this could typically be a

description of the case circumstances (the case file) or the document (the registry
entry), class, executive officer, casandlingunit, confidentiality and information
concerning preservation/disposal.

In principle, the form solution can facilitate the complete document capture of response data

from electronic forms and complete, automagicord archiving and even distribution toe
casehandling unit or person. However, it is therefore the form solution that determines the

guestions that are asked and thus which response data can be used automatically and which

transaction data and fixed information are sent to the public body.

version of the form and presentation softwareusth be

stored together with or as part of the result data set,
incorporated in the version of the form that was usec
during completion of the form.

Requir |Requirements for electronic form for completion via |Type |Remarks

ement |theinternet

no.

6.3.20 |There should be functionality for retrieving both \
relevant response data and transaction information f
electronic forms and entering them as a fiéeord
document description and document in an automate
process.

6.3.21 |It must be possible to enter fixed information foran | B |Obligatory when
individual form type in addition to response data and 6.3.20 is
transaction information. fulfillled .

6.3.22 | The totalresult data set from an electronic form musf B |Obligatory when
stored together with relevant transaction information 6.3.20 is
fixed information for the form type in an approved fulfillled .
archival format.

6.3.23 |It must be possible to choose which individual respoj B |Obligatory when
data fields, transaction information and fixed 6.3.20 is
information for an electronic form should be integrat fulfillled .
in a Noark 5 core.

6.3.24 |Received form data must be archivedhe form of a B |Obligatory when
complete copy of the response data and completion 6.3.20 is
environment in an approved archival format. fulfillled .

6.3.25 |For dynamic forms, information concerning the currg V
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6.3.5 Electronic document exchange

I n this context, fAdelectronic document exch:
between (Noark) solutions as part of the ordinary case handling.

Secure electronic document exchange between different Noark solutions and between different
cooperating administrative bodies is important in order to realise the ga&ldwhinistration

improve the transfer of documents between public bodies and ¢hattke relevant archival
requirements are met.

The purpose of this set of requirements is to ensure that public sector organisations can
exchange all types of information regardless of which Noark solution they use. Such document
exchange must be botmgple to use and facilitate the exchange of sensitive information.

A structure and content specification (XML form) for document exchange will follow in a later
version of Noark 5.

Requir |Requirements for electronic document exchange Type |Remarks
ement
no.:

6.3.26 |There should be functions for secure, automated \
document exchange between Noark solutions, base
an XML form for document exchange.

6.3.27 | There must be functions for automatically registering B |Obligatory if
received case documents. 6.3.26 isfulfilled.

6.3.28 |Metadata for outgoing and incoming documents sen| B |Obligatory if
through electronic message exchange must at least 6.3.26 is fulfilled.
contain obligatory metadata.

6.3.29 |In the case of electronic document exchange involvii B |Obligatory if

sensitiveinformation, encryption must be carried out 6.3.26 is fulfilled.
when the message is dis
secure network. Only the predefined recipient shoulg
able to decrypt.

6.3.30 [In connection with electronic document exchenthe B |Obligatory if
transmissiommust be protected against unauthorised 6.3.26 is fulfilled.
alteration.

6.3.31 |In connection with electronic document exchange, itt B |Obligatory if
must be possible for relevant logs to be stored in the 6.3.26 is fulfilled.
Noark solution.

6.3.6 Migration between Noark solutions

In this contextmigrationmeans the movement of complete data sets from one technical
platform to another (new version or new solution), where the data must remain as unmodified
as possible once théyave been moved.
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It must be possible to export or extract the information that is stored in a Noark 5 solution
to a systemindependent format. The export must includeftmelsstructure, metadata and any
associated electronic documents. A distinction is made between two variants of export
migration export and transfer export. Transfer exports are considered in section 4.2.12.

It must be possible to use migration exportstii@e migration of data in connection with

upgrades to a new version of the same solution or on transition to another Noark solution. It
should also be possible to transfer acigdesfrom one system to another, e.g. in connection
with organisational chaes. This means that a Noark solution must also be able to import data
from a migration export.

The migration of data means that a Noark solution must be able to handle exports and

imports. Such migration may be relevant in connection with an upgradeste gersion.

Users who are switching to a new Noark solution from another supplier must be able to
transfer their old data to the new solution without any problems. It should also be possible to
import certain data from one solution into another solutian is already in use. This may be

appropriate in connection with reorganisations wii@rexamplep a r t

of responsibility is transferred to another body.

of

a

publ i c

If one or moreseriesaremoved from one solution to another, an agreemd@hbe needed

which regulates the actual content of the migration export. This is to take account

of any differences between the solutions.

A structure and content specification (XML form) for the migration export will follow in a
later version of Noark.

Requir |Requirements for migration between Noark Type |Remarks

ement |solutions

no.:

6.3.32 |It must be possible to export all metadata that are O
defined in this standard and associated documents |
on the transfer format.

6.3.33 | It must be possible to expall metadata that are O
defined in this standard and associated documents |
on the transfer format.

6.3.34 |It should be possible to export parts of tbeds \%
structure, e.g. aeriesor class.

6.3.35 |It should be possible to export parts of tbeds \%
structure, e.g. aeriesor class.

6.3.36 |A log must be generated of all metadata and docum| O
that cannot be imported and of any other errors that
occur during import.
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Requir |Requirements for migration between Noark Type |Remarks
ement |[solutions

no.:

6.3.37 |When an import is performed, a log file must be O

generated with information on tiseccess or otherwise
of the import, e.g. the number of metadata elements
documents. The log file must also contain a list of al
metadata elements and documents that could not be
imported.

6.4 Meeting and board handling

A module for meeting handlingust cover a series of functions linked to case handling in
collegiate bodies such as boards, committees, etc. If a separate solution for meeting handling is
used in a Noark 5 solution, the solution must offer services / have functions for recordkeeping,
archiving, periodising and transferring the valuable archival information that is generated in the
solution.

Documents that are produced in connection with a meeting must be collateléatiag file
which is an expansion of a basic file.

The individualdocuments that are produced in connection with the meeting must be assigned
metadata in the form ofMeetingrecord, which is an expansion of a Basexord
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Conceptual model for Meeting and board handling

0.1 BASIC FILE
SUB
FILE g0."
0.1 V\
MEETING FILE
1
0.* 0.~
SIMPLIFIED RECORD) MEETING ADMINISTRATIVE
PARTICIPANT UNIT

BASIC RECORD

MEETING RECORD

<Conceptual model for Meeting and Bo&tedndling>

Metadata for meeting and board handling

Metadata for Meeting file (based on basic file)
Metadata for basic file forms part of meeting file. The following metadata are additional.

No. Name Type |Occ. Tran |Remarks
S.

MO08 'meetingnumber B |One A | Obligatory
for fonds

with
meeting
and board
handling.
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No. Name Type |Occ. Tran |Remarks
S.

M370 |Board B |One A | Obligatory
for fonds
with
meeting
and board
handling.

M102 |meetingdate B |One A | Obligatory
for fonds
with
meeting
and board
handling.

M371 | meetingplace V |One

M221 |referencePreviousMeeting V |One A

M222 |referenceNextMeeting V |One A

Metadata for Meeting participant

Metadata for meeting participant must be grouped into metadata for meetiiMpefing
participant is obligatory and may occur one or more times in a meeting file.

No. Name Type |Occ. Tran Remarks
S.

M372 |meetingparticipantName B One A |Obligatory
for fonds
with meeting
and board
handling.

M373 | meetingparticipantFunction B |One A |Obligatory
for fonds
with meeting
and board
handling.

Metadata for Meeting record (based on basic record)
Metadata for basitecordforms part of meetingecord The following metadata are additional.
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No. Name Type |Occ. Tran |Remarks
S.

MO085 |Meetingecordype B One A |Obligatory
for fonds
with
meeting and
board
handling.

MO88 | meetingcasetype B |One A |Obligatory
for fonds
with
meeting and
board
handling.

MO55 |meetingecordstatus V |One

M305 |administrativeUnit B One A |Obligatory
for fonds
with
meeting and
board
handling.

M307 |executiveofficer B |One A |Obligatory
for fonds
with
meeting and
board
handling.

M223 |referenceToMeetirmgcord V |Many A

M224 |referenceFromMeetimgcord VvV |Many A

Requirements for Meeting and board handling

Requir |Structural requirements for Meeting handling Type |Remarks

ement

no.

6.4.1 |It must be possible to specialisBasic filein a meeting B |Obligatory for

file. fondswith meeting
and board
handling.

6.4.2 |A Meeting filemust expand 8asic file and aBasic file| B |Obligatory for

can be expanded by a Meeting file.

fondswith meeting
and board
handling.
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Requir |Structural requirements for Meeting handling Type |Remarks

ement

no.

6.4.3 |It must be possible to define relevant additional B |Obligatory for
metadata foMeeting filein addition to the metadata th fondswith meeting
have been defined. and board

handling.

6.4.4 |t must be possible to specialisBasicrecordin a B |Obligatory for
Meetingrecord fondswith meeting

and board
handling.

6.4.5 |A Meetingrecordmust belong to (only) one Basic B |Obligatory for
recordand a Basicecordcan contain (onlyone fondswith meeting
Meetingrecord and board

handling.

6.4.6 |It must be possible to define relevant additional B |Obligatory for
metadata foMeetingrecordin addition to the metadat fondswith meeting
that have been defined. and board

handling.

Requir |[Functional requirements for meeting handling Type |Remarks

ement

no.

6.4.7 | There must be services/functions for registering, B | Obligatory for

archiving, periodising and transferring information ar
documents that are generate@amnection with

meeting handling.

fondswith meeting
and board
handling.
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Requir |[Functional requirements for meeting handling Type |Remarks

ement

no.

6.4.8 |Meetingrecordtypes that must beapable of being Obligatory for
registeedwill include: fondswith meeting
e Meeting summons and board
e Enclosure to meeting case handling.

e Decision in meeting case

e Memo to politicalcommittee

e Caselist

e Meeting folder

e Meeting report

¢ Meeting minutes

e Case report

e Overview of participants, representatives and
members of committees, councils, boards, etc.

e Case draft

It is not necessary to register all the information

elements above indiviglly. If summaries of

information elements are produced, it is sufficient fo

the summaries to be registered.

6.4.9 |There must be a service/function for creating a sepa Obligatory for
Meeting filebased orBasicfile. fondswith meeting

and board
handling.

6.4.10 |There must be a service/function for creating a sepa Obligatory for
Meetingrecordbased on basiecord fondswith meeting

and board
handling.

6.4.11 |It must be possible to specify meeticase types. The Obligatory for
following types will be relevant in connection with fondswith meeting
meeting handling in the municipal sector: and board

e Political case handling.
e Delegated meeting case

e Referred case

¢ Interpellation

e Unregistered case

6.4.12 | There must be a service/function for defining separa Obligatory for
meetingrecordtypes. fondswith meeting

and board
handling.
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Requir |Functional requirements for meeting handling Type |Remarks
ement
no.
6.4.13 |Process and handling events for Meeting file and B |Obligatory for
Meetingrecordmust be logged. fondswith meeting
and board
handling.

Remarks: Although the meeting handling must have strong links to the administration and
fondsstructure in Noark 5, it will also be necessary to store a certain amount of logistical
information for the meeting handlinfihese information elements have no natural link to the
fondsstructure or other functions in Noark 5, and it is therefore natural that the functionality
for meeting handling is created as a separate module (case handling mioduté&hthe
information éements that belong to the meeting handling for example can be saved as
information elements in series

6.5 Reporting and statistics

This section applies to case records. The obligatory reports that are covered by this section are
reports which are necessary in order to fulfil the requirements in the legislation and regulations
or which are normally required for other reasons.

Remarks

The nine obligatory reports are largely a continuation of the reports from Néaikhas not

finally been decided which metadata elements should be included in them, although the reports
will have the same basic content as they had in Ndark

The requirement tables for each report set out requirements for selection, sorting and

report contentSelectionindicates which metadata elements the report should be selected from.
Sortingindicates how the report is to be sorted,aeeording tovhich metadta elements it

should be organise®eport contentlefines wiatinformation is actually to be included in

the report. The reason for this distinction is that the report will not necessarily be sorted
according to all

the selection criteria or selectedtbe basis of all the sorting criteria. In most cases, the

report will contain more information than the critegiacording towvhich it was selected and

sorted.

Noark 5 gives no instructions concerning the typographical layout of the reports.

6.5.1 Fonds summary

The purpose of the repdfondssummaryis to provide an overview of theeriesinto which
thefonds

have been subdivided, with a statement offtinelsperiod that it or they are included in,
classification system, status and physical location. This is important for the overview in the
fonds
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It must be possible to sort the report freely according
the following metadata elements:
AreferenceParenin Seriesor
AfondperiodStartDate anfbnderiodEnddatén
Series

Requir |Requirements for the report Fonds summary Type |Remarks
ement
no.
6.5.1 |The reporfFondssummaryis obligatory. B |Obligatory for cast
records.
6.5.2 |Selection: B |Obligatory for cast
It must be possible to select the report freely accord records.
to the following metadata elements:
AreferenceParenin Seriesor
AfondsperiodStartDate anfondgeriodEnddate in
Series
6.5.3 |Sorting: B |Obligatory for cast

records.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section Noark 5 outer core

Pagel44of 268

Thefollowing metadata must be included in the repo
where they exist in the solution:

FromFonds
systemID

title
fondsreatorname
fondsstatus
createdDate
finalisedDate

From Classification system
classificationtype
title

FromSeries

systemID

title

referenceParent
referenceClassificationsystem
fondsectionstatus
referenceSuccessor
referencePrecursor
physicalDocuments
referenceDocumentdescription
createdDate

finalisedDate
fondgeriodStartDate
fondgperiodEndDate
storagelocation

description

exportedDate
responsibleExport

Requir |Requirements for the report Fonds summary Type |Remarks

ement

no.

6.5.4 |Report content: B |Obligatory for cast

records.

6.5.2 Public registry

The purpose of the repdPublic registryis to provide the public with information on the
public bodyébés registered
documents. The registry is largely formulated in the same way as the Regstry but
it will screen information that is exempt from public access.

The requirements for the report are formulated in accordance with the provisions of the
Freedom of Infomation Act and
Section 27 of the Archives Regulation.
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The requirements below are obligatory for case record solutions and other solutions covered by

the provisions of the Freedom of Information Act concerning public registries.

Requir |Requirements for the report Public registry Type |Remarks
ement
no.
6.5.5 |The reportPublic registryis obligatory. B |Obligatory for
fondscovered by
the Freedom of
Information Act.
6.5.6 | The report must contain all registry entry types. B |Obligatory for
Simplified record are not included. fondscovered by
the Freedom of
Information Act.

6.5.7 |The metadata elemestreeningMetadataontains B |Obligatory for
information on the elements that are to be screened fondscovered by
metadata fieldfficialTitle is a copy of title, but all the the Freedom of
words that are to b&creened have been removed her Information Act.
(e.g. replaced by ****¥),

6.5.8 |Selection: B |Obligatory for
It must be possible to select the report on the followi fondscovered by
metadata elements (froRegistry entryunless stated the Freedom of
otherwise): Information Act.
Aregistrydate(it must be possible to specify an interv
Aregistrymanagementunit
AadministrativeUnitfor executive officer

6.5.9 |For organisations that have begun udintctionality forf B | Obligatory for
temporary blocking, it must be possible, as an fondscovered by
alternative to selecting according to registry date, to the Freedom of
select according to the following metadata element: Information Act.
Aconfidentialityassessddf. Registry entry. It must be
possible to specify amierval.

6.5.10 |Sorting: B |Obligatory for
It must be possible to sort the report freely according fondscovered by
Aserialnumberpr the Freedom of
Aregistryentry registrydateandserialnumbeyor Information Act.
AadminstrativeUnifor executive officerregistrydate
andserialnumber
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The following metadata must be included in the repg
where they exist in the solution:

Case file information
FromCase file

filelD

officialTitle

From Class(additional classification is not to be
included):

classID(not to be printed if marked

as screened in the solution).

Registry entry information

FromRegistry entry

serialnumber

recordD

registrydate

documentDee( t ext fAUndat edo i
officialTitle

clienttype

clientNamgnot to be printed in a public registry if the
name is exempt from public access)
depreciationmethod

depreciationdate
referenceDepreciatedByRegistryentry
referenceDepreciatesRegistryentry

Each registry entrynustalso show:

1) serial number of the previous registry entry in the
case file concerned (e.

no. in the caseo0),

2) serial number which is answered (where appligab
by the registry entry concerned (e.g. with the header
AResponse to serial no.
I't must be possible for d

several serial nos.

Requir |Requirements for the report Public registry Type |Remarks
ement

no.

6.5.11 |[Report content: B |Obligatory for

fondscovered by
the Freedom of
Information Act.
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Requir |Requirements for the report Public registry Type |Remarks
ement
no.

6.5.12 |It should also b@ossible for the report to freely contag V
one or more of the following items of information
(where they exist in the solution):

Case file information
FromCase file
administrativeUnit
caseresponsible
accessrestriction
screeningauthority

Registry entryinformation

FromRegistry entrysorted according tcecordD
unless specified otherwise):

accessrestriction

screeningAuthority

administrativeUnit

executiveofficer

6.5.3 Ongoing registry

The purpose of the repdRiegistryis to provide an overview of adrchived documents for
each day. The report must contain information from case file and registry entry, including the
information that is screened in the solution.

The provisions concerning registries are set out in Secti@is210 of the Archives
Regqulation.

Requir |Requirements for the report Ongoing registry Type |Remarks

ement

no.

6.5.13 | The reportOngoing registrys obligatory. B |Obligatory for cast
records.
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Requir
ement
no.

Requirements for the report Ongoing registry

Type

Remarks

6.5.14

Selection:

It must be possible to freely select the repaxording
to the following metadata elements (fraegistry entry
unless stated otherwise):

Aregistrydate(it must be possible to specify an interv
or

Aserialnumber(it must be possible to specify an
interval)

A 1 e gi tgpe(it mustibe posgible to seleme or
more)

Aregistryentryfor the person responsible for the
processing

Aadministrative unifor the person responsible for
processing (here, it must be specified whether or no
underlying units are to be included).

Obligatory for cast
records.

6.5.15

Forinternal documents, it must be possible to delimi
the report to only cover received documents, so that
same document is not listed twice.

Obligatory for cas
records.

6.5.16

Sorting:
It must be possible to sort the report freely according
Aserialnumberpr

Aregistrymanagementunitf the person responsible fo
processing, thereaftey registrydateandserialnumber
within each registry date, or

Aadministrative unibf the person responsible for
processing, thereaftéwy registrydateandserialnumber
within each registry date.

Obligatory for cas
records.
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The following metadata must be included in the repg
where they exist in the solution:

Case file information
FromCase file

filelD

title
adminstrativeUnit
caseresponsible
referenc&ondssection

FromClass
classID and title

Registry entry information
FromRegistry entry
serialnumber

recordD

registrydate

documentDaté t e xt AUNndatedo i
title

accessrestriction
screeningauthority
numberofAppendices
confidentialityassessedDate
clienttype

clientname
administrativeUnit
executiveofficer
registrymanagementunit

Each registry entrynustalso show:

1) serial number of the previous registry entry in the
case file concerned (e.g. withthee ader A PTr
no. in the caseo0).

2) serial number which is answered (where applicab
by the registry entry concerned (e.g. with the headet
AResponse to serial no.
It must be possible for

contain several serial nos

Requir |Requirements for the report Ongoing registry Type |Remarks

ement

no.

6.5.17 |Report content: B |Obligatory for cast

records.
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Requir |Requirements for the report Ongoing registry Type |Remarks

ement

no.

6.5.18 |It must be possible teetrievean overview of the most| B | Obligatoryfor case
recent version of all the documents (main document records.

appendices) that are linked to each registry entry.

The following metadata elements should then be pri
out:

FromDocumentlink

linkedRecordhs

FromDocumentdescription:

title

documenttype

storagelocation

accessrestriction

screeningauthority

Version information

FromVersion(sorted according t¥ersionno., Variant
versionnumber

variantformat

6.5.4 Back log list

At specifictimes, public sector bodies are required to extract overviews of documents that have
notbeen fully processed. In government bodies, this is normally done four times a year. This
overviewis called arback loglist. The aim of thévack logcheck is to ensure that all enquiries
receivedby the organisation are answered within a reasonable period of time. This is pursuant
to Section 11a of the Public Administration Act (tlee provision concerning case handling

time and provisional replies). Thwack loglist also providesanver vi ew of t he <
workload. This is pursuant to Sectiof¥ 3second paragraph of tAechives Regulation.

Theback loglist is intended to give managers information on thestuback logsituation
within

his or her unit and which case files hdaxk logassociated with them. For cassponsibles,
theback loglist can be used as a reminder that there are unfinalised cases for which
they are responsible. Similarly, execetiofficers will receive a reminder that they

still have documents that require processing.

Requir |Requirements for the report Back log list Type |Remarks

ement

no.

6.5.19 |The reporBack loglist is obligatory. B |Obligatory for cast
records.
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Requir
ement
no.

Requirements for the report Back log list

Type

Remarks

6.5.20

Selection:
It mustbe possible to select the report on the followir
metadata elements:
Aregistrydatefrom Registry entry(it must be possible t
specify an interval) and

r e g i tgpefrom Registryentry
Aregistrymanagementunit
AadministrativeUnit(here, it must & possible to specif
whether underlying units are to be included).
Adepreciationmetho¢here, it must be possible to
choose between
nontdepreciated documenamdnondepreciatedand
provisionally depreciated documerftalue ***).
ACC addressedt mustbe possible to specify whethet
or not CC addressees are to be included.

Obligatory for cast
records.

6.5.21

Sorting:

Sortingmustbe performed on the basis of the recipie
who meet the selection criterion. If several recipients
linked to the same registry entry meet the selection
criterion, the registry entry must be included in the
extract once for each of these recipients.

It must be possible to sort the report freely according
Aregistrymanagementurdind therby executiveofficer
and

fileID from Case fileandrecordD from Registry entry
or

AadministrativeUnitand therby

executive officeandfilelD from Case fileand

recordlD from Registry entryor
Aregistrymanagementurdind therby caseresponsible
and

fileID from Case fileandrecordD from Registry entry
or

AadministrativeUnitand then ortaseresponsibleand

filelD from Case fileandrecordD from Registryentry.

Obligatory for cas
records.
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Requir
ement
no.

Requirements for the report Back log list

Type

Remarks

6.5.22

Report content:
The following metadata must be included in the repg
where they exist in the solution:

Case file information
FromCase file

filelD

title

administrativeUnit
caseresponsible
registrymanagementunit
FromClass

classID and title

Registry entry information
FromRegistry entry
recordD

registrydate
documentDat¢ t ext fAUndat edo i
title

duedate

clienttype

clientName
administrativeUnit
executiveofficer

Obligatory for cast
records.

6.5.23

The page numbering must be per administrative unil
it must start on p.1 upon switching to a new
administrative unit. Space must be allocated for rem
from the executive officer after each registry entry.

Obligatory for cas
records.

6.5.24

It should be possible to define the report so that cert
case areas are not included in Itiaek loglist. This
could for example concern case files/registry entries
which have particular order values or which are bein
processed by particular adminidive units.

6.5.5 Maturity list

The purpose of the repdvtaturity listis to be able to show documents with a deadline for
case handling, in order to notify the executive officer. If the archive is responsible for the
maturity check, the registry musbtify the executive officer of the maturity date.
Alternatively,
an executive officer witihecordaccess can perform tinecordhim-/herself and follow up
maturity dates for

his or her documents.
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The maturity list is intended as a tool for fulfilling trequirements in SectionBfirst
paragraph of
the Archives Regulation.

Requir |Requirements for the report Maturity list Type |Remarks

ement

no.

6.5.25 |Selection: B |Obligatory for cast
It must be possible to select the report on the followi records.

metadata elements:

Aregistrydatefrom Registry entryit must be possible t
specify an interval) and

Aregistryentrytypdrom Registry entry
Aregistrymanagementunit

FadministrativeUnit(here, it must be possible to speq
whether or not underlying units are to be included).
ACC addressedt must be possible to specify whethe|
or not CC addressees are to be included.
Amaturitydatein Registry entry{it must be possible to
specify an interval)

6.5.26 |Sorting: B |Obligatory for cast
Sorting must be performed on the basis ofrupients records.
who meet the selection criterion. If several recipients
linked to the same registry entry meet the selection
criterion, the registry entry must be included in the
extract once for each of these recipients. It must be
possible to sort the repdreely according to:
Aregistrymanagementurdind therby executive officer
andfileID from Case fileandrecordD from Registry
entry, or

FadministrativeUnitand therby executive officeand
fileID from Case fileandrecordD from Registry entry,
or

Fregistrymanagementurdind therby caseresponsible
andfileID from Case fileandrecordD from Registry
entry,or

AadministrativeUnitand therby caseresponsibleand
fileID from Case fileandrecordD from Registry entry.
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Requir |Requirements for the report Maturity list Type |Remarks

ement

no.

6.5.27 |Report content: B |Obligatory for cast

The report must contain the following information, records.
where it exists in the solution:

Case file information
FromCase file

filelD

title

administrativeUnit
caseresponsible
registrymanagementunit
FromClass

classID and title
Registry entryinformation
FromRegistry entry
recordD

registrydate
documentDaté t e x t
title

duedate

clienttype

clientName
administrativeUnit
executiveofficer

AUndat edo i

6.5.6 Downgrading list

The purpose of the repddowngrading listis to provide an overview of documents that must

be reviewed in order to assess downgrading.

The principles are based on the provisions in current legislation and regulations. Documents
graded according to the Protection Decree are dowadrautomatically after 30 years. It is
however possible to set shorter deadlines for downgrading, normally two or five years, and it is
also possible to exempt documents from automatic downgrading. The secrecy obligation in
accordance with the Public Adnistration Act is generally revoked after 60 years.
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Requir |Requirements for the report Downgrading list Type |Remarks
ement
no.
6.5.28 |Selection: B |Obligatory for
It must be possible to select the report on the followi solutions where
metadata elements from: downgrading is
Registry entry relevant.
Adowngradingdatgit must be possible to specify an
interval)
Agradingauthority(it must be possible to select one g
more)
AfondgperiodStartDate anfondgperiodEnddate from
Series
Freferenc&ondsectionfrom Case file
6.5.29 |Sorting: B |Obligatory for

It must be possible to sort the report freely according
FadministrativeUnifrom Case file thenby case
responsibleand thereunddilelD, or:
Fadministrativénit, thenexecutiveofficeand
thereundefilelD, or:

Fdowngradingdatérom Registry entryand thereunder

filelD.

solutions where
downgrading is
relevant.
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Requir |Requirements for the report Downgrading list Type |Remarks

ement

no.

6.5.30 |Report content: B |Obligatory for
The report must include the following information, solutions where
where it exists in the solution: downgrading is
Case file information relevant.
FromCase file
filelD

title

administrativeUnit
caseresponsible
FromClass

classID and title
Registry entry information
FromRegistry entry
recordD

registrydate
documentDat¢ t ext fAUndat edo i
title

accessrestriction
screeningAuthority
registryentrytype
downgradingdate
gradingauthority
clienttype

clientName
administrativeUnit
executiveofficer
registrymanagementunit

6.5.7 Disposal list

The purpose of the repddisposal listis two-fold. It is intended firstly as an aid in the actual
disposal work and secondly as an overview of the cases that have been disposed of.

Section 314 of the Archives Regulation requires public sector bodies to prepare summary lists
of

fondsthat are diposed of.
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Requir |Requirements for the report Disposal list Type |Remarks

ement

no.

6.5.31 |Selection: B |Obligatory for
It must be possible to select the report on the followi solutionsthat must
metadata elements @ase file facilitate disposal.

Adisposaldatdit must be possible to specify an inter\
Edisposaldecision

AadministrativeUnit(here, it must be possible to sped
whether

underlying units are to be included).
Aregistrymanagementunit

Freferenc&ondsection

AfondgeriodStartDate anfbndgperiodEnddate from
Series

6.5.32 |It must be possible to sort the report according to thg B | Obligatory for
metadata elements: solutions that mus
AfondperiodStartDateandfondgperiodEnddatérom facilitate disposal.
Series

Freferenc&ondsection Case file
EclassIDfrom Class

EfileID from Case file

6.5.33 | The report must contain the following information, B |Obligatory for
where it exists in the solution: solutions that mus
Case file information facilitate disposal.
FromCase file

filelID

title

createdDate
referenceChild
disposaldecision
disposaldate
administrativeUnit
referencé&ondsection
FromClass

classID and title
FromSeries
referenceParent
fondgeriodStartDate
fondgeriodEndDate

6.5.8 List for remote storage, transfer and handover

The purposef this report is to obtain an overview of the sections of the archive material that
must
be transferred to a remote storage archive, an archive repository or another public sector
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body. The report can be used as a remote storage list for the publitdedidy connection

with periodisation, as a

handover list in connection with the transfer of archive material between public sector bodies
orasa

transfer list in connection with transfers to an archive repository.

The requirement for a remote stordigeis set out in Section-B4 of the Archives Regulation.

The remote storage listis a

completefondslist covering what is to be preserved, corresponding to the transfer list.

Section 54 of the Archives Regulation contains a provision which reqpiuesic sector

bodies that transfer

older and finalised material to an archive repository to prepare a complete transfer list

of the material that is to be transferred. The transfer list must be enclosed with the transfer to
the archive repository.

Section3-22 of the Archives Regulation requires public sector bodies that hand over archive
material to another

public sector body to prepare a handover list for the material that is to be handed over.

The handover list must be prepared in the same way asséetrast for transfers to an archive

repository.

The organisation must retain a copy of both handover and transfer lists. These should

be included i rfondsplam. or gani sati onds

Requir |Requirements for the report List for remote storage, | Type |Remarks

ement |transfer and handover

no.

6.5.34 |Selection: B |Obligatory for
It must be possible to select the report freely on the solutions that mus
following metadata elements: facilitate remote
FfondsperiodStartDate anfondgperiodEndDatdrom storage, transfer
Series(one or more)or and handover.
Freferenc&ondsectionfrom Case file(one ormore).
Fregistrymanagementuriitom Case file(one or more).
FadministrativeUnifrom Case file(here, it must be
possible to specify whether or not underlying units a
to be included).
Fcasestatuin Case file
Fdepreciationdatérom Registry entrhere, it must
al so be possible to spe
Edisposaldecision

6.5.35 |Sorting: B |Obligatory for
It must be possible to sort the report on the following solutions that mus
metadataelements: facilitate remote
Freferenc&ondsectionfrom Case file storage, transfer
FclassIiDfrom Class and handover.
EfilelD from Case fileand therrecordD from Registry
entry
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Requir |Requirements for the report List for remote storage, |Type |Remarks

ement |transfer and handover

no.

6.5.36 |Report content: B |Obligatory for
The report mustontain the following information, solutions that mus
where it exists in: facilitate remote
the solution: storage, transfer
Case file information and handover.
FromCase file
filelD
createddate
title
casestatus
referenceChild
disposaldecision
disposaldate
referenc&ondsection
FromClass
classID and title
FromSeries
referenc&onds
fondgeriodStartDate
fondgperiodEndDate

6.5.37 [For each new Classl D, t B |Obligatory for
(the derived metadata elemeitie) must be included o solutions that musg
a separate line as a heading. facilitate remote

storage, transfer
and handover.

6.5.38 |Both the right and lefthand margins in the report muy B | Obligatory br
be at least 4cm in order to provide sufficient space f solutions that mus
remarks. facilitate remote

storage, transfer
and handover.

6.5.39 |If the report contains documents that are graded, th¢ B |Obligatory for

number of graded documents must be marked in
connection with the case.

solutions that mus
facilitate remote
storage, transfer
and handover.

6.6 Security and access control

The basic model for access control and security with regard to change in Noark 5 is based on
the core specifying the conditions for obtaining access to objects, while the modules outside

the coreaccept that the conditions are met.
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An external module must be known to the core. The core must therefore not disclose
information or perform actions at the request of an unidentified module. For many Noark 5
fonds it will be sufficient for the externaho dul e t o be known. The c«
external module and accept its authorisation for the information to be used.

However, differenfondsmay have differing requirements as regards how precisely rights to
objects must be specified, as wesl differing requirements as regards how certain the core
must be that it is actually communicating with a module that there is reason to trust.

In certain special cases, there may also be a need for the core to have an overview of the actua
personal usrs who are to have accessMiaich objecs. It should also be possible to configure

the core in such away thatitdoestit r ust 0 t he external modul e
i ntegration and an integrated segsecuiity y pol |
functions that provide for user directories outside the Noark 5 core are however recommended.

The security requirements in Noark 5 outer core are therefore subdivided into the following
main topics:

« Security configuration

« Rights specifications

Security configuration is the choices that are made concerning the strictness of the
requirements that are imposed for access within sagbs The aim is flexibility. The
requirements for security will vary from organisation to organisation. Rigbtsfgations are
the concrete link between objects in fordsand the services, or alternatively personal users,
that have access rights to them.

Requir |Requirements for security in the core Type |Remarks
ement

no.

6.6.1 |All modules or systems outside tbere that are to O

communicate with or have access to objects in Noar
core must be identified and recognised by the core.

6.6.2 |An external module that is no longer to have access| O
services must still be identified in the core, but with 4
statusthat ndi cates t hat it i

6.6.3 |There must be an overview of the period or periods| O
during which each external module has been active.

6.6.4 |Atleast one user must be defined as a registry O
administrator, who can explicitly log onto the Noark !
core inorder to alter the configuration and global
parameters.

6.6.5 |It must be possible to set the {og identifier for a O
registry administrator who is no longer to have acce:
t he cor e Paos stihvee 0s,t awthuisc h
administrator fromogging on.
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Requir |Requirements for security in the core Type |Remarks
ement
no.

6.6.6 |There must be an overview of the period or periods | O
during which the logpn identifier has been active.

6.6.7 | The minimum requirement for authentication strengtf O
for logging on as a registry administrator is a passw(
Here, requirementsan be imposed concerning the
strength of the password (complexity, length, duratig
etc.).

6.6.8 |It should be possible to use other and stronger Vv
authentication methods as an alternative to passwor

The security configuration is unique to eaehmies Each of the options represents a statement

of the degree of trust that the core is to have in the external modules. The fact that the core has
a high degree of trust in external modules will not necessarily weaken information security if
theorgass at i onds security measures are gener all

Requirement | Requirements for security configuration Type |Remarks
no.
6.6.9 For aseries it must be possible to specify which O

authentication method(s) should be required for {
external modules thaire to be given access to usy
services in the core.

6.6.10 For aseries it should be possible to specify whetl] V
only the individual external module is to be
identified, or whether each individual personal us
must also be identified in the core.

6.6.11 For aseries it must be possible to specify whethe| O
the module, or alternatively the personal user, th
registered as being responsible for a fileemordis
to have read and write access to the file or folder
automatically or whether explicit rigts
specifications are also required for the person
responsible for the file¢cord

6.6.12 For aseries it must be possible to specify whethe| O
access rights are inherited downwards in the
hierarchy by default, or whether explicit access
rights must bespecified at each level.
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Requirement|Requirements for security configuration Type |Remarks
no.
6.6.13 For aseries it should be possible to specify whetlf V

it will be permissible to specify thall authenticate
external modules both existing and future onés
have read or write access to an object.

(If this recommendation is not implement#us
must be understood as indicating that ias
permitted to specify that all modules have acces;
and that only certain specified modules have acg
to an object).

Rights specifications can be linkealg¢ach of the five levelseries class, fileyecordand

document description. It is worth noting that there are no references to roles, profiles or other
authorisation mechanisms in the core because it is assumed that these are handled in the
external nodules. The basic principle is a specification of which module or modules have read
and write access to each object infibreds How flexibly or rigidly this can be specified will

vary with the configuration selections that are made foséhies

If the module that is specified as being responsible for a fileamrdis to have automatic

access (requiremefj, all actions that are authorisedthe external module concerned will be
accepted by the core. Other modules can also gain access, but only if they are individually
specified (or if it is specifie@ that dnall

If access rights are inherited downwards in the hierarchy by default (requir@miemtill for
example be possible to give a particular external module access to theends&d he same
module will then have automatic access to all underlying files, with the exceptioa files

for which specific restrictions concerning the rights are specifietigivingany rights as high

up in the hierarchy as tlseriescan also be choselm this case, the rights will have to be
specified individually for each file, and inhierdl by each underlyingecord(each withits own
underlying documents), with the exception of aagord for which specific rights are

indicated. If theseriess instead configured to require explicit access, no access rights will be
inherited from highelevels in the hierarchy.

The same principles for rights specifications and the relationship between configuration
selections and rights specifications also apply if the recommended requirement no. 4.406
(identification of each personal user) is selected &arees

Requirement

no Requirements for rights specifications Type |Remarks
6.6.14 For eaclseries class, filerecordand document O
description, it must be possible to register which
external modules have read access.
6.6.15 For eaclseries class, filerecordand document O

description, it must be possible to register which
external modules have updating access.
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Requirement

o Requirements for rights specifications Type |Remarks

6.6.16 For eactlseries file, recordand document V
description, it should be possible to specify read
accesdlo fext dr nal mo du |
future ones); cf. requiremeat

6.6.17 For eaclseries file, recordand document B |If6.6.13 is met,
description, it should be psible to specify updatin 6.6.17 must also
accesdlo fext é&r nal mo d u | be met.

future ones); cf. requiremeat

6.6.18 For eaclseries class, filerecordand document V
description, it should be possible to register whic
personally identified users have read access.

6.6.19 For eaclseries class, filerecordand document V
description, it should be possible to register whic
personally identified users have updating access

6.6.1 Screening

Screening is used to screen registered information or individual documents. The screening
takes effect when an access code is assigned to the individual fetdor individual

document.

The solutionds users must be cleared for c
part of the cases and registry entries and associated doisuiimat are screened.
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Conceptual model for Screening

SERIES

COMCERNS 0 1
CLASS -
0.* SuB
g - |CLASS
0.1 -
C.DNC.ERNE”’/MJ
n..1f 0..1
SCREEMNING [ -
0.~ -
0.1
[ ——__ CONCERNS BASIC FILE 0.1
\'\_\i SUB
NO e g - |FILE
CONCERMS 0.1
0.-
SIMPLIFIED
COMNCERNS RECORD
1.
0.*
0..
DOCUMENT
DE SCRIPTION

<Screening in the model structure>

Metadata for screening
Metadata for screening must be grouped into metadasefi@s class, fie, recordand
document description. Metadata for screening are optional and can occur once.

In Noark 4, these attributes have different names depending on the levelandbestructure
to which they are linked. References to attributes at registry kenel are shown below.

No. Name Type |Occ. Tran |Remarks
S.

M500 |accessrestriction O |One A ?

M501 | screeningauthority O One A |?
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No. Name Type |Occ. Tran |Remarks
S.

M502 | screeningMetadata O |One A |?

M503 |screeningDocument O One A |?

M504 | screeningduration O |One A |?

M505 |screeningCeasesDate O One A |?

Metadata for grading

Metadata for grading must be grouped into metadata fordid®rdand document description.
Grading is optional and can occur once.

No. Name Type |Occ. Tran |Remarks
S.

M506 |grading O |One A

M624 |gradingdate O |One A

M625 |gradedBy O |One A

M626 |downgradingdate O |One A

M627 |downgradedBy O |One A

Remarks
1. These metadata are also copied down into the classes that can be subject to screening.

Requirements for Screening

Requir |Structural requirements for Screening Type |Remarks
ement
no.

6.6.20 |A Seriescan have registered no or oBereening value| O
and aScreening valuean form part of no, one or
severalClasses.

6.6.21 |A Classcan have registered no or ddereening value | O
and aScreening valuean form part of no, one or
severalClasses.

6.6.22 | A Basic filecan have registered no or diereening @)
leveland aScreening levatan be included in no, one
severaBasic files.

6.6.23 | A Simplifiedrecordcan have registered no or one O
Screening levednd aScreening levatan be included ir
no, one oseveralSimplifiedrecords.
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Requir |Structural requirements for Screening Type |Remarks
ement
no.
6.6.24 |A Document descriptionan have registered no or on¢ O
Screening levednd aScreening levatan be included ir
no, one oseveraDocument descriptions.
Requir |Functional requirements for Screening Type |Remarks
ement
no.
6.6.25 |There must be a service/function for updating O
information concerning screening code (screening
degree, screening authority and screening duration)
value ofSeries Basic file, Simplifiedecordand
Document description.
6.6.26 |It must be possible to inherit screening to file, regist O
entry, document description and document object.
It must be possible to override inherited values.
6.6.27 |It must be possible to inherit the screeningtassto O
file, registry entry, document description and docum
object.
It must be possible to override inherited values.
6.6.28 | There must be a service/function for entirely or parti{ O
screening File description.
6.6.29 |It must be possible to inherit the screenin@asic file O
to registry entry, document descriptianddocument
object
It must be possible to override inherited values.
6.6.30 |It must be possible to inherit the screenin@asic file O
to registry entry document descriptioanddocument
object
It must be possible to override inherited values.
6.6.31 |There must be a service/function for entirely or partiy O
screening description inRecord
Requirement|Requirements for Access codes for exemptions |Type |Remarks
no. from public registry
6.6.32 It must be possible for access codes to be regist| O/B
on files,record and document descriptions. This
indicates that registered information or archived
documents must be screened from public acces;
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Requirement
no.

Requirements for Access codes for exemptions
from public registry

Type

Remarks

6.6.33

All accesscodes that are to be used must be
predefined in the core. The access codes are gl¢
i.e. the same codes are used for the entire archi
regardless of which external modules make use
the archive.

O/B

6.6.34

The core must contain a full history of all asse
codes that are currently or have previously been
valid in the archive.

O/B

6.6.35

For each access code, it must be possible to reg
an indication of whether a document that has be
marked with this access code can be classified &
exempt from publi@ccess in its entirety, or wheth
there is reason to only exclude certain informatic
from the document in line with the authority

provision in the Freedom of Information Act.

O/B

6.6.36

There should be a dedicated access code for
At empor ar i | y caabeasaguntdthe
need for screening has been assessed.

6.6.37

In connection with an access code, it must be
possible to mark the following file information in
the core as fAscreenedd
read from the archive have the followirestrictions
when the access code is used:

e Parts of the file title: The solution must permit
either the screening of everything except the f
part of the title (e.g. the first line), or alternativ
the screening of individual words highlighted
theuser.

e Classification: This is primarily intended for th
screening of object codes that are personal ng
or national identity numbers.

¢ Information that identifies parties in the case.

O/B

National Archival Services of Norway,

03.04.2009 Version 2.1



Section6 Noark 5 outer core Pagel68of 268

Requirement|Requirements for Access codes for exemptions |Type |Remarks
no. from public registry

6.6.38 In connection with an access code, it must be o/B
possible to mark the following file information
linkedtorecords i n the core a
external modules that read from fle@dshave the
following restrictions when the access code is us
¢ Partsof the contents description: The solution
must permit either the screening of everything
except the first part of the contents descriptior
(e.g. the first line), or alternatively the screenir
of individual words highlighted by the user.
¢ Information thaidentifies the sender and/or
recipient.

6.6.39 It must be possible to screen document descripti O/B
linked to arecord It must be stated that tihecord
contains document descriptions that are screeneg
the registry.

6.6.40 It must be possible to scre#re following O/B

information concerning electronic documents usi

an access code:

¢ all information concerning a document, includ
different formats and versions of the documer

6.6.41 If the access code is marked with an indication tf V
there is reason tonly exempt certain information
the document from acce
the document may be created which does not
contain this information and which can therefore
exempted from screening.

6.7 Administrative structure

Noark 5 is basedround the assumption that it must be possible to carry out administration of
the organisationds structure in external s
recordkeeping, the core imposes certain requirements on these solutions and themety in

the core should be able to relate to them.
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Conceptual model for Administrative unit

BASIC FILE

0.1
.-

ADMINISTRATIVE UNIT CASE FILE SIMPLIFIED RECORD

0.1 a.- [ﬁ

BASIC RECORD

o.=

RECORD ENTRY /7

5 - | MEETING RECORD

< Administrative unit>

Metadata for administrative unit

In Noark 5, information concerning administrative structure is not considered to be part of the
fondsstructure. Such information does not need to be stored in the Noark 5 core, nor should it
be transferred to a repository on transfer. However, if the name of the responsible unit is
registered on a file or a record (registry entry), this must be inclhsletetadata for these

record units.

No. Name Type |Occ. Tran |Remarks
S.
M583 |administrativeUnitName O |One
M600 | createdDate O |One
M601 |createdBy V |One
M602 finalisedDate B |One
M584 |administrativeUnitstatus V | One
M585 |referenceGeneral Unit B |One
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Requirements for administrative structure

Requir |Requirements for administrative structure Type |Remarks

ement

no.

6.7.1 |All administrative units that are to have accessto o B |Obligatory for
in the core must be identified and recognised by the solutionsin
core. which

administrative
units are to have
access to object

in the core.
6.7.2 |An administrative unit that is no longer to have acce{ B |Obligatory for
objects in the core must still be identified in the core solutionsin
with a status that indicates that Pa ss ifiv e 0 . which

administrative
units are to have
access to object

in the core.
6.7.3 | There must be an overview of the period or periods| B |Obligatory for
during which each administrative unit has been actiy solutionsin
which

administrative
units are to have
access to object
in the core.

6.8 User administration

Noark 5 is based around the assumption that it must be possible to carry out administration of
users of the solution in external systems. Nevertheless, to eqpgrgpriate archiving, the

core imposes certain requirements on these systems and the way in which the core should be
able to relate to them.

Metadata for user

Metadata for user should not be transferred, but it must be possible to migrate them between
solutions.

No. Name Type |Occ. Tran |[Remarks
S.

M580 |userName O |One

M581 |userRole O |One

M600 |createdDate O |One
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No. Name Type |Occ. Tran |Remarks
S.

M601 |createdBy V |One

M602 |finalisedDate B One

M582 |userstatus V One

Requirements for user administration

Requir |The core& requirements for user administration Type |Remarks

ement

no.

6.8.1 |All users that are to have access to units in the core| B |Obligatory for

be identified and recognised by the core. solutions where

personally
identifiedusers are
to be identified in
the core.

6.8.2 |The core must be able to recognise the administratiy B |Obligatory for

context in which the user is working at any time. solutions where

personally
identified users ar
to be identified in
the core.

6.8.3 |A user thais no longer to have access to units inthe] B |Obligatory for

core must still be identified in the core, but with a stg
t hat indi cates that it

solutions where
personally
identified users ar
to be identified in
the core.

National Archival Services of Norway,

03.04.2009 Version 2.1



Sectionb Noark 5 outer coe

Pagel72of 268

during which each user has been active.

Requir |The core requirements for user administration Type |Remarks
ement

no.

6.8.4 |There must be aoverview of the period or periods B |Obligatory for

solutions where
personally
identified users ar
to be identified in
the core.

6.9 Roles and associated rights

Noark 5 is based around the assumption that each indiyadblc body must be able to define

the roles and associated rights that users of the solution are to have, within the framework that
is established through the general restrictions in the standard with regard to the freezing of
documents and metadata.r@eal administration of the various roles need not be performed in
the core. The core only requires the external system to have a solution for administrating
access to the core.

6.10 Use functionality

In order for a task or preystem to fulfil requirementsoncerning universal design as set out in
legislation and regulations, the outer core must provide for this. An example is the way in
which the outer core provides for the appropriate distribution of document content to people
with disabilities.

Requir |Functional requirements for use functionality Type |Remarks
ement

no.

6.10.1 |Provision must be made to ensure that the requiremel O

for Universal Desigras set out in applicable legislation

and regulations are fulfilled.

6.10.2

It should be possible to receingessages and texts in bq V

Norwegian language forms (Bokmal and Nynorsk).
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Part 3: Noark 5 complete

The following sections contain requirements concerning functions, content and use of
external (optional) system solutions that naturally form partaominaplete Noark 5 archive
solution.

These solutions are no more independent of Noark than they were previously. Each
organisation should be able to introduce the task system that besiteeetsis.

In relation to Noark 5 inner and outer core, thesplirements will act more as guidelines
aimed at ensuring good recordkeeping and archiving, than as requirements which must be
fulfilled in order to obtain Noark 5 status for the solution.

[a5 K
systems

-

Noark 5
inner core

SNo11n10S
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7 Case handling functions

The principal vision foComplete Noark 5 is that tlselutionthat is introduced must support
general case handling (and therefore managers and executive officers) in a functional, user
friendly and effective way, so that the solution is seen as an everyday support tool.

The lequirements are not restrictive in the sense that it is these and only these requirements the
must be satisfied. In order to establish a solution based on Complete Noark 5, it will also be
appropriate to offer entirely different types of functionalityrthiaose that are covered in this
section. For exampléynctionsfor customer care, automated processing of job applications,
executive officer portals or the use of cooperation rooms are not considered. This does not
mean that these solutions cannot l@uded as part of the case handling functionality in

Complete Noark 5. Both this and other functionality should be offered to the organisations that
require this type of functionality.

In other words, this section should not be interpreted as indicaang & functionality is not
required herethenthe functionality is not to be developed in a Complete Noark 5 solution.

7.1 Requirements for address register in the case handling
function

I n order to handle a publ i cibldbtoceptda addressul ar
register for théunction

Requir [Requirements for address register in the case Type |Remarks
ement |handling function
no.

7.1.1 |There should be functions for establishing a register| V
names and addresses of clients (addesgister). It must
be possible to use this register to lagkinformationin
connection with theecordof senders, addressees and
parties to a case.

7.2 Requirements for case follow -up in the case handling
functions

The solution should have functionalityr following up case handling deadlines.

Requir |Requirements for case follow-up in the case Type |Remarks
ement |handling function
no.

7.2.1 |There should be functions for retrieving external and| V
internal documents from registry entries that have a
processing deadline duringspecifiedperiod of time.
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7.3 Document production

It must in principle be possible for a document that is being processed to be read by those who
have this right through dedicated roles and those who have been given this right by the
document owner.

Requir |Requirements for document production Type |Remarks
ement
no.

7.3.1 |It should be possible for several people to prepare ai VvV
edit a large document simultaneously.

7.3.2 |It should be possible to create documents and docur; V
templates that can freely be defined and sectioned ir]
different parts for differenisers/authors.

7.3.3 |It should be possible to add metadata to a document V
XML format. These forms should be documented.

7.3.4 |The person that creates a document, the document | V
owner, should have the rights to split the document i
sections and assign read, comment, consultation ang
write access for each of tidividual sections.

7.3.5 |It should be possible to classify documesms sections| V
according to separate classification forms which spe
a reason for screening.

7.3.6 |It should be possible to specify whether marking sho| V
be shown for sections to which the user does not ha
read access. If so, the marking shaalticate the reaso
for screening.

7.3.7 |The document owner should be able to assign anoth 'V
user the role of document and section owner.

7.3.8 |For people who have comment access for a docume, V
section but not write access, it should be possible to
comment notes to the document. It should be possib
easily identify which part of the text has been
commented on and who added the comments.

7.3.9 |For each section, the document owner should be abl V
assign read, comment, consultation and where
appropiate write access to a unit/department, define
role or defined user, hereinafter jointly referred to as
Auser o.

7.3.10 |In connection with the allocation of read and write \%
access to a department, everyone in the department
should be able to read, open and write/edit the docul
or section(s) to which access has been assigned.
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Requir
ement
no.

Requirements for document production

Type

Remarks

7.3.11

In connection with the allocation of readd write
access to a department, everyone in the department
should be able to read, open and write/edit the docul
or section(s) to which access has been assigned.

7.3.12

When a user has opened a section for writing/editing
should not be possible fother people to open it, i.e. it
is locked for reading and writing/editing by others.

7.3.13

Sections for which the user only has read access shg
be shown with a special background.

7.3.14

For sections for which the user only has read access
usershould not be able to copy the wrjieotected text
and paste it into another document.

7.3.15

Open sections or sections for which a user has been
assigned write access shoulddigplayedn the ordinary,
way.

7.3.16

Sections for which the user does not hesad access
should be physically removed for the user.

7.3.17

When the user has finished with the section and fina
it, the locking should be cancelled. Everyone with rez
access should be able to read the section, and userg
write/editing access sht be able to write in/edit the
section.

7.3.18

It should be possible based on the document overvig
see who has been assigned and is working on a
document and section.

7.3.19

Only the person who has access to read one or morg
sections of the documeshould be able to open one o
more sections in the document.

7.3.20

Only users to whom the document owner has assign
access should be able to open a sectioned documen

7.3.21

Individual users should only be able to see the parts
the document for whicthey have the appropriate acce
The document is shown as a continuous document v
the sections for which the user has the appropriate
access.

7.3.22

Only the defined document owner or the owner of th¢
sections should be able to alter user access fightise

document or section.
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Requir |Requirements for document production Type |Remarks
ement
no.

7.3.23 |Undefined users should be able to search freely inth VvV
document, but should only be given access to view t
parts of the document that are open.

7.3.24 |It should be possible to limit the read access rights f¢  V
documenthat is being processed to roles and people
who through the setting of parameters have general
access to do this, or the roles and people to which th
document owner assigns explicit access rights.

7.3.25 | There should be parametawntrolled options to defan \
the read access rights for all documents that are beir
processed.

7.3.26 | There should be parametawntrolled options to define| V
the read access rights for one or more specific docur
that are being processed, specifically for each indivig
document.

7.3.27 |It should be possible for the document owner to over, V
the parameter setting.

7.3.28 |When an inhousproduced document that is being Vv
processed is sent on workflow, case flow or docume
flow, all recipients of the flow should automatically be
authorised for read access for the document, irrespe
of their role, administrative unit or authorisation.

7.3.29 | There should be access to functions for creating and V
registering a document from either a word processor
Complete Noark 5.

7.3.30 |If documents are preegistered from a word processor V
should not be necessary to switch to Complete Noar
When creating and closing a document, the user shqg
automatically be asked for essential information for
registering the document.

7.4 Document templates

It must be possible to establish document templates for all document categories that an
organisation uses. It must also be possible to define new document templates.

It must be possible to enter two categories of standard text in the dodemefdtes text
that can be altered by the executive officer and text that cannot be altered by the executive
officer.
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There should be access to functions for creating ancegrstering a document from either a

word processor or from Complete Noarlfsdocuments are preegistered from a word

processor, it must not be necessary to switch to Complete Noark 5. When creating and closing
a document, the user must automatically be asked for inforntatibrs requiredior

registering the document.

The dbcument templates must contain fields that correspofidlds in Complete Noark 5. It
must be possible to adapt these fields to the needs of the individual organisation. The fields
must also be dynamic in relation to the document template that is brotghbse. It must be
possible to automatically transfer information from fields in Complete Noark 5 to the
corresponding fields in the document template. It must be possible to automatically transfer
information from one field in the document templatéhi® corresponding field in Complete
Noark 5.

In connection with the screening of documents, it must be possible for the executive officer to
type in or freely select a reference to authority and for the solution to place the text in the
specified place ithe document template.

Requir |Requirements for document templates Type |Remarks
ement
no.

7.4.1 |There should be functions for establishing document] V
templates for all document categories that an
organisation uses.

7.4.2 |There should be functions for formulatiagd using \%
inhousedefined document templates.

7.4.3 |There should be functions for establishing new docul V
templates.

7.4.4 |There should be functions to enable the organisation V
create/prepare document templates itself without ext
assistance.

7.4.5 |It should be possible to enter two categories of stang V
text in the document templatetext that can be altered
by the executive officer and text that cannot be alterg
by the executive officer.

7.4.6 |It should be possible to automatically transfer \%
information from fields in Complete Noark 5 to the
corresponding fields in the document template.

7.4.7 |lIt should be possible to automatically transfer \%
information from a field in the document template to {
corresponding field in Complete Noark 5.
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Requir |Requirements for document templates Type |Remarks
ement
no.

7.4.8 |In connection with the screening of documents, it shq¢ V
be possible for the executive officer to type in or free
select a reference to authority and for the solution to
place the text in the specified place in the document
template.

7.5 Case and document history

It should be possible to easily trace facts for an individual case, whether unfinalised or
finalised. This audit trail facility covers:
e What has been done concerning the case, when it was done and who (person or
function) did it.

In order toobtain a good overview of case handling, it is also important that the solution
presents an overview of the case portfolio, i.e. the stage which the handling process has
reached and who is in possession of it. It is desirable to be able to see the fofitages:
¢ New case files or documents that have not been distributed, started or opened.
e Case files or documents that are held by the executive officer and awaiting action from
him or her.
e Case files or documents that are pending approval internally.
e Casedfiles or documents that are to be processed by an external body, e.g. by an appeal
body or another processing body or within the legal system.

It must be possible to have all documents in the case file and references to other documents
(from the internet, casecords etc.) that form part of a case accompany the case file.

Requir |Requirements for case and document history Type |Remarks
ement

no.

7.5.1 |It should be possible to easily trace facts for an \%

individual case, whether unfinalised or finalised.

7.5.2 |lIt should be possible to see what has been done \%
concerning the case, when it was done and who did
(person offunction).

7.5.3 |It should bepossible to view new case files or \%
documents that have not been distributed, started or
opened.

7.5.4 |It should be possible to view the status of the case fil V
document, i .e. whether i

~

Anot startedod or fAnot of
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Requir |Requirements for case and document history Type |Remarks
ement
no.

7.5.5 |It should be possible to see that case files and docur, V
are being held by the executive officer and awaiting
action from him or her.

7.5.6 |It should be possible to see that case files and docur, V
have been sent for approval internally.

7.5.7 |It shouldbe possible to see that case files or docume| V
are pending processing by an external body, e.g. by
appeal body or another processing body or within the
legal system.

7.5.8 |It should be possible to have all documents in the ca] V
file and references talwer documents (from the intern
case records, etc.) that form part of a case accompa
case file.

7.6 Document flow

It must be possible to send a document thiat jgoduction forwards and backwards in the line
the necessary number of times. The executive officer and line managers must be able to see
where the document is at any time. It must be possible to define functions to enable the
document to be locked for ahges when it is sent (forwarded) or to enable a new version to be
automatically created with each dispatch (forwarding). It must be possible to use all
functionality for correction and remarks in the associated word processing system on a
document that isnder production.

The recipient of a document must be notified that he or she has received a document (e.g.
through it being placed under a separate tab or being marked in some other way to indicate tha
it has been received).

In order to document thagcipients in the flow have actually performed the task, it must be
possible to give a binding fisignatureo at
repudiation function.

It must be possible to have appendices to the main documents and rafévestber
appendices (from the internet, case records, etc.) accompany the document and it must be
possible to register remarks in the registry entry.

Metadata for Document flow

Metadata for document flow must be grouped into metadata for registry eDomsnent
flow is optional and may occur one or more times in a registry entry.
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production for approval in stages (sequential approvi

No. Name Type |Occ. |Tra |Remarks
ns.
M660 |flowTo B |One A |Obligatory if documents are
being sent in flow.
M665 |flowFrom B |One A |Obligatory if documents are
being sent in flow.
M661 |flowReceivedDate B |One A |Obligatory if documents are
being sent in flow.
M662 |flowSentDate B |One A |Obligatory if documents are
being sent in flow.
M663 | flowStatus B |One A |Obligatory if documents are
being sent in flow.
M664 | flowRemark V |One A
Requir [Requirements for document flow Type |Remarks
ement
no.
7.6.1 |It should be possible to send a document that is und( V
production forwards and backwards in the line the
necessary number of times.
7.6.2 |Authorised roles and people should be able to seew V
the document is at any time.
7.6.3 |The document should be blocked for changes when| V
sent (forwarded), and if appropriate a new version sh
be created with each dispatch (forwarding).
7.6.4 |It should be possible to use all functionality for editin{ V
and remarks in the associated word processing syst¢
a document that is in production.
7.6.5 |It should be possible to register remarks concerning| V
document.
7.6.6 |The recipient of a documeit flow should be notified \%
that he or she has receivedaument.
767 |[I't should be possible t¢V
stages.
7.6.8 |It should be possible to have appendices to the main V
document and references to other appendices (from
internet, case records, etc.) accompany the documel
7.6.9 |It should be possible to send a document thiat is \%
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Requir [Requirements for document flow Type |Remarks
ement

no.

7.6.10 |It should be possible to send a document thiat is V

production for consultation to several parties
simultaneously (parallel consultation).

7.6.11 |For documents which are production and sent on \%
sequential or parallel document flow, it should be
possible to set parameters to determine whether nev|
versions are to be created for all recipients in the floy

7.6.12 |It should be possible to speciparameters to determin¢ V
whether versioning should occur for individual roles,
units, groups or individuals only. It must be possible
do this on a fixed or atloc basis.

7.7 Workflow

Workflow is a type of functionality that makes it possible to disteliasks electronically and

to follow up and maintain an overview over where the tasks are at any one time. In this way, it
enables organisations to have a controlled, internal work process across units and locations. In
other words, workflow involves theontrol of communication between different people and

roles and information systems that are affected by the work process.

It is important thafunctions for workflow can:
e Model processes simply and clearly.
e Provide templates and wizards that ensure ctamisise and effective1ese.
e Log and report nowonformances and statistics.

The workflowfunctionshould also provide for:
Integration with othefunctions

Security

Flexibility

Scalability

It must be easy to expand thumctionwith the organisation as changes are implemented in
terms of the number of employees, the number of processes that are automated and the way in
which communication and dialogue tsk®#ace.

The following minimum functionality must be available in a wokf:

Requir |[Requirements for workflow Type |Remarks
ement
no.

7.7.1 |t should be possible to dispatch (send) a task, case| V
document that the executive officer has completed o
workflow internally.
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Requir
ement
no.

Requirements for workflow

Type

Remarks

7.7.2

It should be possible to set up a workflow (either
predefined or adhoc) with predefined activities and
milestones.

7.7.3

It should be possible to predefine both sequential
workflow and simultaneous workflow.

1.7.4

It should be possible to add control functionality for €
activity, e.g. so that the task caise does not progress
the flow until all activities have been completed.

7.7.5

It should be possible to add tirspecific activities, e.g.
if a case has not been opened for a given number of
it must automatically be forwarded in the solutiorato

alias or similar.

7.7.6

It should be possible to dispatch (send) a task, case
document that the executive officer has completed o
workflow internally.

1.7.7

It should be possible to dispatch (send) a task, case
document that the executive offidess completed, on
staged workflow internally, i.e. it is automatically
forwarded to the next stage when the previous stage
finished with the task.

7.7.8

It should be possible for all recipients in the staged
internal workflow to link a remark or docunteo the
original task, case or document.

7.7.9

When a document that the executive officer has finis
with is sent on workflow internally, it must not be

possible for the document that is in the workflow to b)
altered or deleted.

7.7.10

It should bepossible for authorised personnel to over
the predefined workflow.

7.7.11

It should be possible t¢

stages.
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Requir
ement
no.

Requirements for workflow

Type

Remarks

7.7.12

Audit trail elements from a workflow should be logge
and preserved. These audit trail elements are:
e Who hageceived the task/case/document
e Who has read or edited the task/case/docume
e How each recipient has handled the
task/case/document (e.g. approved/not appro
¢ What the people concerned have done (e.g.
read/edited/forwarded).
e Any binding fisignatul
¢ Remarks that have been entered in the
workflow/task/case/document

7.7.13

There should be a function for searching for and
retrieving external and internal documents with a
processing deadline during a specified period of time

7.7.14

It should be possible tanit the search based on the ¢
handling unit and executive officer.

7.7.15

There should be a function for the automated notifica
of internal or external deadlines that are in the proce
expiring.
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8 E-mail function s
This chapter sets out the Noark 5 requirements-foagfunctiors and integration.

Introduction

In recent years, electronic maitn@ail, has become an important labsawing tool for the
public administration sector. Virtually every agency usesad and the level of usage is
constantly increasing. Requirements for the handlingrof# in Noark 5 are therefore
necessary.

For all documents of archival value that are received by or sent out by an organisation as e
mail, the recordkeeping obligationg@jes in the same way as for all other documents. The
Archives Regulation permits public bodies that useadl to also have a central incoming e
mail system for

e-mail sent to the organisation-riail that is received by the central incomingail system
must be opened by the registry.

By placing the incoming mail systems with the units that have an archive funetraal| will
follow the same path as ordinary letter mail as closely as possible. This will ensure that an
immediate assessment is carried @ determine whether or not the incomingail is

covered by the recordkeeping obligation. However, even with a central incomiag e
system, analil is often sent directly to an executive officer. The executive officer concerned
will then be obligedo register the-enall if it is considered to be a document for the
organisation.

Noark 5 takes into account the extensive userof@ as a method for sending documents,
both internally within the organisation and to external parties. There is theaestmanger
focus on interaction betweemaail systems and Noarklased solutions in order to make the
everyday tasks relating tecordmore efficient. A Noark 5 solution must satisfy the
requirements for theecordof documents in connection with receipt and sending-ima#.

Definitions

The standard protocol for the use ahail is defined by the Network Working Group in
standards RFC 2821 and RFC 2822. N&auses this as a basis as regardsé.

E-mail is rormally referred to as a document captured from an application that contains a
complete set of data from armmail transaction. Although RFC2822 defines the syntax-for e
mail transactions, there is no standard that defines the data format that mustwleamstt
e-mail transaction has been captured as documents.

Although email applications from different suppliers can freely transfer messages between
themselves (based on themail protocols defined in RFC2821/2822), it is not possible to
capture an-enail transaction from anmail application as a document and guarantee that the
other application will be able to read it, as differemail providers sometimes use their own
proprietary formats to captureneail. The automated export of metadata fremail messages
can therefore not be based on standards.
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Terminology

E-mail functionis a recurring term. In this context, it means the way in which Noark 5 is
integrated with an-enail system. This will appear as amail functionfor the user. It is only
intended that Noark 5 will be integrated witmail systems that read theneil addresses of

the organisation, not privateneail addresses. It is not the intention that Noark 5 should be
integrated withemai | systems other than the organis

In this chapterfile structuremeans the structure of the various files or directories that a user
has in the email function Examples of such files are Inbox and Outbox.

Modulesare the various components in Noark 5, depending on how the supplier inlesidec
integrate thdunctionwith respect to the Noark 5 core-nail can for example be accessed via
anexternalenai | system, via the organisationés o
functiors.

In this context, references &mitomaticallyor autamaticmean that an action will be performed

by machine and checked by a user where appropkiateuallyon the other hand means an

action that is performed by a user.

It must be possible to use an internalbinlt eemail system (see Figure 10 fuilthe-ma i | o)
or an external-enail system that iseamlessly integratétwith Noark5; see Figure
ASeaml ess!| ynaiintoegr at ed e

The following requirements concerning the use-ofal functiors in Noark do not distinguish
between these implementatiof®r Noark 5, two principles apply:

1. From relevant modules in the Noark 5 solution, you must be able to send and dispatch
documents as-mail directly, without having to exit and enter modules.

2. From t he o rnghsystesmayouimosh lie sibleggister incoming -enail
and attachments without having to exit and enter modules.

] .
E-POST )
SYSTEM

NOARK SYSTEM NOARK SYSTEM E-POST SYSTEM

Inbuilt e-mail Seamlessly integratedreail

8.1 General e -mail functionality

There are three main functions femail integration in Noark 5.
1. Send email as a case docume
2. Send case document byreil
3. Register incoming-enail

“"fSeamless integrationod is an integration solution
using the integrated functiott.is also often used when two applications use the same physicalyimgle
database.
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Requi [Functional requirements for general e-mail Type [Remarks

remen [functionality

t no.

8.1.1 |In a Complete Noark 5 solution, there should be full \%
i ntegration wi t-rhail $y$tean, eitherg
with an internal (irbuilt) e-mail functionor through a
seamlessly integrated (externalinail functionfor the
organisation.

8.1.2 |In the Noark 5 solution, it should be possible to dispa] V
e-mail as a case document.

8.1.3 |In the Noark 5 solution, ghould be possible to dispatc|, V
case documents aswail directly from relevant module

8.1.4 |lt should be possible to register incomingail (withor | 'V
without attachments) dir
chosen email function

8.1.5 |In the Noark Ssolution, it should be possible to send ¢ V
documents (as a copy) as attachments toraaie
directly from relevant modules.

8.1.6 |There should be a service/function to enable the meg V
text in an inhous@roduced amail to be sent on
document flowinternally within the organisation beforg
dispatch in the same way as an ordinary text docume

Document capture, e -mail header and e -mail message

An e-mail is often referred to as consisting of two partse-post headeand ane-mail
messageAn e-mail header normally consists of the sender, date and time of sending, the
addressees to which it has been sent and a subject:riiaié message is the actual content of
the email. If an email has been sent with an empty message field butthgleontains an
attachment, the-mail message could in principle still be of archival value.

solution, the eanail and any attachments must be
automatically archived in a consistent, integrated forn
that reproduces bothe email header and thereail

message.

Requir |Requirements for document capture, e-mail header |Type |Remarks
ement [and e-mail message
no.
8.1.7 |There should be a service/function which makes it \%
possible taautomatically register and archive docume
received by amail.
8.1.8 |In connection with the archiving ofreail in the Noark 5 B |Obligatory for

functiors with e
mail integration
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Noark 5 solution in connection with the dispatch-of e
mail as case documents or the dispatch of case docu
by email, so that:

e The Noark 5 solution automatically registers a
archives the -enail and any attachments.

e TheNoark 5 solution automatically handles the
mail and any attachments in line with predefing
rules in the solution.

e The Noark 5 solution automatically gives a
message to the user asking whether theag and
any attachments are to be registeredatived.

e The Noark 5 solution is based on manual routi

Requir |Requirements for document capture, e-mail header |Type |Remarks

ement |and e-mail message

no.

8.1.9 |[The email header and-mail message must be collate¢ B [Obligatory for
and archived as a single collective document that car functiors with e
be altered. mail integration

8.1.10 [The following minimum metadata from thexail heade| B |[Obligatory for
must be included in the collated document: functiors with e

e Sent: date and time mail integration
¢ Received: date and time (applies to incoming §
mail)
e Addressee(s): All addressees:
e CC addressees: All CC addressees
e Sender:
e Subject: Content of the subject line

8.1.11 | There must be functionality for the automagcordand B |Obligatory for
archiving of outgoing and incomingreail with or functiors with e
without attachments. It must be possible to register th mail integration
following metadata automatically in the Noark 5 solut

e Sent: date and time
e Received: date and time (applies to incoming §
mail)
e Addressee(s)All addressees:
e CC addressees: All CC addressees
e Sender:
e Subject: Content of the subject line
e Electronic signature: Where it exists
e Certificate(s): Where they exist
8.1.12 |It should be possible ®pecifyparameters to control th{ V
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Requir |Requirements for document capture, e-mail header |Type |Remarks
ement [and e-mail message
no.

8.1.13 |It should be possible to specify parameters to control| V
Noark 5 solution in connection with the receipt ahall
and any attachments so that:

e The Noark 5 solution automatically registarsl
archives (and where appropriate also distributg
the email.

e The Noark 5 solution automatically handles thg
mail and any attachments in line with predefing
rules in the solution.

e The Noark 5 solution automatically gives a
message to the user askinbether the @nail and
any attachments are to be registered and arch

e The Noark 5 solution is based on manual routi

8.2 Dispatching e -mail as case documents

fiDispatching email as case documenteans that it is the-mail itself and any attachments
that constitute the public bodyods formal c.
mail. A function for dispatching-mail as a document should be available and integrated in the
Noark 5 slution.

Requir |Requirements for dispatching e-mail as case Type |Remarks
ement |documents
no.

8.2.1 |There should be a service/function for dispatching-anp V
mai | and any attachment g
document, directly from the Noark 5 solution.

8.2.2 |The dispatching of-enail as case documents must be| B |Obligatory for
logged. functiors with e
mail integration

8.2.3 |There should be a service/function for dispatchimged | V
as a case document in connection with the use of
exchange format.

8.3 Dispatching case documents by e -mail

fiDispatching case documents byn@ilbome ans t hat t he organisati o
case document is as an attachment to-maie The email functionis therefore the method of
sending and the-mail message itself can legher empty or contain a standard transmission

text. A function for dispatching case documents fogagél should be available and integrated in

the Noark 5 solution.
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Requir |Requirements for the dispatching of case Type |Remarks
ement |documents by e-mail

no.:

8.3.1 |There should be a service/function for dispatching cg V
documents via-enail from the Noark 5 solution.

8.3.2 |In connection with the dispatch of case documentsb| V
mail, the solution should complete thenea i | 6 s
field with the content description froRecord

8.3.3 |In connection with the dispatch of case documentsb| B |Obligatory for
mail, the solution must comply withe applicable functiors with e
regulations as regards information that is screened g mail integration
graded or other information that must or can be
exempted from public access.

8.3.4 |The dispatching of case documents byal must be B |Obligatory for
logged. functiors with e

mail integration
Remarks: Requirements for logging are also set out
separate section.

Specification of sender for dispatch

Requir [Requirements for the specification of sender for Type |Remarks

ement |dispatch

no.:

8.3.5 |In connection with the dispatch and other sending off B |Obligatory for
documents by-enail, therecordand the documents functiors with e
concerned must be assigned information that confirny mail integration
A Sentmabiyl oe.

8.3.6 |In connectiorwith the dispatch of documents byrail, | V
the solution shoul d sgsmil
address as the proposed sender.

837 |[I't should be possibtmlt ¢ V
addresso, which is set i
solution, toanother email address that an authenticat¢
executive officer has access to and the rights for.

Remarks: This could for example be the case handli
depart manttdosadaress or t
mail address.

8.3.8 |ltshould also be possibteo overri de t| V
mai | addresso on a per mg

National Archival Services of Norway,

03.04.2009 Version 2.1




Section8 E-mail functions Pagel91of 268

Specification of addressee(s) for dispatch

During the dispatch of case documents byagl, all predefined addressees in teeord

should normally receive the dispatch. It should be possible for the executive officer to override
and expand the predefined information. If there are-mag addresses or the specifiedhalil
addresses are incorrect, the executive officer should bécabdit the email addresses of the
addressees concerned. Overriding and alteration of omissions and errors must be added to the
information on the addressee.

Requi |Requirements for the specification of addressee(s) Type |Remarks
remen |for dispatch
t no.

8.3.9 |In connection with the dispatch of case documents-vig V
mail, the solution shoul
addresseeso (addressee |
Recordas suggestedmail addressees.

8.3.10 |The option to alterthema i | 6 s lstskoulebe s| V
available as a function during the dispatch-ofial.

8.3.11 |If, in connection with a dispatch, thengail addresses ar{ V
altered in relation to the standard addressee list,
information on this alteration should be saved.

8.3.12 |1t should bepossible to manually override the predefing VvV
e-mail address in the addressee field in connection wi
dispatch.

Case documents that are to be omitted from dispatch

Dispatches of case documents should in principle be complete, which means that tltey shou
include the main document and all appendices. If despite this it is not possible to enclose all
case documents withtheea i | di spatch because of the dooc
reasons, the Noark 5 solution should be set up so that dispatch camide out, but it should

also include functionality for notifying the user of documents (attachments) that are not
included in the dispatch.

Requi |Requirements for case documents that are to be Type |Remarks
remen |omitted from dispatch

t no.

8.3.13|In connection with the dispatch of documents byal, \%

there should be a service/function for specifying whicl
documents are to bmmittedfrom the dispatch.

8.3.14 | There should be a service/function for registering rem V
on the case documents that ao¢ included in a dispatch

8.3.15 |In connection with dispatch, the solution should genet 'V
a message text which gives brief information on any @
documents that are not included in theail dispatch.
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Requi |Requirements for case documents that are to be Type |Remarks
remen |omitted from dispatch

t no.

8.3.16 | For the case documents that ac¢included in a Vv

dispatch, a systemgenerated message text and any
remarks registered by the executive officer nalstays
be included in the-enail dispatch.

8.3.1 Dispatch control

In connection with the dispatch of case documents, the Noark 5 solution pbdoltn a
series of predefined checks before the documents can be dispatchewibyTéis involves
checks on:

e Access/right data

e The case documents

e The exchange format

Requi |Requirements for dispatch control Type |Remarks

remen

t no.:

8.3.17 | The Noark 5 solution must not permit documents to bf B |Obligatory for
dispatched by-enail contrary to the restrictions that are functiors with e
i mposed by access and ri mail integration.

authorisation for the same.

8.3.18 | The extange format should be checked upon dispatg V

8.3.19 |If document formats and/or the use of electronic B |Obligatory for
signatures do not correspotct he exchang functiors with e
information on the addressee, the dispatch must be mail integration.

cancelled and the user must receive an error messag

8.3.20 |Notwithstanding the above, it should still be possible{ V |Obligatory for

send a cancelledispatch when it has been approved b functiors with e
an executive officer with authorisation to carry out this mail integration
process.

8.3.2 Formatting of case documents sentby e -mail

Requi |Requirements for the formatting of case documents |Type |Remarks
remen

tno.:

8.3.21 |In connection with the dispatch and sending of case B |Obligatory for
documents by-enail, it must be possible to specify usir functiors with e
parameters that the archival format is to be used as t mail integration

standard format.

8.3.22 |It must be possible to choose whether the production| B |Obligatory for
format is to be used in connection with the dispatch a functiors with e
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Requi |Requirements for the formatting of case documents |Type |Remarks
remen
t no.:

sending of case documents bynail. mail integration

8.4 Record of case documents received by e -mail

In a Noark 5 solution, there should be services/functions for the da@mtdand archiving of
e-mail and case documents received byal.

It should not be necessary to manually move or copy across documents fremaher®dule
to the Noark 5 solution. It should be possible to register the entiglenessage and
attachments or certain attachments only. Theaéd message, including tleemail header,
should always be included as a separate case documemr@sdesinformation on the
dispatch.

A distinction is made between registering and archiving incomimgiéand documents with
and without exchange format.

Requi |Requirements for the record of case documents Type |Remarks
remen |received by e-mail

t no.:

8.4.1 |Information from the enail, the email header, @nalil Vv

message and attachments should be presented clear
way which facilitates furthenrecordof all or part of the €
mail dispatch.

8.4.2 |It should be possible for the executive officer to view{ V
contents of the attachments of amail via a quickview
function, or via a link to the program that can read the
files.

8.4.3 |It should be possible for an executive officer to specify V
what is to be registered as the main document and wi
are to be attachments from a mail dispatch.

8.4.4 |It should be possible to specify that only certain \%
attachments to a dispatch that is receiver$t be
registered. The-eail itself must always be registered.

8.4.5 |It should be possible to document in the remarks field V
elsewhere why certain attachments are not being
archived, whethethisis due to the document format or
other reasons.
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Requi |Requirements for the record of case documents Type |Remarks
remen |received by e-mail
t no.:

8.4.6 |It should be possible for an executive officer to setup| V
system parameter which results in the executive office
automatically either being set as the executive officer
upon the creation of a new file or not being set as-cas
responsible upon the creatiohaonew file. It should be
possible to override this.

8.4.7 |It should be possible to set up a system parameter wl VvV
results in the executive officer automatically either be
set as the responsible executive officer upon the crea
of a newrecord or not being set as the responsible
executive officer upon the creation of a negord It
should be possible to override this.

8.4.8 |Noark 5 should have functionality which ensures that| V
the fAdisplay nameo of th
(where one exists) that is included in the archived
document that is created on the basis of-ara# header
and email message.

8.4.9 |Noark 5 should have functionality which ensures that| V
the fAdisplay nameod of th
(where one exists) that is included as the sender/addi
metadata in the registry.

Creation of a new file

In many cases, it will beecessary to create a new file when registering incommgie

Requi |Requirements for the creation of a new file Type |Remarks
remen
t no.:

8.4.10 | It should be possible to specify whether a new fileistf V
created or whether an existing file via a directly
acessible function is to be used during the
recordarchiving of incoming enail.

Searching for files

If incoming email and documents are to be registered on an existing file, there must be
functionality for searching for a file from theneail functiondirectly.

Requi |Requirements for searching of files Type |Remarks

remen

tno.:

8.4.11 |1t should be possible to search for a féebrdvia a V
guick-search function based on case number, sender,
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Requi |Requirements for searching of files Type |Remarks
remen
t no.:

or subject (content) in order to registemail. This optior
should be directly available as a function during the
recordof e-mail.

8.5 Copy of case documents by e -mail

It must be possible for an organisation to send a copy of one or more case dobymeents
mail.

Requi |Requirements for copy of case documents by e-mail |Type |Remarks
remen

t no.:

8.5.1 |It must be possible to send a collective copy of one, B |Obligatory for
several or all case documents linked te@rdwith e- functiors with e
mail in a single dispatch. mail integration.

8.5.2 |It must be possible for the sending of documents asg B |Obligatory for
copy to be logged in the Noark 5 solution. functiors with e
mail integration.

8.5.3 |It must be possible to send a copy of a file, i.e. all mal B |Obligatory for
documents and appendices fromratiord in the file. functiors with e
mail integration.

8.5.4 |It should be possible to retain the structure in connect V
with such a dispatch, so that it is possible to see whic
case documents are linked together.

8.5.5 |It should be possible to send a copy apdcifythat only | V
the main document is to be sent.

8.6 E-mail security

The requirements for security in connection with the dispatch and receipaif are
intended to take into account considerations relating to:
e Availability i that information is available to authorised users
e Confidentialityi thatinformation is not disclosed to unauthorised persons
e Integrityi that information is not altered without authorisation

The following security requirements are not intended to be obligatory for all Noark 5 solutions.
Each administrative body must itselass which of the security requirements are relevant,
based on the organisationébés security polic:

The general principle behind the security requirements in this section is that each organisation
must be able to choose its own security policy, withinftdw@mework of the various regulations
that apply to the organisation.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section8 E-mail functiors Pagel96of 268

Requi |Requirements for security Type |Remarks
remen
t no.:

8.6.1 |There must be functions which enable a public bodytf O
establish the required level of security.

8.6.1 Security management concerning incoming and outgoinge -
mail
In order to increase the level of confidence of the sender and the addressee thaitias

been received by the organisation, it must be possible to establish routines that utilise the
option of sending a rapigsponse to incomingrmail.

Requi |Requirements for security management for incoming |Type |Remarks
remen |and outgoing e-mail
t no.:

8.6.2 |Incoming email should always be checked against thg V
security mechanisms that are defined for the Noark 5
solution.

8.6.3 |The Noark 5 solution should be able to acknowledge | V
incoming email with or without attachments (based or
acknowledgement rules in the solution).

8.6.4 |It should be possible to use automatic acknowledgem V
of email (e.g. when the-mail/document is registed).

8.6.5 |Acknowledgement that the addressee has received th 'V
mail should be available and comprehensible to the
executive officer who sent thengail.

8.6.6 |If automatic acknowledgement of the receipt-ohail is Vv
used, it should be stated that g#eknowledgement is
automatic.

8.6.7 |The Noark 5 solution should have a function for addin V
acknowledgement information (delivered, opened/rea
failed) fromthe ena i | system to t#h
addressee information for tiecord

8.6.8 |Outgoinge-mail should always be checked against thg V
security mechanisms that are defined for the Noark 5
solution.

8.6.9 |The level of security in the Noark 5 solution should mj V
it possible to prevent documents being sent-byad.

8.6.10 | The executive officer should be notified of the access| V
code and general restrictions that have been set for ¢
documents (files, classifications) if an attempt is madse
dispatch these documents bynail.
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Requi |Requirements for security management for incoming |Type |Remarks
remen |and outgoing e-mail
t no.:

8.6.11 |1t should be possible to set up rodexl users of the V
Noark 5 solution in such a way that they can override
blocks on dispatch that are defined as standard.

8.6.12 |Within fonds it should be possible to specify blocks orf 'V
dispatch at any hierarchical level in floadsstructure.
Blocks on dispatch must be inherited by underlying
levels.

8.6.13 |1t should be possible to set up the Noark 5 solution sqg V
screened documents can be sent to certain, predefine
addressees.

8.6.1.1Time-stamping of e -mail

In connection witkelectronic communication, notation indicating when an electronic document
was sent or received by an organisation can be ensured through the use of legs (time
stamping). The log function can be performed by one or more of the parties in the
communication ad/or a third party.

Requi |Requirements for the time-stamping of e-mail Type |Remarks
remen
t no.:

8.6.14 | The Noark 5 solution should have security functions t| VvV
can manually or automatically retrospectively docume
when an anail was sent or received by the organisatic
based on defined logging rules in connection \iotids
series file or document.

8.6.1.2 Non-repudiation in connection with the use ofe  -mail

Non-repudiation means that the sender/addressee cannot subsequently deny having performed
actions that they have actually performed. Another aspect efapudiation is that the sender

or addressee mayeed to document to a third party the communication that has taken place
between the parties.

Requi |Requirements for non-repudiation in connection with |Type |Remarks
remen |the use of e-mail
t no.:

8.6.15 |1t should be possible for the Noark 5 solution to have | V
security functions which ensure that the message was
actually delivered to th
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8.6.16

It should be possible for the Noark 5 solution to have
security functions that can verify that the sender actua
did send the-enail concerned even though the sender
may wish to deny t frepudiatiore
of origino).

8.6.17

It should be possible for the Noark 5 solution to have
security functions that can verify that the addressee h
actually received the-mail concened, even though the
addressee may wish to de
repudiation of deliveryo

8.6.2

In the same way as with ordinary letter mail, a high level of security must be created in

Requirements for confidentiality

connection with the use efmail, so that unauthorised persons cannot read or alter the content
of other associated information concerning theal message.

Requi |Requirements for confidentiality Type |Remarks
remen
t no.:
8.6.18 |It should be possible for the Noark 5 solution to have | V
security functions which ensure that only the address
can read the-enail message and associated document
(Acontent confidentialit
8.6.19 |It should be possible for the Noark 5 solution to have | V
security functions which can ensure that all users can
have theirownenai | address | i st
confidentialityo).
8.6.20 |It should be possible for the Noark 5 solution to have | V
security functions which can ensure that no one can U
ot her preal addresges witkout being given
aut hor i suartei oanc c(efissse cman a g
8.6.21 |1t should be possible for the Noasksolution to have \%

security functions that can manually or automatically

address addressees in a
2 . . .

copy)* for outgoing email with documents based on

defined addressing rules in connection vithds file or

document.

2\When sending an-mail to many addressees, it may be appropriate to use a blindAcbpgd copy or bce
nd Carbon Copy) makes it qmalamessdgd)aiketaddressdsindhe 0
fi C fiefdy, the adldresses in the blind copy field are not visible to other recipients efthié e

(Bl i

fi T oa: nod
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Requi |Requirements for confidentiality Type |Remarks
remen
tno.:
8.6.22 | An organisation must have the facility to deselect the| V
function in orderto addressrea i | t o addr
copyo.

8.6.3 Encryption of e -mail

The encryption of documents distorts the content ofaraié so that unauthorised persons
cannot read it.

Encryption makes the documents ill egible f
with which to Aopenodo the document .

Requi |Requirements for the encryption of e-mail Type |Remarks

remen

tno.:

8.6.23 |1t should be possible for the Noark 5 solution to have | V
security functions that can manually or automatically
handle the encryption of outgoingngail and documents
(attachments) and the decryption of incomingail and
documents based on defined encryptioles in
connection witlfonds files or document.

8.6.24 |Within fonds it should be possible to specify rules for| V
encryption of documents at each hierarchical level in
fondsstructure in the Noark 5 solution.

8.6.25 |Rules for the encryption of documents must be inherif VvV
by underlying levels in thiondsstructure.

8.6.26 |It should be possible to set up both roles and users of V
Noark 5 solution in such a way that they can override
rules for encryption in conneotn with dispatch which ar
defined as standard.

8.6.4 Integrity protection through electronic signing

Electronic signature is a collective term for a number of technologies that can be used for
authentication and where appropriate other security funct@ewtion 3(1) of the Act on

el ectronic signatures defines an electroni
linked to other electronic data and which are used to check that these data originate from the
person who is stated as the signatoryo.

Digital signature, which is a form of electronic signature, is a technology based on
cryptographic methods, which provides support for authentication, integrity protectien, non
repudiation and confidentiality protection, i.e. encryption.

National Archival Services of Norway, 03.04.2009 Version 2.1



Section8 E-mail functions Page2000f 268

Signingisbasedn t he document being marked with ar
which indicates who sent the document and ensures that the document has not been altered
since it was sent.

Requi |Requirements for integrity protection through Type |Remarks
remen |electronic signing

t no.:

8.6.27 |1t should be possible for the Nodsksolution to have V

security functions that can manually or automatically
digitally sign outgoing amail with documents based on
defined signing rules in connection wittnds file or
documen{ iaut hé®hticityo)

8.6.28 |1t should be possible for the Noark 5 solution to have | V
security functions that can verify that the sender of an
incomingema i | i's who he cl ai

8.6.29 |1t should be possible for the Noark 5 solution to have | V
security functions which can verify that the documents
have not been altered since dispatchfoyai | (i
intedgrityo)

31n this context, authentication is used in the senseenifying (confirming) the claimed identity of the sender
or recipient in a communication system.
“AContent integrityo or data integrity means that t

been altered from the time the message was sent until it was received.
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9 Meeting and board function s

The need for an electronfienctionthat can facilitate meeting and board handling is
particularly great in the municipal administration sector. This section is therefore particularly
aimed at the needs of the municipal sector and we have chosen to use examples from this
sector in order tdemonstrate how a meeting module is set up.

Public bodies other than municipal and county councils (e.g. committees, boards and councils
within universities and government bodies) usually need a sifypletionfor meeting

handling than that describedreeNorrmunicipal bodies will also use very different

terminology for their meeting handling than that used by municipal organisations. It must
therefore be possible for each individual public body to select only parts of the functions that
are describedso thatfunctiors that are optimised for each organisation are established.

Meeting and board handling will often take place outside the general case records system and
there will be a need for special technical and structurations for this type of ase handling.

The requirements concerning meeting handling only cover electronic documents and electronic
case handling.

Information and documents that are generated in connection with meeting handling must be
preserved in the form of:

e documents and assated metadata inseries

e decisionmaking body and associated metadata

Each organisation can decide whether information that is of archival value should be stored in
a separateeriesn the meeting handling module or in the case records, or whether the
documents should be assigned a separate class in the classification system. It is not obligatory
to create a separateriesfor meeting documents, but it must be possible to create such a

series

9.1 Functional description

9.1.1 Terminology in meeting handling

There are significant differences between municipal and government bodies as regards the use
of the terminology presented below. We have however decided to define selected terms in
order to create a consistent structure in the chapter. In Noark 5, theifigilterminology

linked to the meeting handling module will be used.

Term Explanation

Decisionmaking body Collective term for boards, committees, councils, meetir
etc.

Decisionmaking body type Political body, body with decisiemaking authority,
advisory body
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Term

Explanation

Delegated case

Case where a subcommittee, the spokesman or head o
administration (deputy mayor) has been given authority
assess an enquiry and reach a decision.

Interpellation

Interpellation/enquiry from a member of the committee
which can be presented either in writing or verbailthe
course of theneeting.

Queue list Cases that have been fully processed by the administra
are declared as being ready for processindneydecision
making body by placing them in a queue list.

Meeting A meeting within a decisiomaking body in order to

process cases in a case list.

Meeting folder

A meeting folder can contain collated documentation frg
the processing and history of ooemany cases. This cou
concern the following information elements:

Case lists, case plans, case drafts, minutes and approv
minutes, case documents with or without appendices.

Section 30 of the Local Government Act: A meeting folg
must be keptfathe discussions that take place in all

publicly elected bodies. The municipal executive and
county council must establish rules concerning the crea
of meeting folders.

Meeting minutes

Collation of one or more case minutes in connection wit
individual meeting. Comprises shared information, such
time, place, attendance, etc. and case minutes for the ¢
being considered.

Meeting case

A delimited problem that a decisianaking body must
consider in a meeting.

Meeting case status

For caseplan, case plan locked, case rejected, case fing
(Areportedo)
case deferred

Meeting case type

Political case, delegated case, referred case, interpellat
(in N4, this is called AE
ot her businesb@etc. directa

Political case

Cases that are subject to political handling, prepared by
administration.

Referred case

Documents that have been presented to a committee fq
information purposes. The documents can, but do not n
to, belong to a case thefonds Normally specified in the
meeting minutes.
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Term Explanation

Case plan Collective document which can contain a case list, case
draft, case documents and, where appropriate, the final
processing from the recommendation committee.

Case list List of meeting cases from the queue list that are to be

considered at a given meeting.

Case minutes

Minutes from an individual case that is to be considereg
a committee/meeting. In Noark 4, case minutes are defi
as a separate document. It shousa doe possible to defing
it as such in Noark 5.

Unregistered case

Arises outside the admini
businesso item for a meet
decidedonin the meeting or it can be referred for further
investigationand case handling within the administration

A meeting case within the municipal administration can have one of two origins:
1. The case is aadministrativecasga| s o known as a Apolitica

admi ni strat i on éesubmitied to pne or more decisioraking bodieb.
2. The case is annregistered casa.e. it arises outside the administration, often as an
businesso item for anintheet i

Afany ot her

meeting or it can be referredrffurther investigation and case handling within the

administration.

ng.

Within government administration, other definitions of what a meeting case is and how they

arise are used.

A more detailed description of the two case types used within municipal adminisaiapiears

below.

If a meeting case originates from an administrative case, the meeting case must retrieve all
information concerning the case from the administrative. dds= case draft should be
completed by the executive officer before the case can be referred to the d®eiking

body.

An unregistered case is a case which has no previous case handling in an ordinary
administrative case and which must therefore bated in connection with the meeting. It

must be possible to create it as an independent document or a registry entry (if it is to be

registered). The decisiemaking body will be the owner of the case.

Within government bodies, other designations and tgses will be used. In connection with
the development duinctiors for these, it is important to define and use these distinct terms.

It must be possible to periodise and transfer information and documents that form part of
meeting handling in line whtthe requirements in sections 4.2.8 Document capture, 4.2.10

Periodisation, 4.2.11 Preservation and disposal and 4.2.12 Transfer.
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9.1.2

Information elements in the meeting handling

A list of information elements that are important in meeting handling is pessbatow. The
list is not exhaustive and must also be viewed in context with the Noark 5 specification in

general.

Information
element

Content

Storage place

Decisiormaking
body

Name, members, administrative position
accordance with thadministrative
structure).

In administrative structure

Meeting

Numbering, participants

In the meeting file

Meeting summonsg

Can specify the time and place of the
meeting and a case list showing whig
cases are to be considered. As part ¢
the document, the case draft and
recommendations belong to the
individual cases shown in the case lis
plusany appendices. Shows who is t¢
participate inthe meeting.

In the meeting file

Case list

Numbered case list, links to cases

In the meeting file

Case draft

Text presentation of the case,
recommendation text

Administrative caseas an
ordinary case document linked
the case, and ithe meeting file.
Other meeting typedn the
meeting file.

(Meeting) decisior

Text presentation of the digion taken
concerning a casturing the meeting

Document linked to the case th;
the decision concerns. Can alsq
be included in the meeting file.

Meeting folder

Collation of all information elements i
a meeting.

In the meeting file or as a
separate case.

The way in which the information elements in Hegiesfor meeting handling can be structured
viewed in the light of théondsstructure ingeneral is shown below. This is intended simply as
an example and doestdescribe the actual implementation of this structure.

metadata concerning the meeting.

delegated cases.

decisionmaking bodies for example.

considered at the meeting.

Information on each individual meeting is stored as a meeting file and associated
The file Delegated casesontains administrative cases that have been handled as
The file Referred casesontains cases that are to be referred.

The file Case listcontains cases that are to be included in the case list. These cases can

be of anytype, either of administrative origin or others which have their origin in other

The file Interpellationscontains documents in interpellation cases that are to be
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7

e eetc.

9.2 General requirements

Requi |Requirements for administrative case Type |Remarks
remen
t no.
9.2.1 |It must be possible to manage meeting and board handling B |Obligatory
accordance with Noark 5 core requirements. for function
for meeting
and board
handling.
9.2.2 |It must be possible to define separate requirements for B |Obligatory
services/functions that extend beyond what is required ung for function
this section. It is assumed that these requirements will not for meding
conflict with Noark 56s co and board
handling.

9.3 Meeting case types

9.3.1 Administrative case

Requi |Requirements for administrative case Type |Remarks
remen
t no.

9.3.1 |There should be functions for ensuring that a meeting casqg V
retrieve all information on the case from the administrative
case.

9.3.2 |It should be possible to specify that the case draft must be| V
completed by the executive officer before the case is referi
the decisiormaking body.

9.3.2 Unregistered case

Requi |Requirements for unregistered case Type [Remarks
remen
t no.

9.3.3 |Thedecisionmaking body should be listed as the owner of| V
unregistered case.

9.4 Expanded meeting handling

In Noark 5, all information elements in a case that are generated in the meeting handling must
be stored in the Meeting file. Tiveeting file can be stored in a sepaisgesor in the same
seriesas the general case records.
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Information elements can also be registered and stored in the case that forms the basis for the
meeting case handling.

9.4.1 Administration of decision -making body

Administration of decisioimaking bodies involves the following tasks:
1. Creating and maintaining a decisioraking body
2. Making corrections in a decisianaking body
3. Placing a decisiomaking body in the organisational structure

The following functionsnust be available in order to handle the decismaking bodies:

Requi |Requirements for administration of decision-making body |Type |Remarks
remen
t no.

9.4.1 |There should be a service/functions for creating, changing| V
closing decisiormaking bodies. Changesust be logged.

9.4.2 |There should be a service/functions for placing a decision | V
making body in the organisation structure.

9.4.3 |There should be a service/functions for linking the decision V
making body to the administrative structure in Noark 5.

9.4.4 |Thereshould be a service/functions for placing representati V
and deputy representatives in the decisiaking body.

9.4.5 |There should be a service/functions for registering informa] V
concerning representatives and deputy representatives in
decisionmaking body.

9.4.6 |There should be a service/functions for retrieving informati{ V
concerning representatives and deputy representatives in
decisionmaking body.

9.4.7 |There should be a service/functions for altering information V
concerningepresentatives and deputy representatives in a
decisionmaking body. Changes must be logged.

9.4.8 |There should be a service/functions for registering the datg V
which representatives and deputy representatives become
of a decisiormaking body.

9.4.9 |There should be a service/functions for registering the datg V
which representatives and deputy representatives leave a
decisionmaking body.

9.4.10 | It should not be possible to delete information concerning | V
representatives and deputy representatives wherere or
have been members of a functioning decisitaking body.

9.4.11 | There should be a service/functions for assigning rolesto | V
representatives in the decistoraking body (manager, assist
manager, secretary, etc.).
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Requi |Requirements for administration of decision-making body |Type |Remarks
remen
t no.

9.4.12 | There should be a service/functions for saving a history of| V
has beem member/participated in different boards and
positions.

9.4.13 | There should be a service/functions for retrieving one orm, V
decisionmaking bodies.

9.4.14 | There should be a service/functions for registering the date V
creation of a decisiemaking body.

9.4.15 | There should be a service/functions for registering the datg V
closure of a decisiemaking body.

9.4.16 |1t should not be possible to deletdecisionmaking body that| V
either is or has been functional.

9.4.2 Preparation of meeting
The following functions must be available in order to prepare a meeting:

Requi |Requirements for preparation of meeting Type [Remarks
remen
t no.

9.4.17 | There should be service/functions for scheduling meetings| V
the future.

9.4.18 | There should be a service/functions for preparing a case liy V
the basis of a case draft and appendices that have been s
under the case.

9.4.19 | There should be a service/functionsgrtdicate that a case for| V
the meeting must be closed, i.e. take place behind closed

9.4.20 | There should be a service/functions for setting up a handlir Vv
process for each case that is to be processed, i.e. which
decisionmaking bodies the case is toffm®cessed by.

9.4.21 | There should be a service/functions for handling deputy Vv
representatives for ordinary representatives who cannot at

9.4.22 | There should be a service/functions for distributing meetin¢ V
invitations to all the meeting participants.

9.4.3 The actual meeting

It must be possible for authorised roles (e.g. a meeting secretary) to register decisions during a
meeting. These decisions must be saved in connection with the case as information elements o
the type MV ( i meet iatasgot appmavad slacisiam.be)decisiont h t he
document must be given the statyproved decisiowhen the minutes have been approved in
accordance with the approval routines.
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Requi |Requirements for the actual meeting Type [Remarks
remen
t no.

9.4.23 | There should be service/functions which enable authorised V
roles or persons to register decisions during a meeting.

9.4.24 | There should be a service/functions which ensure that dec| V
that are registered during a meeting are saved in connectic
with the case as informat elements of the type MV
(Ameeting decisiono).

9.4.25 | There should be a service/functions to ensure that decisio V
are registered during a meeting are saved in connection w
case with the statusot approved decision

9.4.26 | There should be a service/functions to ensure that a decisif V
document is given the statapproved decisiowhen the
minutes are approved in accordance with the approval rou

9.4.4 After the meeting

The decisiorma ki ng bodyés me mbdeadlire tosubmit treir cormmmentsaon s h o
the minutes, either during or after the meeting. The minutes can also be presented for approval
at the next meeting.

Approval of the minutes must appear as information in the minutes, e.g. an endorsement in the
minutesto the effect that they have been read out/presented to the appropriate representatives.
Approval will/can then be a separate case in the next meeting.

Requi |Requirements for after the meeting Type |Remarks
remen
t no.

9.4.27 | There should be a service/functions to allow the decision V
making bodyds members to s
minutes by a defined deadline.

9.4.28 | There should be a service/functions to allow the decision V
making bodyds members to s
minutes by a defined deadline.

9.4.29 | There should be a service/functions to allow the approval ¢ V
minutes to be registered.

9.4.30 | There should be a service/functions to allesordof the \Y
indi vidual meet i ng -gpaavdl of tha
minutes.
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9.4.5

Administration of the meeting handling

Meeting handling covers the following administrative functions:

1.

2.

3.

4.

Create case plaRetrieve case draft and appendices. Manage meeting participants
(including deputy representatives). Send meeting summons to the meeting participants.
Write case minutes. Can be saved in both the records case and in the meeting file with

reference to the sa draft.

Where applicable: Archive meeting documents and associated metadata and prepare

meeting documents for publication.
Conclude the meeting.

The following functions must be available in order to facilitate meeting handling:

Requi |Requirements for administration of meeting handling Type [Remarks

remen

t no.

9.4.31 |1t should be possible to log the processing levels that have, V
processed a Meeting file or Meetirgrord

9.4.32 | All information elements in the meeting handling should ha V
available information othe status of the element in the casg
handling process.

9.4.33 |1t should not be possible to register meeting handling fora| V
decisionmaking body that has been closed.

9.4.34 | There should be a service/functions for creating case lists.| V

9.4.35 | There should be service/functions for retrieving case lists. | V

9.4.36 | There should be a service/functions for altering case listsy V
until the time of the meeting. Changes must be logged.

9.4.37 |1t should not be possible to alter a case list after the meetip V
ended.

9.4.38 |1t should not be possible to delete a case list after the mee| V
has ended.

9.4.39 | There should be a service/functions for retrieving case dra| V
and appendices.

9.4.40 | It should not be possible to alter a case draft and appendic  V
after the meeting has ended.

9.4.41 |1t should not be possible to alter a case draft and appendic  V
after the meeting has ended.

9.4.42 | There should be a service/functions for sending meeting Vv
summons to meeting participants.

9.4.43 | There should be a service/functions for writing case minutg  V

9.4.44 | There should be a service/functions for altering case minut  V

before they have been approved.

National Archival Services of Norway, 03.04.2009 Version 2.1




Sectior® Meetingand board functions Page2100f 268

Requi |Requirements for administration of meeting handling Type |Remarks
remen
t no.

9.4.45 | It should not be possible to alter case minutes after they hg V
been approved.

9.4.46 | There should be a service/functions which ensure that cas( V
minutes can automatically be linked to the case from whicH
they originate

9.4.47 |1t should not be possible to delete case minutes that have | V
approved.

9.4.48 |1t should not be possible to deletenaeting folder. Vv

9.4.49 | There should be functions for creating an official variant of| V
meeting folder through the screening of confidential
information and information exempt from public access.

9.4.50 | There should be functions for publishing the offisiatiant of | V
the meeting folder on the internet.

9.4.51 | There should be a service/functions for registering and V
archiving the official variant of the meeting folder.

9.4.52 | There should be a service/functions for closing a meeting ¢ V

9.5 Relationship to Noark 4

The section on meeting handling represents a reworking of Chapter 9 Module for board
handling in Noark 4. As the need for an electrdaitctionfor handling meeting and board
handling is particularly great within municipal administration, the chaptisioark 5 is also
particularly aimed at municipal authorities. Specific examples have primarily been taken from
municipal and county council meeting case handling.

Public bodies other than municipal and county councils will also require a more structured
management of meeting documents, as well as a far sifoplgtronthan that in a complete
meeting module. A more general description of meeting handling has therefore been provided,
and it must be possible for an individual body to select only the fursctimt meeits

everyday needs.

Although Chapter 9 in Noark 4 has been reworked, this does not mean that the substance itself
has been significantly altered. Some simplifications have been made, but this does not mean
that thefunctiors that have already been developed on the basis of Noark 4 cannot be
continued. The formulations in this chapter do not preclude the maintenance of existing
functiors, or the development of more comprehensive solutions than those specified above.

The expaded meeting handling that is described is based on the municipal model that is
specified in Noark 4. Most information elements have been retained, but many have been
renamed. The most important change concerns where the various information elements are
stored.
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10 Statistics

10.1 Recommended statistics and reports

The purpose of a statistic is to describe the size and composition of a group of units (e.g. an
overview of the number dfack loggper administrative unit during a given period), how size
and composition change over time and hbis compares with other, similar groups of units.

All the statistics are recommended reports. The requirements that have been set up for each
statistic ardinked to an assessment of the structure that the statistic should havkand
information should be included in order for it to be of use to the user.

The following description of the statistics uses the statistical tecopse text column attribute
andtable header attributeScopemeans the selection criteria that define which units

(documents, cases, etc.) are included in each particular statesttacolumn attributeneans

the categories that are presented to the left of each line in thecsibteadbie (leader texts).

Table header attributeneans the categories that are presented at the top of each column in the
statistical table (column headings). Table headers are often split into two. This means that each
of the categories is subdivided fuer on the line below. Noark 5 sets no limits on the statistics
that can be generated. All statistics in Noark 5 are recommended.

Require | Requirements for recommended statistics Type |Remarks

ment

no.

10.1.1 |The reporiCase file andlocument summarg V |Noark4 K11.47
recommended.

10.1.2 |The statistidProcessing antback logstatistics for V |Noark4 K11.80
registry entrieds recommended.

10.1.3 |The statistiBBack logstatistics for case fileis V  |Noark4 K11.80
recommended.

10.1.4 |The statisticCase handling time for registry entrigs V  |Noark4 K11.80
recommended.

10.1.5 |The statisticCase handling time for case filas V |Noark4 K11.80
recommended.

10.1.6 |[The statistidNumber of registered registry entries ovg V |Noark4 K11.80
timeis recommended.

10.1.7 |The statistidNumber of case files created over time V |Noark4 K11.80
recommended.

10.1.8 |The statistidProcessing of access requeists V  |New
recommended.

10.1.1 Case file and document summary

The purpose of the report is to provide a tool for the registry in its efforts to maintain an
overview of thefondsmaterial.
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Requir
ement
no.

Requirements for the report Case file and document
summary

Type

Remarks

10.1.9

The reporiCase file andlocumensummaryis
obligatory.

10.1.10

Selection:

It must be possible to select the report freely on the
following metadata elements:

AfilelD from Case file(it must be possible to specify 4
interval) and

thereafterecordD from registry entry
Adisposaldecisiofrom Case file(optional value)
AprecedentStatusom Case file
Areferenc&ondssectionfrom Case file
FadministrativeUnifrom Case file
AadministrativeUnifrom Registry entry
Adepreciationmethoftom Registry entryoptional
value,

includingthev al ue finot depreci
Eregistrymanagementurfitom Registry entryfone or
severa)

EclassIDfrom Class(one orsevera).

10.1.11

Sorting:
The report must have optional sorting. The report sh
by default be sorted according to the metadata elem
fileID from Case fileand thereafterecordD from
Registry entry.

10.1.12

Report content:

Which case file information is to be included in the
reportmust be optionabut Noark 5 recommends the
following metadata elements (fro@ase fileunless
specifiedotherwise):

referenc&ondssection

filelD

title

administrativeUnit

caseresponsible

classID(from Clasg
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Requir |Requirements for the report Case file and document | Type |Remarks
ement [summary
no.

10.1.13|If listing of allthec as e 6 s doc u mehich s V
registry entry information is to be included in the rep
should be optionabut Noark 5 recommends the
following (from Registry entryunless specified
otherwise):

recordD

title

registrydate

documentDate

numberofAppendices

registryentrytype

clienttype

clientName

administrativeUnit

executiveofficer

registrymanagementunit

10.1.14|It should be possible to extract the report for the res| V
of a search.

10.1.2 Processing and back log statistics for registry entries

The statistic is intended to act as a supplement to the rdmdialogchecks. The purpose is to
provide managers with a tolor assessing the work situation and thereby (re)distributing
tasks; cf. als®.5.4Back loglist

The statistic is based on data fromteeordt y pe firegi stry entryo.
the number of registry entries that have been processed during a given period for each
individual administrative unit and for the entire organisation, together with the numiesclof
log for both the currenback logperiod and previous periods.

Require |Requirements for the statistic Processing and back |Type |Remarks
ment log statistics for registry entries
no.

10.1.15 | Scope (selection criteria) must be: \%
All incoming and outgoing documents and optionally
internal documents for followp, with an arbitrary
registry date interval gack logperiod) and optional
depreciation date.

In addition, all older incoming documents with a
depreciation date during the period or witick log
(e.g. a blank depreciation date) (cf. the metadata el€
depreciationdatén Registry entry.
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Require
ment
no.

Requirements for the statistic Processing and back
log statistics for registry entries

Remarks

10.1.16

The text column attribute must be:

The caserocessing unit(s) at sedkelected level(s), aftg
self-selected sorting and with the option of totals per
overall level.

10.1.17

The table header attribute must be split into two:

A CASE HANDLI NG, split
AOut goi ngo

and ADepreciatedo.
ABACKLOG, split between @N
AOl der o and ATotal o

ifReceivedo is defined ¢
(and optionally internal documents for follawp which
have been received) registered duringlthek log
periodo.

TAOut goi meged iass dieflil out
optionally internal documents for follewp which have
been sent) registered during theck logp e r i 0 d O
iTADepreciatedo is defi ngé
(and optionally internal documents) with a depreciat
dateduring

thebacklogp er i od o .

TANew during the peri od{(
documents

(and optionally internal documents) with a registry d
during theback logperiod and without a depreciation
dat eo.

iAOl der o is def i nedntsdand i
optionally internal documents) with a registry date
before theback logperiod and without a depreciation
dat eo.

iTAiTotal o is d
periodo and A

efined as f
Ol der o.

10.1.3 Back log statistics for case files

The statistic is intended to act as a supplement to the rdmdialogchecks. The purpose is to
provide managers with a tool for assessing the work situation and thereby (re)distributing
tasks; cf. als®.5.4Back loglist

The statistic is based on datacase file levelThe statistic gives an overview of the number of
case files that have arisen during a given period for each individual administratigadifor

the entire organisation, together with the 1iioalised case files for both the current period and

previous periods.

The statistic is intended for use in connection with planning work
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whetherbusiness plans, staffing plans or budgeting, in ai@erovide an overview for
the management of the scope of case files and cadadikelog

Require | Requirements for the statistic Back log statistics for | Type |Remarks
ment case files
no.

10.1.18 | Scope (selection criteria) must be: \%
All case files with ararbitrary case date interval and
arbitrary date for case finalisation or depreciation of
registry entries in the case.

In addition, all older case files (=case date before th
first date in the defined interval) which are subject tg
processing (i.e. whichave not expired or been finalis
and contain nowlepreciated registry entries).

10.1.19 | The text column attribute must be: Vv
Case processing unit at setlected level(s), after self
selected sorting and with the option of totals per ove
level.

10.1.20 | The table header attribute must be: \Y
A AiNew case files durin
finaliskeidoal AnNed ol der
nonf i nali sed caseso.

iTANew case files during
with a case date

within the sekcted period that are to be followed up
which have not expired or been finalised and contair
nondepreciated registry ¢
iAOf whifcihnalniosnedo i s de
case date

during the selected period which have not expired o
beenfinalised and contain nedepreciated registry
entrieso.

TANefni nal i sed ol der <case
cases

which have not expired or been finalised and contair
nondepreciated registry ¢
TATot afli malni sed c¢ as ewn®df i
A Of whi-fcihn, a Iniosne dimalisadrolder fi N
caseso.

10.1.4 Case handling time for registry entries

The purpose of the statistitase handling time for registry entriesto see how long on

average it takes from receipt of a document byotiganisation until it has actually been
answered. This could be a tool for managers to create a picture of any bottlenecks within the
organisation.
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The statistic is linked to Section 11a of the Public Administration Act, which states that the
administratve body must prepare and reach a decision on the case without undue delay. In this
context it is useful for the administrative body to have an overview of the average processing
time for registry entries in order to monitor the level of service providéaet public,
customers, clients, etc. As the statistic
without undue delay, the obligatory requirements for the statistic are limited to external
correspondence, i.e. incoming documents which are andueveiting. Provisional responses

are considered as indicating that the incoming document has not been answered.

The statistic is based on data fromtbeordt y pe firegi stry entryo. T
overview of the average time from receipt détter by the organisation until it has been

answered in writing. The statistic is defined for a given period of time for the individual case
handling unit and for the entire organisation.

The statistic is intended for use in connection with planniork, i.e. business plans, staffing
plans or budgeting, in order to provide an overview of case handling time for the management.

In order for the report to give a resic picture of the case handling time, it is assumed that the
depreciation date fohe incoming document that is answered is set as equal to the letter date
for the outgoing document that depreciates.

The obligatory requirements for the report do not give an overview of enquiries that are not
answered through outgoing documents.

Requir |Requirements for the statistic Case handling time Type |Remarks
ement |for documents
no.
10.1.21|Scope (selection criteria) must be: Vv
Registry entry type Outgoing document, where the
met adat ar efl ermemadae Depr eci
contains aecordD andthe associated incoming
document has the depreci
|l etter o or -nmaAinlsove(rie.de .b yt
not a provisional reply). Optional as to whether it is @
to be possible to select other depreciation methods
(AAngdwebrye t el ephonedo, AN
purposeso, etc.).
Registry date for received documents and any case |
for the case file must be included.
10.1.22| Text column attributes must be: Vv
Eithercase type
or case processing unit at setlected level(s),
according to selbelected sorting and with the option ¢
totals per overall level (cf. the metadata element
administrativeUni}.
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Requir |Requirements for the statistic Case handling time Type |Remarks

ement |for documents

no.

10.1.23|Table header attributes must be: Vv
Case handling time grouped into up to five selfected
time intervals defined as the time distance between t
outgoing document 6s dept
elementepreciationdaten Registryentryand the
associated i nc omydatg(e.d.aptq
two weeks, two to four weeks,
four to eight weeks, more than eight weeks. For diffe
organisations, the
time interval of interest will vary.)

10.1.24|The report must also optionally be able to include \%
internal documents for followp.

10.1.25| There must be twievel text columns with both case Vv
handling unit and case type
(i.e. the list of case types is repeated for each case
handling unit at the selected level).

10.1.5 Case handling time for case files

The purpose of the statistizase handling time for case filssto see how long it takes on
average from a case file arising within the organisation until it is finalised. In this way, it can
be a tool for a manager to identify bottlenecks within the organisation.

The statistic idased on data atse file levelThe statistic is defined for a given period of time
for case types and/or the individual case handling unit and for the entire organisation.

The statistic is intended for use in connection with planning work, i.e. bagteess, staffing
plans or budgeting, in order to provide an overview of case handling time for the management.

In order for the report to give a real picture of the case handling time, it is assumed that the
case fileds st at uwhenvihbslbeeb fally gracéessed.o A Fi nal i s

Requir |Requirements for the statistic Case handling time Type |Remarks
ement |for case files

no.

10.1.26|Scope (selection criteria) must be: \%
Al | cases with the case
case date after a selected datdilelD above a selecte(
value.
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Requir |Requirements for the statistic Case handling time Type |Remarks
ement |for case files
no.

10.1.27| Text column attributes must be: Vv
Aeithercase type

Aor the caseesponsible unit at seffelected level(s),
according to

self-selected sorting and with the option of totals per
overall

level.

10.1.28| Table header attributes must be: Vv
Case handling time grouped into up to five selfected
time intervals defined as the time distance between t
case credtedmt®asnd t he | ast r
documentDatée.g. up to two weeks, two to four week
four to eight weeks, more than eight weeks. The timeg
span of interest will vary for different organisations).

10.1.29|The report must also optionally be able to include \
intemal documents for follovup.

10.1.30| There must be twievel text columns with both case Vv
responsible unit and case type (i.e. the list of case ty|
is repeated for each casesponsible unit at the selectg
level).

10.1.6 Number of registry entries registered  over time

The purpose of the report is to obtain an overview of the number of registry entries registered
per time unit and administrative unit in order to get a picture of changes in workload over time.

Requir |Requirements for the statistic Number of documents | Type |Remarks
ement |registered over time

no.

10.1.31|Scope (selection criteria) must be: \%
All reqistry entries, with aptionalregistry date
interval and optional
delimitation of registry entry type.

10.1.32| Text column attributes must be: Vv

Optional timeunit (calculated from registry date) equg
to the month or sum of the months (quarter, fmanth
period, halfyear up to year).

10.1.33|Table header attributes must be: Vv
Case handling unit at sedklected level(s)
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10.1.7 Number of case files created over time

The purpose of the report is to obtain an overview of the number of case files per time unit and
administrative unit in order to get a picture of changes in workload over time.

Requir |Requirements for the statistic Number of case files |Type |Remarks
ement |created over time

no.

10.1.34|Scope (selection criteria) must be: \%
All cases, with amptionalcase date interval (and the
case containing at least one registry entry) and optio
delimitation of case type.

10.1.35| Text column attributes must be: Vv

Optionaltime unit (calculated from case date) equal t
the month or sum of the months (quarter, fowonth
period, halfyear up to year).

10.1.36|Table header attributes must be: \%
Case handling unit at sedklected level(s)

10.1.8 Processing of access requests

Thepurpose of the report is to obtain an overview of the number of people that have requested
access during a particular period of time and the type of results that processing of the requests
produced.

Requir |Requirements for the statistic Processing of access |Type |Remarks
ement |requests
no.

10.1.37|It must be possible to obtain statistics concerning the V
number of access requests during a given period of {

10.1.38|In addition to the total number of access requests an V
period, the following information musie included in th
results:

e processing results (approval/rejection)

e authority basis (for any rejection)

10.2 Notification

It is important that théunctionhas good functionality for setting wariousnotifications, i.e.

for notifying users of théunctionwhen various deadlines are passed, milestones are reached,
etc. In some cases, such notifications can replace traditional reports and statistics in the same
way as predefined searches.
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Requir |Requirements for notification Type |Remarks
ement
no.
10.2.1 |It must be possible to set up notifications (e.g. in the| V
form of message boxes) when deadlines are passed
10.3 Changes in relation to Noark 4

An

umber of reports and statistics have been omitted.

The reporiCase and document summasyow obligatory and has been renarede
file and document summary.

The repori(Re)activation lishas been omitted.

The reportending listhas been omitted.

The reportCase foldehas been omitted.

The reporDocument summary across cabes been ortted.

The reportSender/addressee lisas been omitted.

The reportAdministrative subdivisiohas been omitted.

The reportist of Noark peopléas been omitted.

The reporiDate controlhas been omitted.

The statisticStatistics concerning clientes beer omitted.

The statisticStatistics concerning archive codes ubaed been omitted.
The statistid’rocessing of access requeistaew.
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11 User administration function s

Noark 5 facilitates the administration of organisational structure and users, and their links to
roles, registry management units aedies by external solutions. The requirements in this
chapter apply when user administration forms part of a Completekolution. The module

is optional.

The chapter does not contain requirements for any external user administratioon, where
such a solution is used. The requirements concerning the way in which external user
administration solutions must functienth respect to Noark 5 core are set out in section 4.3.

11.1 Administrative structure

The requirements for the way in which the administrative structure should be constructed and
maintained in a Complete Noark 5 solution are set out below. These requiranedmased on

the assumption that a hierarchical line organisation is still the most common type of
organisation. At the same time, consideration must also be given to the fact that more and more
organisations are switching to netwdylised or projeeabrierted organisational structures. A
Complete Noark 5 solution should be capable of handling all forms of organisational structure.

Requir |Requirements for administrative structure Type |Remarks
ement

no.

11.1.1 |It should be possible to create a hierarchigdininistrative Vv

structure with an unlimited number of levels.

11.1.2 |It should be possible to create an unlimited number of Vv
administrative units at the same level.

11.1.3 |It should be possible to create a matvased administrative \%
structure which allowsetworkbased or projeedriented
organisational forms for example.

11.1.4 |It should be possible to create an administrative structure wh VvV
allows a combination of hierarchical and Aairrarchical
administrative structures.

11.1.5 |It should be possible teegister the start and end date of anen V
administrative structure.

11.1.6 |It should be possible to register the start and end date of pan V
an administrative structure.

11.1.7 |It should be possible to retrieve one or more closed administ V
structures.

11.1.8 |It should not be possible to delete an administrative structurg V

<

11.1.9 |It should be possible to alter the administrative structure.

11.1.10(It should be possible to add new administrative units atany l| V
in the structure.
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Requir |Requirements for administrative structure Type |Remarks
ement
no.

11.1.11|1t should bepossible to alter information concerning a particul VvV
administrative unit. Changes must be logged.

11.1.12|It should be possible to alter information concerning selecteq V
administrative units. Changes must be logged.

11.1.13|1t should be possible to register fisdowing metadata for \%
administrative unit:
e The unitdéds current full n a

e The unitdés short name
The date on which the unit was created

The date on which the unit expires

All previous names of the unit

All previous short names of the unit

Address of the admistrative unit, including any-mail

11.1.14|It should be possible to alter information concerning the nam V
an administrative unit.

<

11.1.151't s houl d not be possible t

11.1.16|There should be functions for preserving dhigjinal name(s) of | V
administrative units in the event of name changes.

11.1.17|1t should be possible to set the start and end date of an \%
administrative unit.

11.1.18|It should not be possible to link new filesrecord to a closed | V
administrative unit.

11.1.19|1t should not be possible to delete an administrative unit that] V
file or recordlinked to it.

11.1.20|1t should be possible to use parameters to specify whethera] VvV
search for administrative unit should also cover the same un
under previous names.

11.1.21|In the case of a search for an administrative unit, the search| V
should automatically also cover any subordinate units. It sho
be possible to override this.

11.1.22| The administrative structure should be completely independg V
thefondsstructure. It should therefore be possibleféordsor a
seriesto cover:

an entire administrative unit

parts of an administrative unit

a number of administrative units
nonhierarchical types of administrative structure
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Requir |Requirements for administrative structure Type |Remarks
ement
no.
11.1.23|It should be possible to have different kindsletentralised Vv
registry, e.g.:

¢ centralisedecordand decentralised filing
¢ decentralisedecordand centralised filing
¢ decentralisedecordand decentralised filing

11.2 User administration

Complete Noark Should facilitate the administration of users and their links to administrative

units. Userso6 rights should be Iinked to r
11.2.1 User

Requir |Requirements for user Type |Remarks

ement

no.

11.2.1 |It should be possible to create abitrary number of users. \

11.2.2 |Users should only be able to use the functions and the \%

information for which they are authorised.

11.2.3 |It should be possible to specify that a person can perfogooad V
on behalf of someone el se a

11.2.4 |It should be possible to register the following metadata for ug VvV

e The userds current full n a
e The userods initials

¢ The date on which the user was created

e The date on which the user expires

e All previous names

e All previous initials

11.2.5 |It should be possible to alter information concerning selecteq V
users. Changes must be logged.

1126 [I't should be possible to al| V
name and initials.

11.2.7 |ltshould not be possibleo del et e a user 6 V

11.2.8 |There should be functions for preserving the original name(s V
the user in the event of name changes.

11.2.9 |It should be possible to preserve all names and initials in the, V
functiontogether with information on the period of use.

11.2.10| Thefunctionshould keep a record of names and initials that | V
belong to the same person.
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Requir |Requirements for user Type |Remarks
ement
no.

11.2.11|1t should be possible to use parameters to specify whethera] VvV
search for user should also cover the sameuwrsdgr previous
names.

11.2.12|1t should not be possible to link new filesrecords to a closed | V
(expired) user.

11.2.13|1t should not be possible to delete a usko has a file orecord | V
linked tohim or her

11.2.14|It should be possible to register an address and other Vv
office/administrative or private information linked to a user, e
telephone, fax,-enail, office, home address, etc.

11.2.15|It should be possible to change an address. \
11.2.16|1t should be possible telete an address. \
11.2.17|It should be possible to retrieve an address. Vv

11.2.2 Roles and associated rights

Requir |Requirements for roles and linked rights Type |Remarks
ement
no.

11.2.18|It should be possible to create different roles with specified| V
rights andrestrictions.

11.2.19|It should be possible to obtain an overview of the various rq¢ V
and specified rights and restrictions, either collectively or
individually.

11.2.20|1t should be possible to alter roles and their specified rights| V
restrictions, eithecollectively or individually.

11.2.21|1t should be possible to set a start date and an end date for V

role.

11.2.22|1t should not be possible to use a role after the end date ha V
passed.

11.2.23]1t should be possible to reactive a closed role. \%
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Requir
ement
no.

Requirements for roles and linked rights

Type

Remarks

11.2.24

For solutions that are to implement Complete Noark 5, it sh
be possible to define the following role hierarchy for standal
roles and associated rights:

Fondsadministrator

Fondsmanager

Fondspersonnel

Manager

Executive officer

Board secretary

11.2.25

It should be possible to start from a standard role and make
changes to it.

11.2.26

It should be possible to define other roles in addition to thes
roles.

11.2.27

It must not be possible to create roles that revoke the gene
restrictions that are defined in thenction

11.2.28

Standard role Fondsadministrator

¢ Rights:

access to all system and operating functions

right to authorisg/ourself and other users for &jlpes of
rights

Restrictions:

no access to functions foecordor correction

11.2.29

Standard role Fondsmanager

¢ Rights:

- access to create cases, registry entries and electronic
documents

- access to archive and dispatch electronic documents

- access to all functions foecordand correction (including
the moving of registry entries)

- right to assigryourself and other users rights fiamcordand
correction, and for access codes and affiliation to acces
groups

- the rights apply globally

e Restrictions:

- the authorisationight for access codes only applteghe
codes for which the user concerned is authorised

- the right to perforrmecord and corrections is limited by tf
rules for process control (cf. below)

- the right to performrecords ard corrections does not inclu
the right to alter archived documents and associated
metadata for document description
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Requir
ement
no.

Requirements for roles and linked rights

Type

Remarks

11.2.30

Standard role Fondspersonnel

Rights:

access to create cases, registry entries and electronic
documents

access to archive amlispatch electronic documents
access to all functions foecordand correction, including
the moving of registry entries

access to link users to access groups

Restrictions:

the right to performiecords and corrections is limited by tf
rules for processantrol (cf. below)
the right to performecords and corrections does not incld
access to alter archived documents and associated met
for document description

all recordfunctions and write access rights are limited to
units for which the user suthorised.

11.2.31

Standard role Manager

Rights:

access to create cases, registry entries and documents
access to functions feecordand correction

access to register remarks

access to register an action plan for board handling of a
right to authorise executive officers faacordin accordanct
with rights and restrictions in the role of Executive office
and for access codes and membership of access group
Restrictions:

the authorisation right for access codes only applies to {
codes for which the user concerned is authorised
access to create cases and registry entries is limited to
units of which the person concerned is manager, or unit
subordinate to these units, or cases where registry entri
linked to this unit or thesenits already exist

all otherrecordfunctions and write access rights are limit
to the administrative units of which the person concerng
manager, or units subordinate to these units
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Requir
ement
no.

Requirements for roles and linked rights

Type

Remarks

11.2.32

Standard role Executive officer

¢ Rights:

- access to creatmses, registry entries and electronic
documents

- access to functions feecordand correction

- access to register remarks

- access to register an action plan for the board handling
case (where the person concerned is-casgonsible)

- access to createldnoc access groups that are linked to ¢
for which the person concerned is casgponsible, or
registry entries for which the person concerned is execu
officer

¢ Restrictions:

- access to create cases is limited to cases where the pe
concerned igaseresponsible, or cases where registry
entries for which the person concerned is executive offi
already exist

- access to create registry entries is limited to cases whe
person concerned is casesponsible, or cases where
registry entries for wich the person concerned is executi
officer already exist

- all otherrecordfunctions and write access rights are limit
to cases for which the person concerned is executive of
or registry entries and associated documents where the

person concerned executive officer

11.2.3

Requirements for the userodés rel
series

administrative unit, registry management unit and

Requir
ement
no.

Requirements for the user relationship to role,
administrative unit, registry management unit and series

Type

Remarks

11.2.33

It should be possible to link a user to one or more roles,
administrative units, registry management units saries

11.2.34

It should be possible to define a role, administrative unit,
registry management unit seriesas standard for the user.

11.2.35

It should be possible to c
administrative unit, registry management uniseries The
change must be logged.

11.2.36

It should be possible to s
affiliation to a role, administrative unit, registry managemen
unit orseries
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Requir
ement
no.

Requirements for the useré relationship to role,
administrative unit, registry management unit and series

Type

Remarks

11.2.37

A user should not be able to have write access in a role,
administrative unit, registry management uniserieswhich
has been closed.

11.2.38

I't should be possible to r
administrative unit, registry management uniseries

11.2.39

A single user should be able to act in different roles.

11.2.40

It should be possible to preserve all roles that a user either
currently holds or has previously held in fbectiontogether
with information on the period of use.

11.2.41

There should be functions for keeping a record of the roles
belong to the sameepson.

11.2.42

It should be possible to d
within case type and classification value.

11.2.43

It should be possible to assign all users to a role profile whi
specifies role, affinity, rights and restrictions.

11.2.44

It should be possible to define standard values for role,
administrative affinity and archival affinitydndsseries
registry management unit) in the role profile.

11.2.45

I't should be pforgl®i buacfoon
performed by all roles and useawithin the screening codes fg
which they are authorised.

11.2.46

I't should be psesesi buect oon
performed by all roles and users within the screening code;
which they are authorised.
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12 Security and access function s

12.1 Purpose and key principles

Public sector bodies are subject to various regulations concerning information security,
depending on the type of information they process and the function of the body within society.
A typical characteristic of many regulatioc@ncerning information security is that they are

based on an internal control principle. This means that the regulations provide a framework for
the bodydéds own assessments of risk and dec]
implementation of security maa®s. The aim of the measures is to ensure the confidentiality,
integrity and availability of the information.

For a Noark solution, most security requirements concern control over access to, the use of anc
changes to metadata and documents. Other tymeEority measures, such as backup creation
and measures aimed at countering malware are normally handled outside the Noark solution. It
is not the aim of Noark 5 to cover all asp
Noark solution must be iagrated under and interact with other security measures and

technical infrastructure. It must be possible to configure and use the Noark solution in a way
which is compatible with the bodyds own go:
adoptedn line with relevant legal frameworks.

The security requirements for the Noark 5 core therefore consist of a relatively modest number
of obligatory requirements, which are intended to ensure the confidentiality, integrity and
availability offonds metalata and documents. The number of recommended security functions
that a complete Noark 5 solution should have is however relatively high. Each public sector
body must itself consider whethieneed to implement a particular recommended function in
therqui rement tables. Each individual bodyos
functions will vary according to the sensitivity of the information, the work processes of the
body concerned, interaction patterns, technical integration, the legal framappdidable to

the area concerned, etc.

I n most cases, the security requirements a
requirementso are therefore imposed. This |
concerning how strictly eacsecurity function is to be enforced by the solution or how difficult

it must be to circumvent the function.

12.1.1 Security functions versus security goals

The requirements for information security in Noark 5 are funatieented. This means that
theyarelinkd t o fAthings that happeno in differeil
an external solution. Within the field of information security, it is perhaps more common to
formulate requirements for securggjpals.These goals are often specifidiough

requirements concerning the three aspects of confidentiality, integrity and availability. Goal
oriented requirements may be better suited
responsibility to balance the requirements against each ddoatoriented requirements also

give greater flexibility for finding different tools and measures to achieve adequate security.
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Nevertheless, it is not appropriate to set up the requirement tables in a standard according to
different goals which must bdelanced against each other. The funebaented subdivision

of security properties in this section assumes that each body that is to use a Noark 5 solution
will have decided on its own security polityadvanceThe security policy will be based on
theregulations that apply to the body and on the balance established by the body between the
needs for confidentiality, integrity and availability.

12.1.2 Terminology: Security functions and properties

The requirements in this section largely spes#gurity fundbns.One or more security

functions can handle differesecurity propertieswhich can be either implicit or explicit. The
security functions can also overlap to some extent, in that a number of different functions can
handle the same security property.

Here is an examplhichillustratest he use of the ter m: ALoggir
function which is primarily intended to handle thpopertyi aut hent i cati on of
ALogging on with a s mar hothenariadt oftnensgcurRylfudctiano d e
Al ogging ono. It handles the same property

12.2 Controlling access to information

12.2.1 ldentification of users

For all external solutions that are to be integrated with the Noark 5 core, usersxittinal

solution must be individually and uniquely identified and logged on. The logging on can be
validated either in the external solution concerned or in an integrated, external security
solution. For a simple integration and a holistic security p@icyr oss t he or gani
systems, security functions that provide for user directories outside the Noark 5 solution are
generally recommended.

Requirement | Requirements for the identification of users Type |Remarks
no.
12.2.1 All users who are to hawarcess to the Noark 5 solution O
must be individually identified and sufficiently
authenticated.
12.2.2 An external directory of identified users can be used, | V

instead of explicit logging on to the Noark 5 solution.

12.2.3 The user can be logged on to a linkedernal solution \%
and allow the external solution to manage the rights th
the user is to have.

12.2.4 The user can be | ogged o] V
environment and have defined access rights in a reso
directory. The Noark 5 solution can thenused provideq
the externally defined a
signron o) .
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AExternal wuserso such as journalists, memb
enterprises, etc. outside the archive owne
in the Noark 5 solution through customised external systemex#emnal solution intended for

users external to the organisation should as a general rule have extremely limited functionality,
in order to minimise the extent of damage in the event of a breach of security. For solutions
which are intended to make contén thefondsavailable to the public, access should

preferably be facilitated through special publication solutions. A publication solution contains
custom exports of registry information and documents that are not to be egémpt public

access. Fathe security requirements in this section, the publication export is not considered to
constitute part of the Noark 5 solution.

Requirement|Requirements for the identification of external users |Type |Remarks

no.

12.2.5 It should be possible to give external users, such as| V
journalists, members of the public or citizens and
organisations in their capacifgparties to a case, acce
to a custom external solution with functionality limite(
to that appropriate for the purg® concerned.

12.2.6 Users of a custom external solution must be identifiee B | Obligatory
this solution, either as individuals or as the if the above
representative of a registered organisation. requirement

is fulfilled.

12.2.7 External users can be authenticated via an external,| V
party logon service. (This requirement is primarily
intended to cover the public security portal for the
serviceMinside.ng but can also be used for other-lmg
services)

12.2.8 The custonmexternal solution must be able to mediate B |Obligatory
a third party logon service the requirements for if the above
identification and authentication level that are impos requirement
in order for the external user to be given the request; isfulfilled.
access.

12.2.9 It should be possible for unidentified or weakly Vv
authenticated external users to be given access to
publication exports that are separated from the Noar,
core, in order t@rovideaccess to cases and documer

12.2.10 Publication exports for access by unidentified users| B |Obligatory
be produced in such a way that the exports do not if the above
contain screened information. requirement

is fulfilled.

Passwords have a long tradition of being the minimum requirtgimreauthentication in IT
systems. Stricter requirements for authentication are however becoming increasingly
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widespread, particularly for systems in heterogeneous environments and systems which are

accessed by external U sstruction authhdrity.i de t he sys:
Requir |Requirements for authentication strength Type |Remarks

ement

no.

12.2.11| The minimum requirement for authentication strength for 0]
logging on which gives access to the Noark 5 solution is a
personal password for the individual user.

12.2.12 |1t should be possible to specify requirements for the streng| V
the password (complexity, length, duration, etc.).

12.2.13|1t should be possible to use other and stronger authenticati V
methods as an alternative to passwords.

12.2.14|If the solution gives theption ofstronger authentication thanj B |Obligatory

password, it must also be possiblenpose requirements for if the

stronger authentication in order for the4mg to be accepted. above
requireme
nt is met.

12.2.15|If weak authentation is deemed sufficient for using the Nog V
5 solution, provision should also be made to ensure that a
on by a user who has been authenticated more strongly thg
actually necessary will also be accepted.

If a user leaves his or her job, their access rights should normally be withdrawn. There may
nevertheless be a need to know who hpdréicularaccess at a particular time and the
identifier for a person who has previously had access should therefore not be deleted.

Requi |Requirements for the handling of historic user identities Type |Remarks
remen
t no.

12.2.1¢It must be possibletosetatogn i dent i fi er Vv
is no longer to have access tothectiont o t he st g
which prevents logging on.

12.2.17 There must be an overview of the period or periods duringw B |Obligatory
the userident has beantive. if the
above
requireme
ntis
fulfilled.
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Requi |Requirements for the handling of historic user identities Type |Remarks
remen
t no.

12211t shoul d be possible to al V
initials that are used to identify the user as an executive offi¢
documents and screens for a given userident. A change of 1
and initials for a userident will only be relevant if the same
person changes name, and not for assigning a previously ug
identifier to another person.

122199 n the event of access to g B |Obligatory

given logon identifier,it must be possible to preserve all nam if the

and initials in the solution together with information on the above

period or periods during which the various names or initials requireme

in use. ntis
fulfilled.

12.2.2 Authorisation

Authorisatbnis the filtering of what an individual loggezh user is actually permitted to do in

the solution. There atevo fundamentally different general principles for how authorisation

can be expressed, often cal | Asdgegierleendiples o kn
feaed t omekns thavthe general rule is that all access is closed and that authorisations
must be explicitly expressed. fANeed to pr o
everything is open unless access is blockelorr e ened expl i citly. fANe
principally relevant for access to read, search in and print out information. Editing access rights
within public administration should al ways

Al t hough fAneddetetad Kmowd odrect o are two fund
assumptions, it is formally possible to practise the same permissions and restrictions within the
framework of both principles. In practical use, it is nevertheless important to be aware of the

appoach that the organisation has adopted. The Freedom of Information Act and the obligation
to give access to public r egdorentadiMog ar e f ul
regul ations which more speci fi c aklnloyariegntedg ul a

Requirement | Requirements for basic principle for authorisation Type |Remarks
no.

12.2.20 All editing and write access in the Noark 5 solution nj O |Obligatory
be based on a Aneed to | where such
access is
given from
anexternal
module.

12.2.21 A fineed to protecto basi V
access in one or more external solutions.

Authorisations are composed of two main components: The first component consists of
functional rights access to perforspecificactionsi create, alter, read, search, etc. Functional
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rights can often be linked to specific menu options, screens and commands, etc. in a user
interface. Permission to carry out a function call from an external task system is also a
functional right. Tk ot her component i sfoobphknt.@bgettacaessc e s s ,
rights are delimitations of the objects and people in the world, represented as data objects, for
which the functional rights are to apply.

A role is a term used within access tahwhich groups together similar tasks, so that an
authorisation can be assigned to several people with the same role instead of being assigned tc
each individual person. It should also be possible to specify different types of context between
roles.In'many organisations, a p e robawnitwiltoreexamges t h
need access to the same information as all of his or her subordinates. Such an opportunity to
inherit access rights from one role to another is however not universdll felations between

a manager and his or her subordinates in every organisation.

Requirement | Requirements for functional roles Type |Remarks
no.
12.2.22 It should be possible to compose different combinatiol V

functional requirements that are imposed onutre e r §
authorisation to form different functional roles, which
express typical job categories or task portfolios within
organisation.

12.2.23 For each functional role, it should be possible to defin{ V
set of rules for procesglated rights (cf. the tablbelow).

12.2.24 It should be possible for a user to hold a number of Vv
different roles.

Procesgelated rights are a tool for specifying different conditions for authorisation to perform

a particular action. An example is where a
in order to alter the statusofecordkor a fi seddo Q(Thhnalifequirem
generalisation of the concrete specified procetated rights in section 8.2.2.2 of Noark 4).

Requirement|Requirements for process-related functional rights |Type |Remarks
no. and restrictions

12.2.25 The r ol eet@frulesimust netde able to expa| O
the general functional rights. It must only be possible
express delimitations from the access rights that a ug
otherwise has.

12.2.26 A set of rules should be able to specify permitted act V
based on the status of the file, tkeord the document
description or the document.

12.2.27 A set of rules should be able to specify permitted act V
based on other metadata that are expressedgh
stringent, fixed code values.
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Requirement | Requirements for process-related functional rights |Type [Remarks
no. and restrictions

12.2.28 The rules in a set of rules should be able to express| V
requirement for task dif
dutieso), so that a req!l
requires more than one user to approve a particular
action.

12.2.29 A rule concerning separation of duties can impose \%

conditions which require an action to be confirmed

before it is carried out with final effect. It should be

possible to impose different types of requirement

concerning who can confirm tlaetion, e.g. one of the

following people:

e Any other authorised user

e A user with a certain,
or Acontrollero).

e Another specified user who is registered as countt
signing at file orecordlevel.

12.2.30 Rules in a set of ruleshould be able to express a \
reqguirement according t(
be obtained and registered in order for certain action
be permitted. The requirement is most relevant to the¢
provision of information to a third party, in cases whe
access to distribute such information would otherwisé
limited by a secrecy obligation.

12.2.31 Once obtained, consent can be registered specificall] V
the event concerned, or
(permanent) for all information in a case.
12.2.32 fAstanding consent o i s (¢ B |Obligatory
for withdrawing the consent. if 12.02.31
is fulfilled.
12.2.33 If a party is authenticated as an external user withcg V

to register information in a task system, it should be
possible for theiser concerned to register and withdre
consent himor herself.

In relatively large organisations, a person, or a person in a particular role, will generally only

be authorised for access to a specific part of the information in the solution. Soctatiens

can be termed the authorisationds fAfootpri:
a number of ways depending on the nature of the organisation.
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Requirement|Requirements for delimitations concerning the Type |Remarks
no. authorisationséifootprintso, access to data
12.2.34 It should be possible to restrict the access rights of & V

in a role to within a specified element in floads
structure One of the following:

The entire Noark 5 solution

Logical archive

Series

File

Record

12.2.35 It should be possible to restrict the access rights of a VvV
in a role to within specified organisational boundarieg
thefondsstructure One of the following:

The entire organisation

Own administrative unit without subordinate units
Own administrative unit and subordinate units
Another named administrative unit

12.2.36 The solution should have a facilisya configurable \
optionto specify that the person who is registered as
executive officer for aecordmust also have editing
rights for it.

12.2.37 It should be possible to restrict the access rights of af V
in a role to certain classification values within a
classification system.

12.2.38 It should be possible to restrict the access rights of a VvV
in arole to certain case areas and/or case types and,j
cases produced by a certain specified task system o

12.2.39 It should be possible to restrict access rights to spec| V
properties of the parties to the case. Such restriction|
could for example concer

e The partyds geographic
address, etc.) according to postcode, municipal
authority, county or similar.

e Other defined party categories whicénbe specified
in external party or sender/recipient directories, e.,
industry category, marital status, age group,
profession, etc.

e Specific registered assignment of the individual
party/client with respect to a particular executive
officer or administrave unit

12.2.40 It should be possible to restrict the access rights of a VvV
in a role to grading codes that have been specified f(
case, registry entry or document, so that personal
clearance is required in order to gain access.
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Requirement|Requirements for delimitations concerning the Type |Remarks
no. authorisationséifootprintso, access to data
12.2.41 It must be possibleo organise grading codes B |Obligatory
hierarchically, so that it is possible to specify that a if 12.02.40
particular grading must be more or less strict than is fulfilled.
another particular grading.
12.2.42 It should be possible to specify access to a specifi V
object for a particular user, regardless of other
restrictions in the footprint (but still dependent on the
user6s functional right s

The actual authorisation for the individual user is expressed through a combination of the

p er s on 0 s rightssanctheifootpriatlor footprints for which the functional right is to

apply. A combination of functional role and footprint in this set of requirements is called an

Afaccess profileo.
Requirement |Requirements for access profiles Type |Remarks
no.
12.2.43 Within each of a wuseros Vv
define an access profile
functional rights in combination with the footprint for th
role.
12.2.44 If a log-on identifier has a number of different access | V
profiles, the persononcerned should be able to select
from the access profiles that have been defined for hii
her.
12.2.45 It should be possible to switch between access profile] V
a way which the user finds easy.
12.2.46 I't should be possi blaecesso| V
profiles as the default profile, which is assigned when
logging on unless specified otherwise.
12.2.47 It should be possible to define access profiles which Vv
enable an individual user to have defined different
footprints for one or more of his or hetes.
Partyr el ated rights restrictions take effect
They act as further restrictions on the ac
Requirement | Requirements for party-related rights restrictions Type |Remarks
no.
12.2.48 It should be possible to register potential conflicts of \%
qualification between parties and executive officers.
12.2.49 This requirement is deleted.
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Requirement Remarks

no.

Requirements for party-related rights restrictions Type

12.2.50 It should be possible to specify different types of acce| V
restriction based on the nature of thequalification
situation:

The executive officer can prepare the case but not
reach a decision

The executive officer may not take part in any stagg
the case handling

The executive officer is denied access to the case :

its documents.

12.2.51 A partyshould be able to impose conditions which eng
that certain specified executive officers are not given
access to cases to which they are a party (regardless
whether or not there is formal disqualification).

This recommendation involves a general opportunity {
specify that a file is to be screened from a particular
specified executive officer, regardless of whether or nj
the person concerned would otherwise have had acce

based on hisr herpositively speified authorisation.

A deputy, normally a person who acts on behalf of an absent manager, must be able to perform
the appropriate deputy functions using his or her owrologlentifier.According tovirtually
every known regulation concerning informa on securi ty, it woul

d b

the logon identifier and password from the person on behalf aimhe deputy is acting.

Requirement | Requirements for authorisation for deputies Type |Remarks

no.

12.2.52 It should be possible to registeuser as a permanent| V
deputy for another user.

12.2.53 It should be possible to register a user as a temporg V
deputy for another user, valid from date to date.

12.2.54 A deputy must be logged on with his or her personag B |Obligatory
log-on identifier, but can specify whéogging on that for the use 0
the person concerned is acting as deputy for anothe deputy
specified user. function.

12.2.55 Actions performed in the capacity of deputy must b¢ B |Obligatory
registered with coding or text which indicates that th for the use o
wer e i p eyaklaygeohan diser>as deputy for deputy
<principal>0 function.
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Requirement
no.

Requirements for authorisation for deputies Type

Remarks

12.2.56

When logging on or in other user dialogues where g
log-on identifier can choose from available roles or
access profiles, a list should also be presented of th
users that the person concerned has authorisation t
as deputy for, and choose to authorise-formherself ag
one of these roles or profiles.

12.2.57

The deputy should normally have the same
authorisation as the person for whom he or she is a
asdeputy.

12.2.58

If the person a user is acting as deputy for has seve
roles, It should be pos
access rights to a limited number of these roles.

12.2.59

For one or more specified roles, it should be possib
specify that it mushotbe possible to delegate a
particular role to a deputy.

Requirement
no.

Requirements concerning time delimitation and
authorisation history

Type

Remarks

12.2.60

Informationmust be stored on the access rights thg
user has had and when they were valid.

Obligatory for
personal
identification.

12.2.61

It must be possible to restrict the access rights of &
identified user in terms of time. It must be possible
the rights to bealid from date to date.

Obligatory
for personal
identification.

12.2.62

It should be possible to restrict access rights to a
specified time cycle, e.g. times of the day, days of
week, working days only, etc.

Requirement
no.

Requirements concerning the disclosure of user
authorisations

Type

Remarks

12.2.63

For a given, active legn identifier, it should be possibls
to displayor print out a summary of the rights and
authorities that the person concerned has in the Noatrl
solution.

12.2.64

It should bepossible to show or print out a summary of
the authorities that a particular role or access profile h
the solution.

12.2.65

For a given object in the Noark 5 solution, it should beg
possible taisplayor print out a list of users who have {
various tys of functional rigtgto this object.
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12.2.3 Allocation and administration of access rights

In access control theory, a distinction is made between mandatory allocation and discretionary
all ocation of access ri ght s.righishdaxhaustivetyr y o m
regulated. In principle, a central body within the organisation could then give an account of all
assigned rights and ensure that they are i
means that the allocation of rightsais authority which can be delegated without centralised
control. Everyone who is the fAiowner o of a
object to other users. This principle is for example extensively used for access rights
management with file and directory systems in most operating systems.

It is an obligatory requirement that it must be possible to perform mandatory allocation.
Organisations which need it and which have less strict requirements for their access control
should howevealso be able to choose discretionary allocation, as this form of allocation is
more flexible.

Requirement|Requirements concerning allocation principle |Type |Remarks
no. for authorisations

12.2.66 It should be possible to perform mandatory, \
administratorcontrolled allocation of rights
(AMandatory Access Co
the entire Noark 5 solution.

12.2.67 It should be possible to perform the \%
discretionary/usecontrolled allocation of rights
(ADiscretionary Acces
throughout the entire Noark 5 solution or in
selected parts of it.

12.2.68 In the case of the discretionary/usentrolled B |Obligatory for
allocation of rights, ordinary users (all roles tha discretionary/use
do not have administrator rights) must ohb/able controlled rights
to allocate the access rights that they themselv allocation.
possess.

12.2.69 In the case of the discretionary/usentrolled \%

allocation of rights, a user should be able to as
access to casesd/or registry entries to global o
self-defined groups of users.

12.3 Provision of access and availability

The fundamental assumption according to the Freedom of Information Act is that post
registries are public. The general public has a right of access. However, Setdinh2

Archives Regulation permits tlsereeningof information in electroniéonds The condition is

that the information is subject to a secrecy obligation in a law or pursuant to a law,ior that

can be exempt from public access for any other reason pursuiheet@mption provisions in

the Freedom of Information Act. Access codestatee Noar k standarddés p
for screen registry information. Specification of an access code means that screening functions
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will be triggered, so that certain information concerning the foldee@rdwill not be shown
in a public registry.

An important principle for the screening of information in Noark 5 is that all the various

external solutions that use the saimedsmust have access to, and adapt themselves to, the
screening information contained in ttoemds Many of the requirement®ncerning screening
therefore belong to the Noark 5 core (Chapter 4). Here in Chapter 11, further recommendations
are given concerning screening codes and functionality.

Screening the information in a public registry is a measure that is intended tot mentain
information from being disclosed by being made known in the registry as such. However, the
authority to screen registry information must not be specified in a public registry such that
Aexempt from publ i c acc e predeterinised dassificatioa df theec a | |
underlying document. The administrative body itself must assess the issue of full or partial
access to the document when it receives a request for access, regardless of whether or not
certain information is screenedtime registry.

However,on occasionst will be obvious in advance that it would be inappropriate to give full
access to the document. There may then be a need to indicate this in the public registry by
referring to the relevant exemption authority in Ereedom of Information Act. Such
predetermined classification of the document may also be appropriate in some cases where
there is no authority to screen registry information, e.g. when the document, but not the registry
information, contains confidentialiformation. Noark 5 therefore requires public registries to
contain separate fields for screening authority and predetermined classification.

Requirement | Requirements for screening functions and methods |Type |Remarks
no. for exemption from public registries

12.3.1 There should be an indication in the registry thegcard | V
with an access code contains one or more documents
are not marked with an access code.

12.3.2 If the access code is marked with an indication that th| V
is cause to only exempt certamormation in the
document from access, an

document may be created which does not contain thig
information and which can therefore be exempted fror
screening.

12.3.3 The solution should indicate which types of informatio| V
are spedied as requiring screening. The fact that a giv|
piece of information has been selected for screening
should be indicated both to those who have access to
the screened information and to those who do not hay
access to view it.

12.34 The document description should inherit taeord s \%
access code as the default value, unless the documer
description already has an access code or is already |
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Requirement |Requirements for screening functions and methods |Type |Remarks
no. for exemption from public registries

to anotherecord

The Public Administration Act and the Personal Data Act giveiapaccess rights (subject to
certain restrictions) to anyone who is a party to a case and to anyone who is registered in the

public bodyds i1 nf or mbndsnust besalylestd reahse individual e |l e c 1
access rights for an individual partygrstered party without that party needing to have a
detailed knowledge of the bodyods organisat|

Requirement |Requirements concerning the provision of access for |Type |Remarks
no. involved parties

12.3.5 For a party that requesdscess under the Public 0]
Administration Act, it must be possible to produce an
extract of all metadata and documents concerning the
in question. Information must be shown even if it has |
assigned access codes.

12.3.6 For a person who requests access under the Persong O
Act, it must be possible to produce an extract of all
metadata concerning the cases to which the person
concerned is a party, and ttezords and associated
documents and remarks where the persocamed is thq
sender or recipient. Any screened information concert,
other parties to the case must be screened in the extr|

12.3.7 If a person is authenticated as an external user, it sho| V
be possible for the person concerned to extract the
information to which he or she has access as a party |
registered person through an customised task system
access solution.

12.4 Securing electronically sent and received documents

The fundamental challenge in connection with the securing of elecerchange is that the

effect of the security measures will depend on a number of parties. The public body that uses
the Noark 5 solution must also haabasis for trust in the interaction. This trust can either be
anchored in mutual agreements betweersp#iparties, or it can be anchored in technical
mechanisms which reject electronic interaction which doesamply withfit he r ul es
gameo.

The needs to secure electronically sent and received documents can be divided into four
categories, as shawn the figure below. The first category is communication with known
players concerning known types of content. This will usually mean communication between
two administrative bodies, btlie communicatiomay also be between an administrative body
and a private enterpris€he second category is communication with external parties where the
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players may be unknown to each other but the content has a common known form and
structure. This will often concermmmunication betweengublic body and its users, where

the content consists of application forms or other structured information. The third and fourth
categories are communication where the content has an unknown form and structure (e.g.
letters) but knavn and unknown players respectively. For thesedategories, appropriate
recordkeeping and archiving should be baseNaark5 exchangdormat. Se sectiort.3
Electronic.

Content with known form and structure Content with unknown form and structure
Known Bilateral agreements Exchange format,-ealil, etc.
players Possibly also with Low requirements for security in
shared software communication
Integrated framework for Exchange format,-enail, etc.
Unknown communication
players . . . -
f.eks. sikre web High requirements for security in
skjemaer, ebXml e.l. communication

Different grounds for trust in electronically sent and received documents

For the first category, there whlle few technical security requirements, as the parties can agree
on the level of security and relevant security mechanisms between themselves.

For the other three categories, the fundamental principles in Section 4 eAdmeiristration
Regulation applyThe general principle is that anyone can contact an administrative body
using electronic communication without using security services or products. If necessary, in
accordance with certain criteria in thé\dministration Regulation or other law, the
administrative body may however require the use of security services or products which they
make available.

The eAdministration Regulation, particularly Chapter 6, supplements the regulations in the
Archives Act and the Archives Regulation concerningthepu ¢ bodyés proces
messages that are encrypteelactronically signedit is generallypossible to choose between
different strategies for processing encrypted or signed messages. The obligatory requirements
are based on a strategy which can e &ahave a low level of ambition. It is based on the

public body decrypting the message upon receipt.réb@rdand document description are

then assigned metadata concerning the consignment. The received document is stored in
unencrypted form in the Nok 5 core. Subsequent use of the document within the body will

only be based on ordinary access control in the Noark 5 solution.

There are few metadata in this area which must be stored internally in the Noark 5 solution.
Detailed verification data is \tten to the extent #itlogs are required; cf. sectid3 Logand
audittrail functiors
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Requirement
no.

Requirements for metadata for documents received
or sent with an electronic signature

Type

Remarks

12.4.1

The Noark 5 solution should indicate whether an
incoming encryptedocument has been signed
electronically by someone other than the party specifig
the sender.

Vv

12.4.2

If the document referred to above was sent with an
exchange format that normally results in it being
processed automatically, it should be transferred to
manual processing.

12.4.3

When the body sends out an electronic document whi
a reply to an incoming electronic document, the docur
should be sent out with at least the same security leve
that of the incoming document.

12.4.4

If received documentare to be saved in encrypted forn
they should first be decrypted and therererypted with
signatures over which the body itself has control, so tf
the body is not dependen
connection with future use of the document.

12.4.5

When transferring electronfondsto an archival
institution, all encrypted documents should preferably
decrypted.

12.4.6

If encrypted documents are to remain encrypted upon
storage by an archival institution, they should first be
decrypted and there-encrypted with signatures over

which the archival institution has control.
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13 Log and audit trail function s

Audit trail information is the ongoingecordof events that are carried out in or by the Noark 5
solution. This includes events carried out by users or administrators, and events that are
automatically performed by the Noark 5 solution as a result of automated functions. Audit trail
informationdesci bes and documents specific parts c

The automaticecordof events and actions fulfils a number of purposes. These purposes can
largely be divided into two main categories, according to time phases: One category is
adminstrative use, under archive creation. The purposes are then to audit or retrospectively
assess the actions of users and communication parties. In this case, relevant audit trail
information could be who opened or altered a document, or detailed infanrfratio digital
verification mechanisms. The second category is authersigfiporting information, in order

to understand the context of which the documents were originally part, and retrospectively
assess the grounds that the administrative body haaistahie authenticity of the documents.
Relevant audit trail information could be information concerning the case handling process,
changes to the documentds organisational a’
and verified electronicallyeceived documents, etc.

13.1 Principles for logging

13.1.1 AAudit trail information in external logs

The general principle, which is the most appropriate in most cases, is to store the audit trall
information as externabgs An external log consists of automateéords which are written to
separate files (possibly to special database structures) outside the Noark 5 solution. The log is
not normally available to ordinary users in an ordinary use situation. It is used for auditing and
retrospective testing only. Audiail information can often consist of information that only

exists in external task systems and not in the Noark 5 core, e.g. in the form of workflow and
events which have documentation value.

13.1.2 Audit trail information as metadata or as a separate document
in the fonds

For certain purposes, it may however also be appropriate to store audit trail information as
metadata in the Noark 5 core. This particularly applies to autoneatieds to which it can be

useful to have access together with documents amd céiserelated metadata. Audit trail
information stored as metadata can be available during normal use of the solution, unlike logs
which are only used for subsequent checks and auditing. This is an alternative strategy to
external logs.

For example, preess information from case handling which has taken place in an external task
system may be stored as separate documentsfiorttie This could help to make information
which is essentially specific to the task system available to any other usergovfdseho are

not logged on via the same task system. This strategy means that audit trail information in the
form of workflow and events which have documentation value are archived as a separate
document type in the Noark 5 solution. This can take plpoa the conclusion of processing.
Depending on the type of processing that is concluded, the document can be |eikeetto
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a. Therecord as a sort of attachment/appendix, with a description of the processes that the
recordwas subject to before it waméalised
or:
b. The file level, which means that the document and audit trail information are linked
together as a separagxordregistry entry.

13.1.3 Configurability

The log could become very large if every single event were to be logged. Relatively modest
obligatory requirements are therefore imposed on what must be logged. A public body should
however be able to register significantly more audit trail information than the obligatory
information if it needs to do so. Ideally, it should be possible to log atiggsato metadata and
documentsn the Noark 5 solutiorf necessary.

It should also be possible to increase the number of events that are registered temporarily, for a
shorter or longer period of time. This could help in the analysis of work procegeasation

flow and the use of access rights, etc., without the logs needing to grow uninhibited throughout
the entire recordkeeping phase.

13.1.4 Special strength requirements, unchangeability

Noark 5 first and foremost sets out requirements concerning thetraildhformation that

must be registered. The requirements regarding function and content do not in themselves
provide a basis for determining the level of confidence that other players can or should have
that the logs provide an accurate picture ofrdggstered events. For certain uses, there may be

a need to prove that a log has not been, nor could have been, manipulated. Understanding wha
has happened in an error situation internally within the organisation does not impose such high
requirements aacerning proof. The requirements for ensuring-neftability in electronic
communication with other parties will be significantly higher.

AUnchangeabilityo is a requirement that cal
However, it can be demondted in different ways and to differing degrees. The minimum
requirement according to Noark 5 is that the logs themselves are subject to access control. The
use of fAhash functionsodéd, which can generat
the cantent of documents or metadata, can give greater confidence that the contents have not
been mani pul ated. Another example of a str]
(write once, read many) storage medium. A third example is to transfer logsagictdly to a

neutral third party. Different measures to ensure unchangeability can also be combined if
special needs apply. Each individual public body must itself decide and implement logging

with the strength requirements that are appropriate givematioee of the organisation.

13.2 General requirements for audit trail information

The generation of audit trail information must be handled by identifiable functions in the
solution, which are documented and caessfi gu:
control.
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Requirement
no.

Requirements for function for handling audit trail
information

Type

Remarks

13.2.1

The Noark 5 solution should have functions which
automatically register and store information concerni
defined events that have occurred wdtttuments and
metadata in the solution.

13.2.2

The Noark 5 solution should have a register which
specifies the events (defined rules) that will trigger th
recordof audit trail information.

13.2.3

For all events that are to be registered, the following
information must always be logged:

1. SystemlID for the data object (fileecord
document, classification, organisational unit, et
which the event concerns

2. Reference to the defined rule which triggered t
record(cf. the requirement above)

3. Event (fulltext description or code with referenc

to table)

Date and time of the event

5. Who triggered the event (identification of user,
identification of the external system concerned
name of the system event concerned or batch
or similar)

Obligatory
if 13.21 is
fulfilled.

13.2.4

It should be possible to log different types of event tg
different external files or database tables. (It must be
possible to delete certain types of logs, e.g. for the
auditing of access controls after a defined time. Othg
types of logmust be preserved for a long period of tin
Logs that are to be deleted and logs that are to be

preserved should be kept separate from each other),

13.2.5

Access to logs and other audit trail information must
subject to access control.

13.2.6

The logging should be configurable. As a minimum
requirement, it must be possible for the systerfoods
administrator to activate or deactivate recommended
logging rules.

13.2.7

Access to make changes to what is being logged mu
subject to accesontrol and require administrator righ

Obligatory
if 13.2.1
and 13.2.2
are
fulfilled.

13.2.8

Audit trail information should be easy to browse, sea
and analyse, either with the aid of functionality in the

Noark 5 solution or with the aid of a third papsyogram.
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Requirement|Requirements for function for handling audit trail Type |Remarks
no. information
13.2.9 It should be possible to read or print out audit trail \%
information sorted according to at least the following
criteria:

1. Chronologically according to when an incident
was actually registered in the log

2. Accor di ng t @nideftifer andsthen
chronologically

3. According to organisational unit and then
chronologically

13.2.10 It should be possible to store external logs on a phyy V
storage medium other than that on which the Noark !
core and, where applicable, the task systencemed
are located.

13.2.11 As a configurable option, it should be possible to stol V
audit trail information internally within the Noark 5
solution. This variant is an alternative to external logs
Logs that are stored internally within tfendswill
primarily be relevant for events which it may be releyv
to make available to users of different external task
systems which use the safoads e.g.:

e Storage of new or altered information in filesgcords,
document descriptions, classificationrfar andonds
structure

¢ Information on the conversion of document file
format, storage of new variants or versions of
documents

13.3 Auditing and retrospective evaluation of access
controls

Logs of logons and theiseof access rights can be used for random samples, to investigate
specific undesirable events or for more comprehensive audits. It will normally only be
appropriate to preserve such a log for a limited period of time. It should therefore be saved in a
sepaate file, which can be deleted without affecting other audit trail information.

Requirement|Requirements for controls concerning logging on Type |Remarks
no. and authentication of users

13.3.1 Audit trail information for the auditing and retrospectii B |Obligatory
evaluation of access controls must be saved as exte if 13.2.1
logs outside the Noark 5 core, in separate files, sepa and 13.2.2
databases or similar. are
fulfilled.
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Requirement
no.

Requirements for controls concerning logging on
and authentication of users

Type

Remarks

13.3.2

All logging on by database administrators, users with

right toalter installation/program modules and other

users with administrator rights in the Noark 5 core m

be logged with the following information:

e Log-on identifier

e Date and time of logging on and off

e Terminal identity, or alternatively MAC address or
addess, which can indicate where the person logg
on from

e Specification of new or deleted program modules

¢ New and old version numiseof altered program
modules

e Commands that have been executed, or before
value/current value in connection with configuratio
changes

Obligatory
if 13.2.1
and 13.2.2
are
fulfilled.

13.3.3

All correction of users and all allocations of or chang

to the administrator rights of a user must be logged v,

the following information:

e Log-on identifier of the user who performed the
change

e Log-on identifier and full name and any initials of t
user that the change concerns

e The rights that have been allocated or altered

e Date and time of the change

Obligatory
if 13.2.1
and 13.2.2
are
fulfilled.

13.3.4

Allocation and withdrawal of rights for alisers in

ordinary roles. It should be possible for the following

information to be logged:

e Log-on identifier of the user who performed the
change

e Log-on identifier and full name and any initials of t
user that the change concerns

e The rights that have ba allocated or altered

e Date and time of the change

13.3.5

Logging on of users who are given access to the Nog
core, either directly or indirectly via an external syste
The following information must be logged:

e Log-on identifier

e Date and time odibgging on and off

Obligatory
if 13.2.1
and 13.2.2
are met.
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Requirement|Requirements for controls concerning logging on Type |Remarks
no. and authentication of users

13.3.6 Logging on of users with ordinary roles who are give| V

access to the Noark 5 core, either directly or indirectl

via an integrated solution. It should also be possible

the followinginformation to be logged:

e Selected role or access profile for the user

e Terminal identity, or alternatively the MAC addres:
or IP address

13.3.7 For all types of logging on, unsuccessful/rejected V

attempts must be logged with the following informatic

e Entered valid or invalidi log-on identifier

e Entered password or any other identification

o -{} -Date and time of the legn attempt

e Terminal identity, or alternatively the MAC addres
or IP address

't should be possi bl e puoposksmangd fon retmspactivelya ct i o n
evaluating whether they have acted according to their professional needs. For many
administrative bodies, it would be impractical to allocate authorisations that are sufficiently
precisely defi ned dutes Somausdrs maythkerefore ltavea | user
authorisation in the solution to perform actions that do not fall within their actual duties or
authorities.

Requirement | Requirements for controls to evaluate whether Type |Remarks
no. actions are in line with professional needs
13.3.8 Logging to evaluate whether actions are in line with | 'V
professional needs should be configurable at a detai
level.

e Specify/delimit the authorisations (roles, profiles,
etc.) for which loggingnustbe instigated

¢ Specify whether only the fact that a change has ta
place is to be registered or whether the old/new v
mustalso be registered.

e Specify wrether the reading of objects mbst
logged.

e Specify whether search hitsustbe logged

e Specify whether the us# functions for extractmust
be logged

e Specify whether the use of functions for saving or
exporting documents or metadata to a file path or
other program outside the Noark 5 core is to be
logged
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Requirement | Requirements for controls to evaluate whether Type |Remarks

no. actions are in line with professional needs

13.3.9 Logs of one or more types of events in the requirem¢g B |Obligatory
above must contain at least the following information if 13.3.8 is
o fulfilled.

Log-on identifier

Date and time of theecord

Role or access profile with which the person
concerned is logged on

If the user is loggedn as a deputy, the person for
whomthe user is acting as deputy

The program/screen/menu option or similar being
used

13.4 Requirements for audit trail information for different
types of events

Here, obligatory requirements and recommendations concerning different types of events
which must or should be logged are subdivided into three main groups. The first group consists
of events during ordinary, internal use of the solution. This group gives audit trail information
for quality assurance and troubleshooting. The next group consestsrf linked to

electronic communication. This group covegsord from technical verification mechanisms

and could to some extent be used to show what communication has taken place. The third
group of events documents actions and changes linked tmiathation of thdonds

Requirements and recommendations here specify only the type of content that must or can be
registered. There are no format requirements for the logs, e.g. requirements for sequence, line
breaks, tabulations or other guidelinesaaming structure. Other content elements can be
added freely to the log as necessary.

Requirement|Requirements for the logging of events during case |Type |Remarks
no. handling, document handling and recordkeeping
13.4.1 The following must be logged when a new filecordor | B | Obligatory
document description is logged for the first time: for case
1. Object identifier records.

2. Date and time of saving
3. User, role and organisational unit which create
the object
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Requirement|Requirements for the logging of events during case |Type |Remarks
no. handling, document handling and recordkeeping

13.4.2 The followingshould be logged when a new incoming V
electronic document which is either scanned or recei
electronically is saved for the first time:

1. Identifier or file name and location of the
document, which can be used for unique
identification in thefonds

2. Date andime of scanning or receipt by the
electronic reception unit (i.e. normally before th
executive officer has begun the processing wo

3. Who: solution, organisational unit, any user or
role who performed the sav

4. Document format (file type, extension, mime
attachment type or similar)

5. Any new document format if the document is
converted upon receipt

6. Readable = Y/N, result of a check to determing
whether a program for reading, viewing or editi
the document format was available at the time
creation

13.4.3 The following should be logged when a new docume  V
produced in the Noark 5 solution is saved for the firsi
time:

1. Identifier or file name and location of the
document, which can be used for unique
identification in thefonds

2. Date and time of the first sagrof the identifier
referred to above

3. User and role who saved the document and, w
applicable, the task system used

4. The document és produc
extension, mime attachment type or similar)

13.44 Deletion of metadata at all levels in ttomdsstructure B |Obligatory
must be logged. The following is in addition to the for case
obligatory log data: records.

1. Identifier for deleted metadata
2. Specified reason for the deletion (any authority
order)
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Requirement
no.

Requirements for the logging of events during case
handling, document handling and recordkeeping

Type

Remarks

13.4.5

Deletion of documents must be logged. Tolkoiving

should be logged in addition to the obligatory elemer
in the requirement above:
1. Identifier or specification of file name and
location from which the document was deleted
2. Code or description of rule for routine, automat
deletion (cleanup asuperfluous versions, etc.)
3. Any specified reason in connection with manua
deletion

13.4.6 Conversion of documents (format change) should be
logged. The following is in addition to the obligatory |
data:

1. Old file format
New file format
Time of conversionduration of the task
Any status codes/error messages from the

conversion program

2.
3.
4.

13.4.7 In the case of systegenerated/batch conversion of
documents (change of format), information on the
selection criteria, start time and duration of the entire

shouldbe logged.

Noark 5 solutions will have different needs for the logging of changes and activities. The same
public body could also have different needs for the logging of diffees In requirement

no.0, it is recommended that aspects of the logging should be configurable, fendke
administrator should be able to choose how much of what is done in the solution is to be
logged. It wil often be desirable to restrict the logging for capacity reasons and on the basis of
an assessment of the usefulness of the logs. The table below contains minimum requirements
for logging that must be configurable, if the Noark 5 solution provides fdigtwable

logging.

Requirement|Requirements for configurable options for additional | Type |Remarks
no. logging
13.4.8 Configurable option: It must be possible to log all B |Obligatory
finalisation of documents and metadata. for case
records.
13.4.9 Configurableoption: It must be possible to log all B |Obligatory
deletion of finalisation codes. for case
records.
13.4.10 Configurable option: The solution must be able to log B |Obligatory
setting of a document to approved. for case
records.
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Requirement|Requirements for configurable options for additional | Type |Remarks
no. logging
13.4.11 Configurable option: Theolution must be able to logt| B |Obligatory
depreciation of a document. for case
records.
13.4.12 Configurable option: The solution must be able to log B |Obligatory
editing of a document after it has been approved. for case
records.
13.4.13 Configurable optiontt must be possible to log change| B |Obligatory
to classification value for an individual information for case
object (within an existing classification). records.
13.4.14 Configurable option: It must be possible to log chang B |Obligatay
in depreciation method. for case
records.
13.4.15 Configurable option: It should be possible to log the | V

viewing, presentation and duplication of a document.
The points below specify various events which it sho
be possible to log where the events can be captured
Theopportunities to capture these events will depenc
the integration methods and other factors, and the
strictness of the security regime under which the soly
operates.

1. Viewing, in a read progranvithoutthe option of
editing, copying, exporting or seng to an
external unit

2. Viewing, in a read program which facilitates
copying, external storage or exporting

3. Opening in production software, bwithoutthe

possibility of extern
pasteo)
Opening in production software, withguision
for external storage or copying of content
5. Recordof actual use of t
a. Shown on the screen
b. Sent to printer or fax
c. Copied in full or in part, or saved on
another storage unit/storage medium
d. Sentto an internal or externahaail

recipient withoutrecord

Electronic exchange and communication can be carried out with different levels of security.
Noark 5 provides no guidelines concerning the security level that must or should be used for
different types of information or case handling processes. Howeveggheements in the

table give an overview of what should be logged in connection with the use of different levels
of security in the communication. In general, higher security levels lead to more logging being
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required than lower security levels. Thidbecause a better audit trail is anticipated with higher
security levels.

Requirement|Requirements for the logging of events in connection |Type |Remarks
no. with electronic exchange and communication

13.4.16 If the sender of electronic documents is authenticated | V
employee of a given organisation, it is the identificatior
theorganisation and where appropriate the anonymise
employee number, which should be stored in the log.
full national identifcation number of a person who is

authenticated as an employee of an external organisat
should not be stored unnecessarily.

13.4.17 The following should be logged upon receipt of \%
unencrypted -enail:
1. Any description of or reference to a description
theexchange format
2. The s emdladdes e
3. The seméded 6seever 6s m
4. Specified time of sending
5. Whether the message has attachments
6. Whether the sender has requested a delivery/re
receipt
7. Ti me of r ecei ptmaibsgrvet h
8. Reci p i-neaihaddress e

13.4.18 The following should be logged upon receipt of encryp| V
e-mail:
1. Identification of third party certification authority
2. ldentification of who the certificate was issued tq
3. Security level and any signature

13.4.19 Upon thereceipt of email that is registered where the \%
sender has requested a delivery or read receipt, a recg
message should be sent automatically. The time and
reference to the correct message ID for the sent receif
message must be logged.

13.4.20 The followingmust be logged upon the sending of \

unencrypted -enail:

Any reference to exchange format

S e n d e rol identifies @nd role

S e n d emaid agldress

S e n d emaibservee message ID

Time of sending

Whether the message has attachments

. Whether the sendéias requested a delivery/reag
receipt

8. Rec i pi-neaihaddress e

NookwhE
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Requirement | Requirements for the logging of events in connection |Type |Remarks
no. with electronic exchange and communication

13.4.21 The following should be logged upon the sending of \%
encrypted email:
1. Identification of third party certification authority
2. Identification of who the certificate was issued t¢
3. Securitylevel and any signature

13.4.22 The following should be logged upon (any) receiptofg V
delivery or read receipt linked tereail that has been ser
by the public body: Time, reference to thenail that the

recei pt concerns, an demaild
server.
13.4.23 Configurable option: Upon the sending of electronic Vv

documents, it should be possible to log the identifier ot
name and the location of all documents that are sent 4
attachments.

13.4.24 The following should be logged in connectiith the usg V
of web forms without authentication of external users &
without secure communication (https protocol or
equivalent):
1. IP address
2. URL where the web form was available to the
external user
3. Time of submission
4. Any specified key information, suas the name
that the external user entered in the form

13.4.25 In addition to the recommendations in requireménthe | V
following should be logged in connection with the use
web forms without authentication of external users but
with secure communication (https protocol or equivale

1. Who the websiteertificate was issued by

2. Who the website certificate was issued to

3. The certificatebs per

13.4.26 The following should be logged in connection with the | V
of web forms with authentication of external users and
with secure communication (httpsotocol or equivalent):
1. The external user 6s e
unigue identification
2. Authentication method or security level
3. Identification of any third party which has
authenticated the external user
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Requirement | Requirements for the logging of events in connection |Type |Remarks
no. with electronic exchange and communication

13.4.27 In the event of the use of specsaicurity products which| B
offer an integrated framework for electronic message
exchange, the log requirements for the framework mus
followed, where appropriate with relevant additions fro
other requirements in this table.

The events in the table log originate from actions that can only be performed by users in
administrator roles.

Some of this audit trail information should also be included ididhésplan. Provision should
therefore be made to ensur e tomadfrommelgvando pr i ai
parts of this audit trail information (cf. the principles for logging at the start of the chapter).

Requirement|Requirements for the logging of events in the fonds6|Type |Remarks
no. lifecycle, structure and classification system
13.4.28 Changes in the register B |Obligatory
(cf. requirement nd)) must be logged. for case
records.
13.4.29 Export/transfer ofondsor seriesto units outside the B |Obligatory
Noark 5 solution must be logged. for case
1. Date of export records.
2. Fromfonds
3. Fromseries
4. Identified structural elements that are exported
(fonds series grouped cases, classes)
5. Scope of exported/transferred struct(oeter year
from1i to)
6. To fonds(if information is available on it)
7. Toserieq(if information is available on it)
13.4.30 Changes to the transfer time must be logged. In addi B |Obligatory
to obligatory log data: for case
1. Old rule (code) and date tainsfer records.
2. New rule (code) and date of transfer
13.4.31 Changes to lifecycle rules (deletion, preservation an¢ B |Obligatory
remote storage) must be logged. In addition to obligg for case
log data: records.
1. Old rule (code) and date of deletion/preservatj
2. Newrule (code) and date of deletion
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Requirement | Requirements for the logging of events in the fondsd | Type |Remarks
no. lifecycle, structure and classification system
13.4.32 All changes to a classification system must be logge( B |Obligatory
The following belong to classification system: for case
e Archive keys records.
e Topic-based classification system
e Objectbased classification system
e Topicmap
e Thesaurus
e Ontology/taxonomy
e Predefined file structures of other types
e Other classification methods (unique, predefin
ways of grouping documents)
13.4.33 In the event of changes to a classification that includ{ V
Acounterso
(e.g. case numbers = year + serial number), only chg
in the classificationos
Changes in the counter should not be logged.
13.4.34 Configurable option: In the case of the use of object| V
codes as a classification method, eaional
identification number, property or plot number or oth¢
object codes from external register administrators,
additions (or data imports or loalps in external
registers) should be logged.
13.4.35 The installation (or patching) of new program modul¢ B |Obligatory
or new versions of program modules must be logged for case
records.
13.4.36 Changes in the location (to a new location in a logicg V
file structure) of database and documents files shoul
logged.
13.4.37 Information on changes in location mustiude: B |Obligatory
1. from location/directory if 13.04.36
2. to location/directory is fulfilled.
3. the date on which the document was moved fr¢
its current location
4. date on which the document was received
5. who was responsible for the movement
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14 Terminology

Thefollowing list is restricted to terms that are used in the standard.

Term

Explanation

Archival format

Standardised format for electronic recordkeeping and
prepared fofong-term storage. Specified in Regulation No.
1566 of 1 December 1999 concerning supplementary
technical and archival provisions regarding the handling o
publicfonds Chapter VIII (the transfer provisions).

Archival repository

Institution wherdondsmaterial worth preserving is kept
permanently. The archival repository relievesfthrals
creator by storing olddondsmaterial and serving users wh
are interested in the material.

Archive (archives as used i
Norway and in this
standard)

1. Documertd created as part of an activity, i.e. documents
which are received or produced by a sirfgledscreator and
collated as a result of his or her activity (also known as a
fondsentity).

2. Storage location fdonds.

3. Organisational unit that perfornasks linked tdonds also
known as a registry office.

4. The same as archival repository.

Authentication

The meaning of the term within the field of access conol
function that determines whether the information that a pel
enters in the IT systefuser name, password, magnetic strif
card, fingerprints, etc.,
needs for secure authentication) provides sufficient securit
that the person is who he or she claims to be.

Authenticaion metadata

Met adata that are intended
authenticityand credibility, partly by giving the recipient

information that can be utilised in connection with checks
the document 6s content and

Authenticity

Authenticity meangenuineneser originality, the opposite of
a copy or forgery. In the context fainds this means that the
document is what it claims to be, eby.the fact that the
identities of the parties in an electronic communication are
correct.

Authorisation

Authorisation consists of rules (which are preferably enforg
electronically within the IT system) concerning the informa
to which amauthenticategberson has access and the actions
that he or she can perform.

Back log

Received registry entry that has not bemgmed off SeeSign
off.

Business analysis

See Decision support.
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Term

Explanation

Case

1. Abstract: An issue for processing, based on an externa
enquiry or an initiative by the organisation itself (cf. the
PublicAdministration Act and the Freedom of Information
Act. The term is also used concerning the decisiaking
process itself.

2. Concrete: Cases include the case documatisids, notes,
etc. which arise in connection with and are pathef
decisionmaking process.

3. In electronic registry/record solutions (Noark): Cases
consist of one or more registry entries and their associate
documents, linked together under a common identity (cas
number).

See Case file.

Case document

According to the Freedom driformation Act, the case
documents of the administration are documents issued by
administrative body and documents received by or presen
to such a body. In a recordkeeping context, the term is mg
used in a similar, but slightly more limited, nmem. A case
document is alwaysfandsdocument, but not afbnds
documents are case documents. A case document is creg
when it is dispatched by the body. If this does not take pla
the case document is considered to be created when it is
finalised.

Case file

A specialisation of the record unit file in tlendsstructure.
See Case.

Case followup

To follow up the handling of a case, e.g. checks on the
handling in relation to due dategck logchecks, etc.

Casefonds

The portion of thdondswhich consists of case documents,
i.e. documents which have been received by or submitted
body, or which the body has itself created, and which

concerns the bodyods area 0o

Case handling

Evaluation of information relatmto an internal or external
issue with a view to making a decision.

Case list

List of meeting cases from the queue list that are to be
considered at a given meeting.

Caseresponsible

Executive officer who is responsible for processing the cas
awhole. See also Executive officer.

Certificate

A certificate is information (which an independent third par|
can verify) which a recipient needs in order to decide whet|
he or she can trust the sender of electronically signed mat

Classification

Classification is dividing things or terms into classes, i.e.
assigning dondsdocument classification values that descr
function, activity, topic or object.
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Term Explanation

Confidentiality It must not be possible for unauthorised persons to read t
meaningful corgnt.

Content management Management of all types of content (documents and data)
within an organisation.

Co-sender iCosender ¢ means a sender w
incoming document has several senders.

Currentfonds Fondsin daily use by théondscreator. The first phase of the
fondsmat eri al 6s | i fecycl e.

Decision support Collective term referring to solutions, applications and

technology with the aim of collating, structuring and makin
available information. The aim is to gieeganisations the
opportunity to improve the quality of decisions by providin
the right information at the right time.

Decisionmaking body Collective term for board, council, committee, political body
body with decisiormaking authority, advisory bodgic.

Digital signature General term for technology, methods, regulations and
administrative/supervisory tasks which collectively provide
sufficient certainty that electronic information that has beer
Asignedo originates frthen t
content has not been manipulated.

Dispatch date Date which indicates when a document was sent.

Disposal To dispose of, i.e. to remove material that has been subje
case handling or has had document value fronfoihgsand
to destroy it; cf. Section-38 of the Archives Regulation.

Document Logically delimited quantity of information which may be
stored on a medium for future reading, listening, presentai
or transfer.

A document may be stored on paper, an eleanow@dium,
micro-fiche or any other medium that can carry informatior
Documents can contain text, drawings, graphics, photogrg
video, speech, etc.

Document description A level in thefondsstructure, a record unit. Metadata for
fondsdocuments, whickpecify the content of tHends
document.

Document management | Record storage, searching, presentation, management an
control of documents. Management of all types of docume
unfinished documents, working documents tordls
documents, independent of recordkeeping.

Document object A level in thefondsstructure, a record unit. Metadata for
document files. Document object is the lowest level in the
fondsstructure.

Electronic document A document stored on an electronic madiin a format

suitable for retrieval, processing and distribution with the g
of a computer.
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Term

Explanation

Electronicfonds

Fondswhich consist of electronic documents.

Executive officer

The person within the organisation who is responsible for
following up and pocessing one or more documents in a cg
See also Caseesponsible.

File

A level in thefondsstructure, a record unit. One or more
fondsand associateidndsdocuments that are linked togeth
under a common identity.

Fondsadministrator

The Archi ves Re-@)dolthetpersomvihe
has dayto-day responsibility for recordkeeping in a public
body and who manages the registry office. Also known as
fondsmanager.

Fondscapture

Identifying fondsworthy ofrecording capturingghem and
archiving them, i.e. the documents are assigned metadats
(reqgistered) and frozen (archived), so that neither the
document nor the associated authenticated metadata can
changed.

Fondscreation

The act of creating or generatifands Also useds a
collective term for the initial phases of ttuemdsmat e r i
lifecycle (currentfondsand remote storagends, i.e. the
phases during which tfendscreator is responsible for the
material (thdondscreation phase).

Fondscreator

An organisational unit or person who credtaslsas part of
his/her/its work. Afondscreator may be a public body, a
company, an organisation, a foundation, etc. or a part of s
a unit. A public body may be oriendscreator and threfore
have ondondsentity (central registry), or it could have
severafondscreators (departments, agencies, etc.), each
which create their owfondsentities (partiafonds).

Fondsperiod

The period of time into which tHends(1) are divided in
connection with remote storage, etc.

Fondsseries Part offonds grouped according to a common classificatio
scheme

Fondsstructure The logical, hierarchical order offandsentity.

Fondsunit An individual level in thdondsstructure.

Fondsweeding

Excluding or removing from theendsdocuments which are
neither subject to processing (case handling) or of
documentation value; cf. Sectiorl8 of the Archives
Regulation.

Form Collection of questions and explanations whicider a name
enable the declaration of a limited set of information to be
submitted by a single person in a single delivery or
transmission.

Format A single document can be stored in several formats. In ter

of fonds we principally refer to production format afahds
format.
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Term Explanation
Genuineness See authenticity.
Greying out The marking of possible passive responses or passive res

fields or with associated header texts to indicate that they
not available in theurrent situation. The marking is indicate
by a paler (generally grey) colour than the active
characters/field.

Information management

Information management comprises all strategic and prac
tasks that an organisation performs in order to enable the
organisation to utilise the commercial potential that data,
documents, information and knowledge offer.

Information provider

The (physical) person who goes through and answers the
guestions on a form, or who provides data from one or mo
files, for submission to task retrievers. This could be the

information provider himself when the task obligation rests
with a physical person. In other cases, the information pro
will generally be an employee of the information provider o
the informationpp vi der 6 s accountant

Integrity

Linked to content, that data (the document) has not been
altered or destroyed in an unauthorised manner or
erroneously; a property in connection with data which mak
it possible to discover whethdata has been altered in an
unauthorised manner or erroneously.

In terms offonds integrity is an indication that tHends
document has not be@émessed around widhand that the
information reproduces the actual events and circumstang

Internaldocument

A document prepared for an
preparation of a case, either by the body itself or by a

subordinate unit, special advisors, experts or a ministry for
by another ministry.

Knowledge management

Organisational and tenoblogical measures for the
preservation, refining and
capital o within organisat.

Lifecycle

The sequence of development th&@dsdocument
undergoes from its creation until it is stored for the future i
an archival repository (or disposed of). It is normal to oper
with three phases in the lifecycle of ttemdsdocuments:
active archive, remotstorage archive and archive reposy.
The first two come under archive creation.

Logging

Logging is the sequential storage of data, often in
chronological order.

Meeting

A meeting within a decisiomaking body in order to process
cases in a case list.
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Term

Explanation

Meeting case

A delimitedproblem that a decisiemnaking body must
consider in a meeting.

Meeting case status

For case plan, case plan locked, case rejected, case finalis
(Areportedo), case deferre

Meeting case type

Case draft from an administrative unit, delegated case tesi
case, interpellation and wu
businesso) .

Meeting minutes

A report (minutes) from a specific meeting of a board. It
consists of information such as time, place, attendance, et
well as reports/minutes for all cases thateveonsidered
during the meeting.

Memo Internal document that is prepared within a body as part o
preparations for a case. See also Internal document.

Metadata Metadata are data that serve to define or describe other d
In terms offonds thiswill for example be information on the
structure, content and context of a document.

OAIS ISO 14721: 2002 Reference Model for an Open Archival

Information System (OAIS). This is an ISO standard for th
preservation of records.

Overlap period

Transitionalphase between an old and a fendsperiod,
usually the first two years of each néamdsperiod.

Paper document
(Physical document)

Document in paper form.

Parameter

Variable that is assigned a value in connection with a
particular use. Used concergifixed options which must or
should be available in the solution.

Periodisation

To define regular time intervals for the recordkeeping. Thi
means that all cases containing documents which have be
registered during a specific period of time (knowraafofids
periodo) are sent for r emg
comprise a unit in the remegtoraggonds

Precedent

A (legal) decision which establishes a precedent for the
processing of similar situations or cases. A precedent can
be a case that governing for the handling of other similar
cases. It usually concerns administrative resolutions, i.e.
individual resolutions passed in accordance with the
administration area of the body concerned which contain &
legal view that is subsequently usesia basis in other simila
cases.
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Term Explanation

PREMIS Data Dictionary for Preservation Metadata: Final Report o
the PREMIS Working Group (OCLC and RLG 2005).
PREMI'S stands for APresery
Strategieso. The PREMI SodaNo
a core of metadatawhich can be used for digital
preservation, irrespective of the type of documents or
preservation strategies.

Preservation Storingfondsmaterial for a long period of time. In the

Archives Regulation, preservation means thatrttaterial is
stored for the future and transferred to an archive repositg
cf. Section 318.

Production format

The format in which an electronic document was produce(
i.e. usually the storage format that was used Wwgral
processing system.

Publicregistry

A copy of the registry that is made available to the public,
from which information that is exempt from public access
been crossed out. See also Screening.

Queue list

Cases that have been fully processed by the administratio
notified a ready for processing by the decisioaking body
by placing them in a queue list.

Record

Document received or produced as part of the activity whi
an organisation performs, and which is not subjetirids
weeding. Consists of one or more documents that are link|
metadata and frozen (i.e. neither the document nor the
associated authenticated metadata can be changed).
Corresponds to the Norwegi
also Case document.

Record

TheEnglish term that corresponds to the Norwegian
arkivdokument.

Document created or received by a person or organisatior
part of the activity which is maintained by the person or
organisation (Moreq).

Record

Systematic and continuous logging of information in a regi
In accordance with Section@of the Archives Regulation, al
incoming and outgoing documents that are used in case
handling and have documentation value must be registere
Internal documets are registered where appropriate. In the
legislation, the time afecordis used as a basis for determin
deadlines in connection with case handling.

Record

A level in thefondsstructure, a record unit. Documentation
a transaction, including metata for theecord
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Term Explanation

Recorddate In principle, the registryécorddate must be the date on whi
an incoming document is received by or presented to the K
i.e. the date of receipt of an incoming document.

For inhouseproduced documents, thegistry date will be the
date on which the registry office quak@gsured the documer
after it was sent or finalised.

In accordance with Section2of the Archives Regulation, th
registry date must be stated in the registry, and in the case
paperbasedonds in accordance with Section43it must be a
heading in the registry stamp. Registry date is also a seleg
criterion for the collective chronologically sorted report of g
records during the period.

Registry Register of case documentstthee processeent, received)
by a body.

Registry date Seerecorddate.

Registry entry An individualrecord(entry) in a registry, i.e. the information
on a case document and any attachments.

Registry information The information that is contained @&registry; cf. Section-2Z

of the Archives Regulation.

Registry management unit | Registry management unit is the name of the organisation

unit that i1 s responmsordand e f
recordkeeping. Other names
and fAregistry officeo.
Remotestoragdonds Material which has been stored according to the principleg
described under remote storage. The second phase in the
fondsmat eri al 6s | i fecycl e.
Reply data The information ptexfieldstaedr 6 s

selections from singleor multiple-choice lists.

Role Within access control, roles consist of groups of similar tas
so that thewuthorisationcan be assigned to several people
the same role instead of each individual person.

Screening Use of neutral characters, omissions or strikethroughs on «
copy of or extract from the registry to which the public may
request access (cf. SectiotY 2hird paragraph of the Archive
Regulation).

Semicurrent fonds Removing after a certain ped of time (normally a specific
number of yeardpndsmaterial from the activeondsand
storing it in an appropriate location; &dndsperiod.

Sender A person who sends a letter, parcefinail, electronic
message, SMS or similar.
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Term Explanation

Series A groupingof fonds (entity) constituted by a common
classification schemaéts definition is often, but not always,
identical to that of &ndsseries.

Sign off Registering information in the registry as to when and how
processing of an incoming document basn completed.

ADepreciationd as a sugges
version, the Norwegian ter

Transaction information Information that is registered in connection with the use or
transfer of data, including transactions this added
automatically.

Variant An alternative edition of ondsdocument, which is filed in
addition to it. In a variant of fandsdocument, the content @
the document has been altered relative to the original
document. The most common variant vadl a publicly
available version of the document from which confidential
information has been removed, so that it can be made pul
available.

Version An edition of afondsdocument at a particular point in time.
The most recent version will be the final version.
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